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Status of this memo


This document is an Internet-Draft and is in full conformance with all provisions of Section 10 of RFC2026.


Internet-Drafts are working documents of the Internet Engineering Task Force (IETF), its areas, and its working groups. Note that other groups may also distribute working documents as Internet-Drafts.


Internet-Drafts are draft documents valid for a maximum of six months and may be updated, replaced, or obsoleted by other documents at any time. It is inappropriate to use Internet-Drafts as reference material or cite them other than as "work in progress".


The list of current Internet-Drafts can be accessed at


http://www.ietf.org/ietf/lid-abstracts.txt


The list of Internet-Draft Shadow Directories can be accessed at


http://www.ietf.org/shadow.html


This document is an individual submission to the IETF. Comments should be directed to the authors.


Abstract


This memo describes a private extension to SIP in the form of a 

P-Visited-Network-ID header. The contents of the header identify each of the visited networks the message traversed en-route to the home network.
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1. Introduction


The 3rd Generation Partnership Project (3GPP) has chosen SIP [1] as the signaling protocol for the IP Multimedia Subsystem (IMS). A collection of 3GPP requirements related to SIP are stated in the "3GPP requirements to SIP" [1]. 


3GPP networks are composed of a collection of so called home networks, visited networks and subscribers. A particular home network may have roaming agreements with one or more visited networks. This has the effect that when a mobile terminal is roaming, it can use resources provided by the visited network in a transparent fashion.


One of the conditions for a home network to accept a mobile roaming to a particular visited network is the presence of a roaming agreement between the home and the visited network. There is a need to indicate to the home network which is the visited network that the terminal is using.


3GPP terminals always register to the home network. The register request is proxied by the visited network to the home network. In the sake of a simple approach, it seems sensitive that the visited network includes an identification that is known at the home network. This identification takes the form of a quoted text string. The home network may use this identification to verify the existence of a roaming agreement with the visited network, and to authorize the registration through that visited network.

2. Applicability statement


The P-Visited-Network-ID is applicable whenever the following circumstances are met:


1. An endpoint is using resources provided by one or more visited networks (a network to which the user does not have a direct business relationship).

2. A proxy that is located in one of the visited networks wants to be identified at the user's home network.


3. There is not requirement that every visited network needs to be identified at the home network. Those networks that want to be identified make use of the extension defined in this memo. Those networks that do not want to be identified do nothing.

4. A commonly pre-agreed text string identifies the visited network at the home network.

5. The UAC sends a REGISTER or dialog initiating request (e.g., INVITE) or a standalone transaction request to a proxy in a visited network.


6. The registrar or home proxy is located in the home network.


7. The registrar or home proxy verifies and authorizes the usage of resources (e.g., proxies) in the visited network.


3. The Visited Network Identifier header


The P-Visited-Network-ID header field is used to convey to the registrar or home proxy in the home network the identifier of a visited network. The identifier is a quoted string that is known by both the registrar or the home proxy at the home network and the proxies in the visited network.


Typically, the home network authorizes the UA to roam to a particular visited network. This action requires an existing roaming agreement between the home and the visited network.

The Visited Network Identifier header is populated with a quoted text string that identifies the proxy network at the home network.

Someone could argue that it is possible for a home network to identify one or more visited networks by inspecting the domain name in the Via header fields. However, this solution is not reliable, as it has a heavy dependency on DNS. It is an option for a proxy to populate the via header with an IP address, for example, and in the absence of a reverse DNS entry, the IP address will not convey the desired information.

4. P-Visited-Network-ID syntax and definition


The P-Visited-Network-ID is an extension of a SIP header. The syntax of the P-Visited-Network-ID header is rather simple and described as follows:


P-Visited-Network-ID = "P-Visited-Network-ID" HCOLON quoted-string


A P-Visited-Network-ID header may be inserted into a REGISTER or other standalone or dialog initiating request by any SIP node traversed by that message. In case a REGISTER or other request is traversing different administrative domains (e.g., different visited networks), a SIP node may insert a new P-Visited-Network-ID header, if there was already one present with different contents (e.g., if the request has traversed a various different administrative domains).


The P-Visited-Network-ID is normally used at registration. However, this extension does not preclude other usages. For instance, a proxy in a visited network that does not maintain registration state MAY insert a P-Visited-Network-ID header into a standalone request or a request that creates a dialog. At the time of writing this document, the only requests that create dialogs are INVITE [1] and SUBSCRIBE [3].


The allowable usage of headers is described in Table 2 of SIP [1]. The following additions to this table are needed for the P-Visited-Network-ID.


Addition of P-Visited-Network-ID to the Table 2 in SIP [1] and section 4.1 of the SIP-specific event notification [2]:


Header field        where   proxy ACK BYE CAN INV OPT REG PRA SUB NOT


    ___________________________________________________________________________________


P-Visited-Network-ID  R      ad    -   -   -   o   -   o   -   o   -


5. Usage


5.1 Procedures at the UA


This memo does not define any procedure at the UA. The UA SHOULD NOT insert the P-Visited-Network-ID header.


5.2 Procedures at the registrar and proxy


A proxy that is located in a visited network MAY insert a P-Visited-Network-ID header field in a REGISTER or any other standalone request or other request that initiates a dialog. The header is populated with the contents of a provisioned string that identifies the administrative domain of the network where the proxy is operating at the user's home network.




The home proxy or registrar in the home network may use the contents of the P-Visited-Network-ID as an identifier of one or more visited networks that the request traversed. The home proxy or registrar may take local policy driven actions based on the existence or not of a roaming agreement between the home and the visited networks. This means, for instance, authorize the actions of the request based on the contents of the P-Visited-Network-ID header.

A home proxy MUST delete this header when forwarding the message outside the home network administrative domain, in order to retain the user's privacy.

6. Security Considerations


For this mechanism to work, it is assumed that there is trust relationship between a home network and one or more transited visited networks. 


It is possible for other proxies between the proxy in the visited network that inserts the header, and the registrar or the home proxy, to modify the value of P-Visited-Network-ID header. It is therefore desirable to apply an integrity protection mechanism such us IPsec or other available mechanisms in order to prevent such attacks.


7. IANA Considerations


This document defines the SIP extension header "P-Visited-Network-ID" which should be included in the registry of SIP headers defined in SIP [1]. As required by the SIP change process [4] the SIP extension header name "Visited-Network-ID" should also be registered in association with this extension.
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