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0
Abstract

This contribution analyses the various SIP drafts, and identifies the SIP requirements for the Supported header. It then identifies the values that need to be inserted in the profile tables of 24.229 regarding this header.

1
An analysis of the SIP drafts with respect to the Supported header

1.1
SIP: Session Initiation Protocol (draft-ietf-sip-rfc2543bis-05.txt)

Section 8.1.1.8 specifies:

8.1.1.8 Supported and Require

If the UAC supports extensions to SIP that can be applied by the server to the response, the UAC SHOULD include a Supported header in the request listing the option tags for those extensions.

The option-tags listed MUST only refer to extensions defined in standards track RFCs. This is to prevent servers from insisting that clients implement non-standard, vendor defined features in order to receive service. Extensions defined by experimental and informational RFCs are explicitly excluded from usage with the Supported header in a request, since they too are often used to document vendor defined extensions.

If the UAC wishes to insist that a UAS understand an extension that the UAC will apply to the request in order to process the request, it MUST insert a Require header into the request listing the option tag for that extension. If the UAC wishes to apply an extension to the request and insist that a proxy understand that extension, it MUST insert a Proxy-Require header into the request listing the option tag for that extension.

Section 8.2.5 specifies:

8.2.5 Applying Extensions

A UAS that wishes to apply some extension when generating the response MUST only do so if support for that extension is indicated in the Supported header in the request. If the desired extension is not supported, the server SHOULD rely only on baseline SIP and any other extensions supported by the client. To ensure that the SHOULD can be fulfilled, any specification of a new extension MUST include discussion of how to gracefully return to baseline SIP when the extension is not present. In rare circumstances, where the server cannot process the request without the extension, the server MAY send a 421 (Extension Required) response. This response indicates that the proper response cannot be generated without support of a specific extension. The needed extension(s) MUST be included in a Require header in the response. This behavior is NOT RECOMMENDED, as it will generally break interoperability.

Any extensions applied to a non-421 response MUST be listed in a Require header included in the response. Of course, the server MUST NOT apply extensions not listed in the Supported header in the request. As a result of this, the Require header in a response will only ever contain option tags defined in standards track RFCs.

Section 11 (Querying for Capabilities), 1st paragraph specifies:

The SIP method OPTIONS allows a client to query another client or server as to its capabilities. This allows a client to discover information about the methods, content types, extensions, codecs etc. supported without actually "ringing" the other party. For example, before a client inserts a Require header field into an INVITE listing an option that it is not certain the destination UAS supports, the client can query the destination UAS with an OPTIONS to see if this option is returned in a Supported header field.

Section 11.2 (Processing of OPTIONS Request), 3rd paragraph specifies:

Allow, Accept, Accept-Encoding, Accept-Language, and Supported header fields SHOULD be present in a 200 OK response to an OPTIONS request.

Section 13.2.1 (Initiating a Session - Caller Processing - Creating the Initial INVITE), 3rd paragraph specifies:

A Supported header field (Section  22.35) SHOULD be present in the INVITE. It enumerates all the extensions understood by the UAC.

Section 13.3.1.4 (Initiating a Session - Callee Processing - Processing of the INVITE - The INVITE is accepted), 2nd paragraph specifies:

A 2xx response to an INVITE SHOULD contain the Allow header field and the Supported header field, and MAY contain the Accept header field. Including these header fields allows the UAC to determine the features and extensions supported by the UAS for the duration of the call, without probing.

Section 21.2 specifies:

21.2 Option Tags

Option tags are unique identifiers used to designate new options (extensions) in SIP.  These tags are used in Require (Section 22.30), Proxy-Require (Section 22.28, Supported (Section 22.35) and Unsupported (Section 22.38) header fields.  Note that these options appear as parameters in those headers in an  option-tag = token  form (see Section 26 for the definition of token).

The creator of a new SIP option MUST either prefix the option with their reverse domain name or register the new option with the Internet Assigned Numbers Authority (IANA) (See Section 27).

An example of a reverse-domain-name option is "com.foo.mynewfeature", whose inventor can be reached at "foo.com". For these features, individual organizations are responsible for ensuring that option names do not collide within the same domain. The host name part of the option MUST use lower-case; the option name is case-sensitive.

Options registered with IANA do not contain periods and are globally unique. IANA option tags are case-sensitive.

Section 22 (Header Fields) 6th paragraph specifies:

"Optional" means thata UA MAY include the header field in a request or response, and a UA MAY ignore the header field if present in the request or response (The exception to this rule is the Require header field discussed in 22.30). A "mandatory" header field MUST be present in a request, and MUST be understood by the UAS receiving the request.  A mandatory response header field MUST be present in the response, and the header field MUST be understood by the UAC processing the response. "Not applicable" means for header fields that the header field MUST NOT be present in a request. If one is placed in a request by mistake, it MUST be ignored by the UAS receiving the request. Similarly, a header field labeled "not applicable" for a response means that the UAS MUST NOT place the header in the response, and the UAC MUST ignore the header in the response.

Table 3 does not specify the type of header; a proxy has no capability for the header. The header is optional for all methods specified in the draft except ACK (i.e. BYE, CANCEL, INVITE, OPTIONS, REGISTER).

Section 22.35 specifies:

22.35 Supported

The Supported header field enumerates all the extensions supported by the client or server. If empty, it means that no extensions are supported.

Example:

Supported: foo, bar

Section 23.4.15 specifies:

23.4.15 421 Extension Required

The UAS needs a particular extension to process the request, but this extension is not listed in a Supported header in the request. Responses with this status code MUST contain a Require header listing the required extensions.

In general, a UAS SHOULD NOT use this response when it wishes to apply an extension to a request. The end result will often be no service at all, and a break in interoperability. Rather, servers SHOULD process the request using baseline SIP capabilities and any extensions supported by the client.

Section 26.1 defines the message header name, and the syntax of the header.

Supported  =  ( "Supported" | "k" ) HCOLON 0#option-tag

Section 27.1 (Option tags) - 1st paragraph specifies:

Option tags are used in headers such as Require, Supported, Proxy-Require and Unsupported in support of SIP compatibility mechanisms for extensions. For more on the use of option tags in these headers see Section 21.2. The option tag itself is a string that is associated with a particular SIP option (e.g. an extension) in order to identify the option in signaling between SIP endpoints.

1.2
Reliability of Provisional Responses in SIP (draft-ietf-sip-100rel-04.txt)

Contributor's note: The 100rel draft is about to be rolled into the next version of the bis draft, and all the requirements from this draft will therefore move to that draft, with some expected minor technical changes due to that move.

Section 4 (Detailed Overview of Operation) - 1st paragraph specifies:

The reliability mechanism is based on the standard windowed acknowledgement technique. When a server generates a provisional response which is to be delivered reliably, it places a sequence number (via the RSeq header field) in the provisional response. These sequence numbers are chosen with a random initial value, for security reasons. The provisional response is then retransmitted with an exponential backoff, in a fashion that is identical to final responses to INVITE. Note that a UAS MUST NOT send a response reliably unless there was a Supported or Require header in the request indicating this extension [3].

Section 5 (Extension Syntax) - last paragraph specifies:

This document specifies the named extension 100rel This feature name is placed in the Supported or Require header in requests, or the Require, Supported or Unsupported header in responses [3].

Section 6.1 (UAC behaviour) - 1st and 2nd paragraphs specify:

If the UAC wishes to insist that all provisional responses are delivered reliably, it MUST include a Require header into the request containing the option tag  100rel. Otherwise, if a UAC supports this extension, it SHOULD include a Supported header into all requests (excepting ACK and PRACK), with the name  100rel listed as an option tag.

The rest of this discussion assumes either the Require or Supported header has been inserted into a request containing the option tag 100rel. The request whose provisional response is being reliably sent is referred to as the initial request.

Section 6.1 (UAC behaviour) - 7th paragraph specifies:

It is not neccesary to include the Supported header listing the option tag  100rel in the PRACK request. That is because a UAS MUST NOT generate reliable provisional responses to PRACK. An implementation MUST NOT send a PRACK request if this extension is not supported. Furthermore, an implementation MUST NOT include a Require header in the PRACK with the option tag 100rel, as reliable provisional responses to PRACK are forbidden.

Section 6.2 (UAS behaviour) - 1st paragraph specifies:

The UAS MAY send any non-100 provisional response reliably, so long as the initial request contained a Supported header indicating that this feature is understood. The UAS MUST send any non-100 response reliably if the initial request contained a Require header indicating that the feature is mandatory for all provisional responses. If the UAS is unwilling to do so, it MUST reject the initial request with a 420 (Bad Extension) and include a Unsupported header containing the option tag  100rel.

Section 6.2 (UAS behaviour) - 3rd and 4th paragraphs specify:

If the request did not include either a Supported or Require header indicating this feature, the UAS SHOULD send the provisional response unreliably.

The rest of this discussion assumes that the initial request contained a Supported or Require header listing this feature, and that there is a provisional response to be sent reliably.

1.3
Integration of Resource Management and SIP (draft-ietf-sip-manyfolks-resource-02)

Section 10 specifies:

10. Option tag for Requires and Supported headers 

This draft defines the option tag "precondition" for use in the Require and Supported headers [12]. 

A UAS that supports this extension MUST respond to an OPTION request with a Supported header that includes the "precondition" tag. 

A UAC MAY include a "Require: precondition" in an INVITE request if it wants the session initiation to fail if the UAS does not support this feature.   

Presence of the precondition entries in the SDP message body of an INVITE request or response indicates support of this feature.  The UAC or UAS MAY in addition include a "Supported: precondition" header in the request or response. 

1.4
The SIP Session Timer (draft-ietf-sip-session-timer-08.txt)

Clause 4 (Session-Expires Header Field Definition), 5th paragraph specifies:

The optional refresher parameter indicates who will be doing the refreshing. It is RECOMMENDED that this parameter not be present in an initial INVITE, so that the negotiation mechanisms can successfully determine who will perform them. A 2xx response with the Session-Expires header MUST contain this parameter, indicating who will perform the refreshes. If the UAC wishes to insist on performing the refreshes, it MAY insert the parameter with a value of "uac" in the INVITE. It MAY use a value of "uas" if it knows that the other side supports session timer. It could know this by having received a request with a Supported header containing the value "timer" from its peer, or because a 2xx response received from the peer had a refresher parameter with the value "uas".

Clause 7.1 (UAC behaviour - Generating an INVITE Request), 1st and 2nd paragraphs specify:

A UAC which supports the session timer extension defined here MUST include a Supported header in each request (except ACK), listing the option tag "timer" [4]. It MUST do so even if the UAC is not requesting keepalives for the call.

The UAC MAY include a Require in the request with the value "timer" to indicate that the UAS must support the session timer to participate in the session. This does not mean that the UAC is requiring the UAS to perform the refreshes, just that it is requiring the UAS to support the extension. In addition, the UAC MAY include a Proxy-Require header in the request with the value "timer" to indicate that proxies must support session timer in order to correctly process the request. However, usage of either Require or Proxy-Require by the UAC is NOT RECOMMENDED. They are not needed, since the extension works even when only the UAC supports the extension. The Supported header containing "timer" MUST still be included even if the Require or Proxy-Require headers are present containing "timer".

Clause 7.1 (UAC behaviour - Generating an INVITE Request), 4th paragraph specifies:

If the request contains a Supported header with a value "timer", the proxy MAY reject the INVITE request if the session interval in the Session-Expires header is smaller than the minimum timer defined in the proxies local policy. The proxy does so by sending a 422 Session Timer Too Small response message. When sending the 422 response message, the proxy MUST include a Min-SE header with the value of its minimum timer.

Clause 8.1 (Proxy Behavior - Processing of requests), 4th, 5th 6th and 7th (last) paragraphs specify:

If the request contains a Supported header with a value "timer", the proxy MAY reject the INVITE request if the session interval in the Session-Expires header is smaller than the minimum timer defined in the proxies local policy. The proxy does so by sending a 422 Session Timer Too Small response message. When sending the 422 response message, the proxy MUST include a Min-SE header with the value of its minimum timer.

If the request doesn't indicate support for session timer, but the request contains a session interval that is too small, the proxy cannot usefully reject the request, as this would result in a call failure. Rather, the proxy SHOULD insert a Min-SE header containing its minimum timer. If a Min-SE header is already present, the proxy SHOULD increase (but MUST NOT decrease) the value to equal its minimum timer. The proxy MUST then increase the Session-Expires value to be equal to the value in the Min-SE header, as described above. A proxy MUST NOT insert a Min-SE header, or modify the value of an existing header, in a proxied request if that request contains a Supported header with the value "timer". This is needed to protect against certain denial of service attacks, described in Section 11.

Assuming the proxy has requested session timer (and thus has possibly inserted the Session-Expires header or reduced it), the proxy MUST remember that it is using session timer, and also remember the value of the Session-Expires header from the proxied request. This MUST be remembered for the duration of the transaction. The proxy MUST remember, for the duration of the transaction, whether the request contained the Supported header with the value "timer".

If the request did not contain a Supported header with the value "timer", the proxy MAY insert a Require header into the request, with the value "timer". However, this is NOT RECOMMENDED. This allows the proxy to insist on session timer for the session. This header is not needed if a Supported header was in the request; in this case, the proxy can already be sure that the session timer can be used for the session.

Clause 9 (UAS behaviour), 6th paragraph specifies:

If the refresher parameter in the Session-Expires header in the 200 class response has a value of "uac", the UAS MUST place a Require header into the response with the value "timer". This is because the uac is performing refreshes and the response has to be processed for the UAC to know this. If the refresher parameter in the 200 class response has a value of "uas", and the Supported header in the request contained the value "timer", the UAS SHOULD place a Require header into the response with the value "timer". In this case, the UAC is not refreshing, but it is supposed to send a BYE if it never receives a refresh. Since the call will still succeed without the UAC doing this, insertion of the Require is a SHOULD here, rather than a MUST.

Clause 11 (Security Considerations), 2nd paragraph specifies:

First, consider the case of a rogue UAC that wishes to force a UAS to generate refreshes at a rapid rate. To do so, it inserts a Session-Expires header into an INVITE with a low duration and a refresher parameter equal to uas. Assume it places a Supported header into the request. Any proxy, or the UAS, which objects to this low timer will reject the request with a 422, therefore preventing the attack. If no Supported header was present, the proxies will insert a Min-SE header into the request before forwarding it. As a result, the UAS will not choose a session timer lower than the minimum acceptable one to all elements on the path. This too prevents the attack.

1.5
SIP Extensions for supporting Distributed Call State (draft-ietf-sip-state-02.txt)

Clause 3 (Introduction), 7th (last) paragraph specifies:

2) A new option tag "state" is defined. This is to be used in the Supported header [5] by the initiating UA in its request to inform its proxy server that it understands and supports the behavior required by the State header. The responses would also include the Supported header with the option tag "state". In addition, proxy servers that transfer State to the UAS MUST also include a Require and a Proxy-Require header field with the option tag "state" if the proxy requires support for the extension.  

Clause 4 (Protocol overview), 2nd and 3rd paragraphs specify:

Consider a basic SIP INVITE-200 OK-ACK transaction. The UAC initiating the call sends an INVITE request to its proxy with the called party information. If the UAC supports the State header, the Supported header with the option tag "state" MUST be included in the request. The originating proxy locates the SIP proxy associated with the called party (referred to here as the terminating proxy) and forwards the INVITE to it. After the terminating proxy processes the INVITE, it has the information about the call being set up. The terminating proxy can pass this state information to the terminating/called UA in the State header. The State header includes a host value to identify the proxy that inserted the state token(s) that follows. In addition, the proxy MAY insert a Require and a Proxy-Require header field with the value "state" if it wishes the call to only be established if the State extension can be supported.  

If the UAS supports the State extension, the State header along with the Supported header with an option tag of "state" is reflected back in the response. When the response to the INVITE (200 OK or the first non-100 1xx response) arrives at the originating proxy, the proxy has the complete call state information about the call being setup. When forwarding the response to the calling UA, the proxy includes this call state information in the State header.  

Clause 5 (SIP Header Extension and Option Tag for Distributing Call State), 1st and 2nd paragraphs specify:

If the State header is to be used to distribute state in a call, the UAC initiating the call MUST include the Supported header defined in [5] with the option tag "state" in the initial INVITE request.  

UAS's receiving the Supported header with the value "state" MUST include the Supported header with an option tag of "state" in responses if they are capable of processing the State header extension.  

Clause 6.1 (UAC Behaviour) specifies:

The rules at the UAC for processing State headers are listed below: 

1. A UAC supporting this extension MUST include a Supported header field with an option tag of "state" in the initial INVITE and all subsequent requests and responses.  

2. The UAC MUST save the received State header(s) along with the From, To, Call-ID and tags associated with the To and From header fields for the duration of the call.  

3. On a subsequent request, the UAC includes the State header(s) in the request if the From, To (including ones with From and To reversed), Call-ID and the tags on the From and To match those associated with the saved State header(s) and Request-URI matches the hostname of the saved State header(s). If Route header is present, the UAC also includes State headers that have hostname matching a component of the Route header. 

4. Additional rules MAY be defined by other extensions that specify when a State header is to be included in a request. An example of this would be extensions that handle call transfers and other features that would specify State header processing at the UAC.  

5.
When a call leg ends, the UAC MAY delete all saved State headers associated with the call leg. 

Clause 6.2 (UAC behaviour) specifies):

The rules at the UAS for processing State headers are listed below: 

1. A UAS that supports this extension MUST include a Supported header with the token value "state" in all responses. 

2. The UAS MUST save the received State header(s) along with the From, To, Call-ID and tags associated with the To and From header fields for the duration of the call, or until a new request with the State is received. 

3. In all non-100 responses to all requests, the UAS MUST include the State header(s) received in that request, and a Supported: "state" header. 

2
Summary of RFC status

Support of the timer extension requires the Supported header to be included in all requests from the UA except ACK. It therefore becomes mandatory to send based on this major capability.

Support of the state extension requires the Supported header to be included in an INVITE request from the UA. It therefore becomes mandatory to send based on this major capability.

In all other cases, inclusion of the header is optional in requests. Receipt of the header is mandatory.

If the Request header is included in a request, inclusion of the Supported header is mandatory in any response. However this does not require inclusion of a dependency within the profile. It is mandatory to be able to send and receive the Supported header in a response.

At a proxy, the bis draft does not define any action. However, the timer draft has proxies reading the Supported header and taking action on what is received. It is therefore assumed that there is some general read capability of this header at proxies. It is assumed that this only applies for requests.

3
Summary of 3GPP status

No change from IETF status.

4
Proposed changes to the tables of 24.229

4.1
Status at the user agent

Revise Table A.8 (BYE request), A.21 (CANCEL request), A.33 (COMET request), A.45 (INFO request), A.71 (OPTIONS request), A.84 (PRACK request), A.96 (REFER request), A.109 (REGISTER request) as follows:

xx
Supported
[1] 22.35, [6] 7.1
c1
c1
[1] 22.35, [6] 7.1
m
m

c1: IF A.3/16 THEN m ELSE o -- support of timer extension
Revise Table A.10 through A.16, A.18, A.19 (BYE response), A.23 through A.28, A.30, A.31 (CANCEL response), A.35 through A.40, A.42, A.43 (COMET response), A.47 through A.52, A.54, A.55 (INFO response), A.59 through A.65, A.67 through A.69 (INVITE response), A.73 through A.79, A.81, A.82 (OPTIONS response), A,86 through A.91, A.93, A.94 (PRACK response), A.98 through A.104, A.106, A.107 (REFER response), A.111 through A.117, A.119, A.120 (REGISTER response) as follows:

xx
Supported
[1] 22.35
m
m
[1] 22.35
m
m

Revise Table A.57 (INVITE request) as follows:

xx
Require
[1] 22.30, [9] 3
c1
o
[1] 22.30, [9] 3
m
m

xx
Supported
[1] 22.35, [6] 7.1, [9] 5
c1
m
[1] 22.35, [6] 7.1, [9] 5
m
m

c1: IF A.3/16 OR A.3/19 THEN m ELSE IF A.3/13 THEN o.1 ELSE o -- support of timer or state extension, support of reliable transport
o.1: At least one of these shall be supported

Contributor's note: Require header included for information and is not complete.
4.2
Status at the proxy

A new major capability for the proxy should be included:

xx
reading the contents of the Supported header before proxying the response 
[1] 22.35
o
o

Revise Table A.127 (BYE request), A.140 (CANCEL request), A.152 (COMET request), A.164 (INFO request), A.176 (INVITE request), A.190 (OPTIONS request), A.203 (PRACK request), A.215 (REFER request), A.228 (REGISTER request) as follows:

xx
Supported
[1] 22.35, [6] 8.1
m
m
[1] 22.35, [6] 8.1
c1
c1

c1: IF A.122/xx THEN m ELSE i

Revise Table A.129 through A.135, A.137, A.138 (BYE response), A.142 through A.147, A.149, A.150 (CANCEL response), A.154 through A.159, A.161, A.162 (COMET response), A.166 through A.171, A.173, A.174 (INFO response), A.178 through A.184, A.186 through A.188 (INVITE response), A.192 through A.198, A.200, A.201 (OPTIONS response), A,205 through A.210, A.212, A.213 (PRACK response), A.217 through A.223, A.225, A.226 (REFER response), A.230 through A.236, A.238, A.239 (REGISTER response)  as follows:

xx
Supported
[1] 22.35
m
m
[1] 22.35
i
i


Annex: additional requirements if the Events draft is included (see companion contribution)

Section 4.1.2 (Detecting support for SUBSCRIBE and NOTIFY) - 1st paragraph specifies:

Neither SUBSCRIBE nor NOTIFY necessitate the use of "Require" or "Proxy-Require" headers; similarly, there is no token defined for "Supported" headers. If necessary, clients may probe for the support of SUBSCRIBE and NOTIFY using the OPTIONS request defined in RFC2543 [1] .

It has been agreed that when the next version of the Events draft is produced, this will reference the bis draft, rather than RFC 2543. This means that the Supported header will be included in the SUBSCRIBE and NOTIFY methods in the same manner as for all other methods.

Therefore the rows as identified in the main part of this proposal (e.g. as for the BYE method) should also be included in the SUBSCRIBE and NOTIFY methods.

