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Problem

Documents N1-020039 and N1-020040 from Hutchison 3G raised the need to make sure that the S-CSCF can distinguish between a ‘successfully checked’ REGISTER request and a REGISTER request that wasn’t integrity protected.  This is important because if the REGISTER was NOT integrity protected by the UE, the S-CSCF MUST authenticate the UE, in order to provide security for subsequent SIP signalling (e.g. session initiation).

Proposed Solution

P-CSCF behaviour

An integrity protected REGISTER request from the UE will contain the ‘Proxy-Authorization:’ header with the integrity ‘signature’ in it.  The P-CSCF shall verify the signature and shall ONLY pass the message to the S-CSCF if the integrity check was successful.  When forwarding the message to the S-CSCF, the P-CSCF shall ensure that the ‘Proxy-Authorization:’ header is kept in the message.

S-CSCF behaviour

When receiving a REGISTER request message from a UE, via the P-CSCF, the S-CSCF shall check for the presence of a ‘Proxy-Authorization:’ header.  If the header is present, the S-CSCF shall implicitly understand that this message was successfully integrity checked by the P-CSCF.  The message can then be processed as normal and- as usual- the S-CSCF can optionally authenticate the UE.

If the ‘Proxy-Authorization:’ header is NOT present in the REGISTER request, the S-CSCF can assume that this message was NOT integrity protected, and therefore the S-CSCF shall authenticate the UE.

The way forward

Vodafone asks CN1 to agree this proposal as a suitable solution to the problem outlined above.  If the proposal is agreed in CN1, then it is recommended that the idea be liased to SA3.  If SA3 find the solution a suitable one, then Vodafone will prepare more detailed CRs to 24.229.

