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Introduction

In GSM/GPRS/UMTS, there are several scenarios where a network operator may wish to reject a request from a mobile to register with the network.  Here are some general examples:

1. No IMSI analysis in MSC/SGSN for this particular subscriber (e.g. no roaming agreement between networks)

2. No roaming agreement for a particular service (e.g. GPRS)

3. Illegal ME

4. Subscription specific/Administrative block, e.g. ODB or bad-payment history

5. Authentication failure due to the mobile sending an incorrect response. (There is also, from Release 99 onwards, a case where the mobile station may wish to abort a registration towards the network because an authentication challenge is incorrect.  This scenario is to be discussed separately, and is not covered by this document)

.

IMS Scenarios

For IMS the same kind of scenarios can occur.  How should we deal with them?

1. The I-CSCF interrogates the HSS and the HSS doesn’t know the private ID of the user

This is an error case, as the SGSN should only allow the UE to attach to the GPRS network or activate the PDP context if there is a roaming agreement.  It may however, be prudent to provide the IMS with a mechanism to reject the REGISTER anyway.  The I-CSCF will reject the request with a suitable response.  What response code will be sent to the UE?  What should the UE do next?  How is the PDP Context (established for SIP signalling) de-activated?

2. No roaming agreement for IMS

It appears that the GGSN will usually be in the home network, and so the P-CSCF will also be in the home network.  This means that if a GPRS roaming agreement exists, then IMS is probably possible.  If it is not possible, the SGSN will not allow the PDP Context to be activated.

However, if the GGSN and P-CSCF are in the visited network, then can the visited network reject the request from the UE for a PDP Context to be activated?  Or does the context get activated, the P-CSCF and IP address assigned and then the REGISTER request rejected by the I-CSCF or S-CSCF?  Again, the same questions arise- what response code should be sent to the UE?  What should the UE do next?  How is the PDP Context de-activated?

3. Illegal UE

This case probably doesn’t merit too much attention.  However, there may still be occasions when the IM CN Subsystem wishes to reject a REGISTER request on such grounds, and IMS ought to be able to.  So, once again, the same three questions apply.

4. Subscription specific/Administrative block

There may be occasions when the network operator decides to not allow the user to REGISTER with the IMS network.  One such reason may be that the user has an IMS subscription but they are not allowed to use it whilst roaming.  In this case, with the GGSN in the home network, it may be possible to prevent the PDP Context used for SIP signalling from ever being set up.  Any request from a ‘foreign’ SGSN to set up that particular PDP context could be rejected by the GGSN based on such roaming restrictions.

Another way around this (e.g. if the GGSN is in the visited network) would be to reject the SIP REGISTER request with a suitable cause.  However, the response code and subsequent UE behaviour is again unclear.

5. Authentication Fails

Mutual authentication is used in IMS and so there is more than one scenario where a registration procedure will fail due to authentication procedures failing in some way.  These cases are not covered by this document.

Conclusions

In general, there is a suitable 4xx response code with which a REGISTER request can be rejected:

403 Forbidden “The server understood the request but is refusing to fulfil it.  Authorisation will not help, and the request SHOULD NOT be repeated,” for example.

However, the problem appears to be what should the UE do next, and how should the PDP Context (established for SIP signalling) be de-activated?

In addition to this, should there be some kind of reject cause sent in order to determine the behaviour of the UE, or at least in order to display something helpful to the end-user?

Proposal

Vodafone wishes to highlight these issues and discuss them in CN1.  The following possibilities are suggested as potential solutions:

1. 4xx responses (probably 403 FORBIDDEN?) are sent to the UE as a means of rejecting the UE’s request to register with the IMS network.

2. The 4xx response (403 FORBIDDEN) carries a 3GPP-specific text or XML based body, containing a reason for the rejection.

3. The UE should, upon receipt of the 4xx response (403 FORBIDDEN), consider itself as NOT registered and should deactivate the PDP context used for SIP signalling.

Agreement of these general solutions would require the following more detailed changes to be made:

For the UE behaviour, Vodafone proposes the that the following new sub-clause and it’s contents be added to Annex B of 24.229:

5.1.1.X

Registration Rejection

Upon receipt of a 403 FORBIDDEN response code, in response to a REGISTER request, the UE shall consider itself as NOT registered and shall delete the P-CSCF address and deactivate the PDP Context established for SIP signalling.  If a body was present in the 403 FORBIDDEN response, then the contents of that body should be interpretted by the UE and a reasonable error message displayed to the user.

Editor’s note:  This does not prevent the UE from activating the PDP Context again and attempting to access IMS services.

Editor’s note:  The exact interpretation of the body of the 403 FORBIDDEN response is FFS.
For the I-CSCF behaviour, it is proposed that the following new sub-clause and its contents be added to Annex B of 24.229:

5.3.1.x Registration Rejection

If the I-CSCF receives a negative response to the Cx query, when trying to determine which S-CSCF to forward a REGISTER request to, the I-CSCF shall send a 403 FORBIDDEN response to the UE with a suitable reject cause added in the body of the message.  The I-CSCF shall ensure that the registration state for the UE that originated the REGISTER request is de-registered.
Editor’s note:  This does not prevent the UE from activating the PDP Context again and attempting to access IMS services.

Editor’s note:  The exact interpretation of the body of the 403 FORBIDDEN response is FFS.

For the S-CSCF behaviour, it is proposed that the following new sub-clause and its contents be added to Annex B of 24.229:

5.4.1.X Registration Rejection

If the S-CSCF decides to reject the registration request from a UE, it shall do so by sending a 403 FORBIDDEN response, with a suitable reject cause in the body of the message.  The S-CSCF shall ensure that the registration state for the UE that originated the REGISTER request is de-registered.
Editor’s note:  This does not prevent the UE from activating the PDP Context again and attempting to access IMS services.

Editor’s note:  The exact interpretation of the body of the 403 FORBIDDEN response is FFS.

