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General

This paper proposes changes to 24.229 to clearly indicate what is meant by the term ‘authentication challenge’ and remove the associated editors note.

Proposal 

Changes to 24.229, Annex B section 5.4.1.5 are proposed as indicated below

5.4.1.5
Network-initiated reauthentication

The S-CSCF may request a subscriber to reauthenticate at any time, based on a number of possible operator settable triggers as described in clause 5.4.1.2. This will cause the UE to send a REGISTER request. The S-CSCF shall respond to the REGISTER request by sending a ‘401 Unauthorized’ response containing the authentication challenge parameters (i.e. RAND, AUTN).


The UE will then respond as defined in clause 5.1.1. In the case that the response from the UE contains the correct authentication response, the S-CSCF shall restart any timers/counters/event monitors etc. that trigger reauthentication.

In the case that the authentication response from the UE is incorrect the S-CSCF shall either:

-
attempt a further authentication challenge; or

-
deregister the user and terminate any ongoing sessions for all public user identities associated with the private user identity being authenticated, and release resources allocated to those sessions. 

In the case that the response from the UE is incorrect for three consecutive attempts then the S-CSCF shall deregister the user and terminate any ongoing sessions for all public user identities associated with the private user identity being authenticated, and release resources allocated to those sessions.

In the case that the S-CSCF determines that no response will be received from the UE (e.g. it may be unreachable due to loss of radio coverage), the S-CSCF shall either:

-
attempt a further authentication challenge; or

-
deregister the user and terminate any ongoing sessions for all public user identities associated with the private user identity being authenticated, and release resources allocated to those sessions. 

In the case that there is no response from the UE for three consecutive attempts then the S-CSCF shall deregister the user and terminate any ongoing sessions or all public user identities associated with the private user identity being authenticated, and release resources allocated to those sessions.

