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General

This paper includes the proposed changes to 24.229 to reflect the conclusions reached in reference 1. Namely -

The P-CSCF has an association between IMPI and IK after the first registration (provided a mechanism to transport CK and IK from S-CSCF is found).  The P-CSCF will also have a list of all registered IMPU that are associated with this IMPI and IK. This can be used to verify the integrity of subsequent message. Furthermore it is not necessary to include IMPI in every INVITE.

The very first REGISTER message must be authenticated. Later REGISTER messages can be integrity protected using IK. If the S-CSCF is aware of this protection, it could decide to REGISTER an IMPU without a further authentication, depending on operator policy. However, authentication is mandated for REGISTER messages that are not integrity protected.

Proposal 1

It is proposed to modify 24.229 Annex B section 5.1.1.5 on UE Authentication to reflect the above conclusions and to reflect the current registration processes.

5.1
Procedures at the UE

5.1.1
Registration and authentication

Editor’s Note: Normal and Exceptional Procedures might be splitted in sub-sections of the following clauses. This is true for all of the sub-sections 

5.1.1.1
General

The UE shall register public user identities (see Table 0.3/1 and dependencies on that major capability).

5.1.1.2
Initial registration

The UE can register a public user identity at any time that a valid PDP context exists. 
A REGISTER request may be integrity protected using IK, see TS 33.203, ref [18], received in an earlier registration. 

On sending a REGISTER request, the UE shall populate the header fields as follows:

a)
the user ID field of the authentication protocol, carried in the Authorization header, shall contain the private user identity. This shall be extracted from the USIM;

b)
the From header shall contain a public user identity of the subscriber. This can be extracted from the USIM, or may be input by the end user;

c)
the To header shall contain a public user identity of the subscriber. This can be extracted either from the USIM, or may be input by the end user;

d) the Expires header, or the expires parameter within the Contact header, may contain any value desired for the duration of the registration. 

NOTE:
The registrar (S-CSCF) might adjust the duration of the registration in accordance with network policy.

The use of the Path header shall not be supported by the UE. 
On receiving the 200 OK response to the REGISTER request, the UE shall store the expiration time of the registration.
NOTE :
The UE may receive a ‘401 Unauthorized’ response to a REGISTER request. This will be sent when the network requires authentication of the UE. 

On receiving a 401 Unauthorized response to the REGISTER request, the UE shall:

-
extract the RAND and AUTN parameters, and use the derived keys (CK and IK) to protect future messages, see TS 33.203, ref [18]; and

-
send another REGISTER request using the received IK to integrity protect the message. The header fields are populated as defined for the initial request, with the addition that the UE shall include an Authorization header containing the private user identity and the authentication challenge response (RES parameter).
5.1.1.3
Initial subscription to the registration-state event package

Upon receipt of a 2xx response to the initial registration, the UE shall subscribe to the users registration-state event package at the users registrar (S-CSCF). Therefore the UE shall generate a SUBSCRIBE request with the following elements:

-
a Request URI set to the resource to which the UE wants to be subscribed to, i.e. to a SIP URL that contains the public user identity that was previously registered;

-
a From header set to a SIP URL that contains the public user identity that was previously registered;

-
a To header, set to a SIP URL that contains the public user identity that was previously registered;

-
an Event header set to the “registration-state” event package;

-
an Expires header set to a value higher than the Expires header of the before sent REGISTER request;

Afterwards it shall send out the so generated SUBSCRIBE request.

Upon receipt of a 2xx response to the SUBSCRIBE message, the UE shall store the information for the established dialog and the expiration time as indicated in the Expires header of the received response.

The UE shall automatically resubscribe to the users registration-state event package if the expiration time, as indicated in the Expires header of the 2xx response to the SUBSCRIBE message, has run out.

5.1.1.4
User-initiated re-registration

The UE can reregister a public user identity at any time. The UE shall reregister before the expiration time of a previous registration, unless either the user or the application within the UE has determined that a continued registration is not required.
The REGISTER request may be integrity protected using IK, see TS 33.203, ref [18], received in an earlier registration.
On sending a REGISTER request, the UE shall populate the header fields as follows:

a)
the user ID field of the authentication protocol, carried in the Authorization header, shall contain the private user identity. This shall be extracted from the USIM;

b)
the From header shall contain a public user identity of the subscriber. This can be extracted from the USIM, or may be input by the end user;

c)
the To header shall contain a public user identity of the subscriber. This can be extracted either from the USIM, or may be input by the end user;

d)
the Expires header, or the expires parameter within the Contact header, may contain any value desired for the duration of the registration.

NOTE:
The registrar (S-CSCF) might adjust the duration of the registration in accordance with network policy.

On receiving the 200 OK response to the REGISTER request, the UE shall store the new expiration time of the registration for this public user identity.

The use of the Path header shall not be supported by the UE. 
NOTE :
The UE may receive a ‘401 Unauthorized’ response to a REGISTER request. This will be sent when the network requires authentication of the UE. 
On receiving a 401 Unauthorized response to the REGISTER request, the UE shall:

-
extract the RAND and AUTN parameters, and use the derived keys (CK and IK) to protect future messages, see TS 33.203, ref [18]; and

-
send another REGISTER request using the received IK to integrity protect the message. The header fields are populated as defined for the initial request, with the addition that the UE shall include an Authorization header containing the private user identity and the authentication challenge response (RES parameter).
5.1.1.5
Authentication

5.1.1.5.1
General

A UE shall respond to an authentication challenge that has been deemed invalid, i.e. the AUTN parameter in the challenge is incorrect, by indicating to the S-CSCF that the challenge has been rejected. 

Editor’s note: The details of how the UE signals this rejection is FFS. 

A UE shall only respond to two consecutive invalid challenges. After this the UE shall consider itself to be de-registered. 

Editor’s note: Subsequent UE actions are FFS. 

5.1.1.5.2
Initial authentication

Initial authentication is performed by the registration procedures as described in clause 5.1.1.2.

5.1.1.5.3 
Re-authentication

Re-authentication is performed by the reregistration procedures as described in clause 5.1.1.4.

5.1.1.5.4
Network-initiated re-authentication

Upon receipt of a NOTIFY message on the dialog which was generated during subscription to the registration-state event package, which contains the registration state value “re-authenticate” for a public user identity, the UE shall start the re-authentication procedures as described in clause 5.1.1.5.3.


Proposal 2
It is proposed to modify 24.229 Annex B section 5.2.1  to specify that the P-CSCF shall add an indication into messages whether they included a valid integrity protection. 

5.2
Procedures at the P-CSCF

5.2.1
General

The P-CSCF shall support use the Path header. 

NOTE: The Path header is only applicable to the REGISTER request and its 200 OK response. 

The P-CSCF shall add information to REGISTER requests from the UE to indicate that they were received from the UE with a valid integrity check.

Editor’s Note : The exact mechanism for this is FFS.
Proposal 3
It is proposed to modify 24.229 Annex B section 5.4.1 on S-CSCF Registration and Authentication to specify that the S-CSCF may receive an indication in messages whether they included a valid integrity protection, and to reflect the current authentication process.

5.4
Procedures at the S-CSCF

5.4.1
Registration and authentication

5.4.1.1
Introduction

The S-CSCF shall act as the SIP registrar for all UAs of the IM CN subsystem with public user identities, (see Table A.122/2 and other capabilities in Annex A dependent on that major capability).

The S-CSCF shall support the use of the Path header. The S-CSCF must also support the Require and Proxy-Require headers. The Path header is only applicable to the REGISTER request and its 200-OK response.

The network operator defines minimum and maximum times for each registration. These values are provided within the S-CSCF.

The procedures for notification concerning automatically registered public user identities of a user are described in clause 5.4.2.1.2
5.4.1.2
Initial registration and user-initiated reregistration

When the S-CSCF receives a REGISTER request, the S-CSCF shall verify that the “path” option tag is contained in the Proxy-Require header. If the “path” option tag is present, the S-CSCF shall store the information contained in the Path header so that it can be used for mobile terminated requests. 

Editor’s Note: If the S-CSCF receives a Path header without the “path” option tag in the Proxy-Require header, we have an error condition in the I-CSCF. The I-CSCF behavior for this scenario is FFS.

The S-CSCF shall:

-
check the existence of a Path header in the request;

Editor's note: The action S-CSCF has to take when a Path header is not present in the request is FFS.

-
when a Path header exists in the request, insert its own FQDN, or IP address, in the form of SIP URL at the top of the list found in the Path header saved from the REGISTER request; 

-
construct a list of preloaded Route headers from the list of entries in the Path header. The order in the lists is preserved; 

-
include an expiration time in the 200 OK response, using the values provided within the S-CSCF, according to the local policy of the network;

-
save the list of preloaded Route headers for the entire duration of the registration; 

NOTE 1: 
If this registration is a reregistration, then a list of pre-loaded Route headers will already exist. The new list replaces the old list.

-
bind to each individual public user identity all contact information under which the public user identity has been registered (either manually by means of a REGISTER message or automatically upon the registration of another public user identity);

NOTE 2:
There might be more then one contact information available for one public user identity. 

-
bind to each contact information the respective Path header entries, that were received in the same REGISTER message as that contact information;

· add its Path header on the top of the received list of Path headers, and returns this list in the 200 OK response.
· check whether the message contains information indicating that it was received with a valid integrity check by the P-CSCF

Editor’s Note : The method by which the P-CSCF indicates this is FFS.

The S-CSCF may require authentication of the user for any REGISTER request, and shall always require authentication for initial registration. The information that a REGISTER has a valid integrity check may be used as part of the decision to authenticate the registration. The S-CSCF shall request authentication by responding to the REGISTER request with a ‘401 Unauthorized’ with
· the Authorization header containing the authentication challenge parameters (i.e. RAND and AUTN)
Proposal 4

Modify abbreviations and references sections as follows 
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Abbreviations

For the purposes of the present document, the following abbreviations apply:

AS
Application Server
AUTN
Authentication TokeN
BGCF
Breakout Gateway Control Function

c
conditional
CK
Ciphering Key
CN
Core Network

CSCF
Call Session Control Function

DNS
Domain Name System

FQDN
Fully Qualified Domain Name

i
irrelevant

I-CSCF
Interrogating CSCF
IK
Integrity Key
IM
IP Multimedia

IP
Internet Protocol

ISC
IP multimedia Subsystem Service Control

m
mandatory

MGCF
Media Gateway Control Function

MRFC
Media Resource Function Controller

n/a
not applicable

o
optional

P-CSCF
Proxy CSCF

PDU
Protocol Data Unit
RAND
RANDom challenge
RES
RESponse
RTP
Real-time Transport Protocol`

S-CSCF
Serving CSCF

SDP
Session Description Protocol

SIP
Session Initiation Protocol

UA
User Agent

UE
User Equipment

UAC
User Agent Client

UAS
User Agent Server

URI
Universal Resource Identifier

URL
Universal Resource Locator

x
prohibited
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