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Introduction

The IMS security architecture is such that there is a division of security functionality between the P-CSCF, the S-CSCF and the HSS.  The S-CSCF performs authentication, whilst the P-CSCF performs integrity checking/integrity protection and ciphering/de-ciphering of SIP signalling to and from the UE.  The S-CSCF downloads from the HSS authentication vectors for a given IMS subscriber, in order to perform the authentication of that subscriber.  One vector consists of the following parameters:

RANDom challenge - RAND

AUthentication TokeN - AUTN

Ciphering Key - CK

Integrity Key - IK

RESponse - RES

Of these parameters, the authentication challenge towards the UE consists of the RAND and the AUTN.  The S-CSCF will store the RES, in order to verify the RES returned from the UE in response to the authentication challenge.

The CK and the IK are used to perform integrity protection/integrity checking of SIP messages, and the ciphering/de-ciphering of SIP messages.  These security functions are performed at the P-CSCF and at the UE.

The UE has to derive the CK and the IK from the RAND and the AUTN, based on an algorithm on the UICC.

The P-CSCF needs to be sent the CK and the IK by the S-CSCF.

The Problem

As yet, there is no mechanism to pass the CK and the IK from the S-CSCF to the P-CSCF.  These parameters must be made available to the P-CSCF in order that it can integrity protect/integrity check and cipher/de-cipher all SIP signalling to/from the UE.

Using the initial registration procedure as an example, the messages shown in red, in the diagram below, are required to have integrity protection (and optionally ciphering) applied to them:

(For the purposes of not overcomplicating this diagram, the I-CSCF has not been shown)
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Here we can see that the P-CSCF needs the CK and IK prior to receipt of the 2nd REGISTER message from the UE.

Proposal 1

In order to make sure the P-CSCF has the CK and the IK prior to receipt of the first integrity protected message from the UE, the S-CSCF could send a SIP INFO message to the P-CSCF, just prior to sending the 401 UNAUTHORISED message.  The INFO could contain the CK and the IK in the body.  The P-CSCF could then respond to the INFO request with a 200 OK response.  This would then allow the S-CSCF to send the 401 UNAUTHORISED message.  The basic signalling flow for such a chain of events is shown below:
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The Call-leg information for the INFO request and for the 200 OK response to the INFO, can be generated from the (first) REGISTER request.

Proposal 2

The S-CSCF could include the CK and IK in the 401 UNAUTHORISED response message, along with the RAND and AUTN.

The P-CSCF would have to be strictly mandated to remove (and store) the CK and the IK from the message before forwarding the 401 UNAUTHORISED to the UE.  This is of utmost importance.  If the UE received the CK and the IK ‘in clear’ then the whole security of IMS is compromised!

Summary of the two proposals

Proposal two is subject to a particularly dangerous error case, where the P-CSCF does not remove the CK and the IK from the 401 UNAUTHORISED response and sends them to the UE.  However, this would only be an error case.

Another disadvantage with proposal two is that the P-CSCF has to be able to understand EAP, in order to open the EAP packet and remove the CK and the IK.  However, does the P-CSCF already have to understand EAP, in order to obtain the private ID from the EAP packet in REGISTER requests?

Proposal one obviously has the disadvantage that two extra signalling messages and hence more delay are added to the registration procedure.

A further problem with proposal one is that the P-CSCF has to maintain registration/authentication state for the UE.

Proposal one also makes the P-CSCF behave like a B2BUA, because the INFO method is designed to pass information relating to the session, between a UA and another UA, not between a UA and a SIP proxy.  Also, the IETF document RFC 2976 states that the INFO method should only be used mid-session.  It doesn’t preclude the use of the INFO during registration, however.

Conclusion/Action for CN1

Whilst both proposals are viable, both proposals also have disadvantages.  The use of the INFO method will require some serious ‘lobbying’ on IETF mailing lists.  The use of the 401 UNAUTHORISED message to carry the CK and IK has the big security concern attached to it and also the issue that the P-CSCF assumes the behaviour of a B2BUA.

Vodafone would like the meeting to discuss the two alternative proposals and choose between them.  Subject to discussion over the likelihood of error cases, Vodafone has preference for proposal two.

