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The user authentication failure case (section 6.9.3) has been added. This contribution assumes that the 401 Unauthorized response without any security parameters will be used to indicate to the UE that the user authentication has failed.

6.9.3 Registration failure – user authentication failure
This diagram (see figure 6.9.3-1) shows the signalling flow after user authentication failure at step 19 of subclause 6.2 “Signalling flows for REGISTER”.
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Figure 6.9.3-1: User Authentication Failure
Steps 1 through 18 are the same as the signalling flow in subclause 6.2.
19.
Authentication: User authentication fails
Upon receiving the REGISTER request carrying the authentication response, RES, the S-CSCF checks that the user’s active, XRES matches the received RES. If the check is unsuccessful then the user authentication fails and the public user identity is not registered in the S-CSCF.

20. Cx: S-CSCF registration notification procedure

Upon user authentication failure the S-CSCF informs the HSS that the user has not been registered at this instance. The HSS clears the S-CSCF name for that subscriber.


For detailed message flows see [29.228].


Table 6.9.3-2 provides the parameters in the REGISTER request (flow 18) which need to be sent to HSS.

Table 6.9.3-2 Cx: S-CSCF registration notification procedure (S-CSCF to HSS)

Message source & destination
Cx Information element name
Information Source in REGISTER
Description

S-CSCF to HSS
Public User Identify
To:
Identity which is used to  communicate with other users


Private User Identity
Authorization:
The Private User Identity is encoded according to the Authorization protocol. Unique identity in IMS which is used by network to authenticate this user


S-CSCF name
Request-URI:
This information indicates the serving CSCF’s name of that user

21.
401 Unauthorized response (S-CSCF to I-CSCF) – see example in Table 6.9.3-3

The S-CSCF sends an Unauthorized response to the I-CSCF indicating that authentication failed. No security parameters are included in this message.                        
[Editor’s Note: The inclusion of the private user identity in the Unauthorized response is FFS.]
Table 6.9.3-3 401 Unauthorized  (S-CSCF to I-CSCF)

SIP/2.0 401 Unauthorized

Via: SIP/2.0/UDP icscf1_p.home1.net;branch=351g45.1, SIP/2.0/UDP pcscf1.visited1.net;branch=240f34.1, SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

From: <sip:user1_public1@home1.net>;tag=4fa3

To: <sip:user1_public1@home1.net>; tag=5ef4

Call-ID: apb03a0s09dkjdfglkj49111

CSeq: 1 REGISTER

Content-Length: 0

22.
401 Unauthorized response (I-CSCF to P-CSCF) – see example in Table 6.9.3-4

The I-CSCF forwards Unauthorized response from the S-CSCF to the P-CSCF indicating that authentication was unsuccessful.

Table 6.9.3-4 401 Unauthorized response (I-CSCF to P-CSCF)

SIP/2.0 401 Unauthorized

Via: SIP/2.0/UDP pcscf1.visited1.net;branch=240f34.1, SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

From: 

To: 

Call-ID: 

CSeq: 

Content-Length:

23.
401 Unauthorized response (P-CSCF to UE) – see example in Table 6.9.3-5
The P-CSCF forwards the Unauthorized response to the UE. 
Table 6.9.3-5 401 Unauthorized response (P-CSCF to UE)

SIP/2.0 401 Unauthorized

Via: SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

From: 

To: 

Call-ID: 

CSeq: 

Content-Length: 
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