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General

This paper discusses issues regarding the authentication of SIP messages, namely

1. The need to authenticate INVITE messages

2. The need for IMPI in an INVITE message

3. The need to authenticate every REGISTER message

There have been a number of security related issues raised during the last CN1 and SA3 meetings related to the above functions, and CN1 has also progressed and made agreements regarding the implicit registration of public identities (IMPU), and the subsequent notification of the P-CSCF of this, see reference 1.

These agreements have clarified some of the security issues, and there are some clear solutions available for the above issues. However, SA3 is not fully aware of these assumptions – at least the full implications have not been spelled out. This paper attempts to do this, and proposes a liaison to SA3 to describe the CN1 understanding.

Authentication Of INVITE

One of the issues raised has been the need to authenticate INVITE messages due to the possibility to try and spoof a public identity. The possibility of using the Private Identity (IMPI) in INVITE messages was raised as a potential solution.

The following argument shows that there is no requirement to include IMPI in INVITE messages, or perform an authentication with every INVITE.

In the initial REGISTER message the UE will include an IMPU (in the From field) and the IMPI in the Authorisation header. The response from the S-CSCF is a 401 Unauthorised message which includes RAND, AUTN. The P-CSCF will be aware of all of this information as it is on the signalling path. The UE can generate CK and IK from this information (an open issue remains as to how the CK and IK are transported to the P-CSCF).

The UE will respond with another REGISTER message, this time with the RES response to the authentication challenge included in the Authorisation header. It should be noted that this REGISTER is integrity protected using IK received in the 401 message – and therefore requires the P-CSCF to be aware of IK.

Consequently the UE, and P-CSCF, can associate the IMPU with an integrity key, IK. Therefore subsequent INVITE messages (and other SIP messages) from the IMPU are guaranteed provided that they are integrity protected using that specific IK.

Secondly, the proposal in reference 1, accepted at the last CN1 meeting in Cancun, to use Subscribe/Notify to inform the P-CSCF of implicitly registered IMPU’s means that the above conclusion can be generalised as the P-CSCF can now associate the implicitly registered IMPU’s with the integrity key IK. That is, subsequent INVITE messages (and other SIP messages) from the registered IMPU (including implicitly registered) are guaranteed provided that they are protected using that specific IK.

Authentication Of REGISTER

The potential need to authenticate every register message has also been raised. 

It is clear that a UE that has already completed an authentication will be able to integrity protect all subsequent SIP messages. In fact, the second REGISTER during the authentication process is integrity protected.

As the IMPI and IK included/used in the REGISTER message will guarantee the message it can be concluded that there is no requirement to perform an authentication for every REGISTER, even when that REGISTER message applies to a previously unregistered IMPU.

However, the S-CSCF is not aware of the integrity checking of the REGISTER message (which is terminated at the P-CSCF). Hence a mechanism for the P-CSCF to indicate to the S-CSCF that a REGISTER message was correctly integrity protected would allow the S-CSCF to not perform the authentication steps for that particular REGISTER. Clearly the S-CSCF would still have the option to perform an authentication if it was required.

Clearly an initial REGISTER message from an IMPI that was not previously authenticated would need to be authenticated.

Conclusions

The P-CSCF has an association between IMPI and IK after the first registration (provided a mechanism to transport CK and IK from S-CSCF is found).  The P-CSCF will also have a list of all registered IMPU that are associated with this IMPI and IK. This can be used to verify the integrity of subsequent message. Furthermore it is not necessary to include IMPI in every INVITE.

The very first REGISTER message must be authenticated. Later REGISTER messages can be integrity protected using IK. If the S-CSCF is aware of this protection, it could decide to REGISTER an IMPU without a further authentication, depending on operator policy. However, authentication is mandated for REGISTER messages that are not integrity protected.

Proposal 

It is proposed that a liaison statement is sent to SA3 informing them of these conclusions/proposals and asking for their endorsement. 

Change requests for 24.228 and 24.229 are in accompanying documents N1-020040 and N1-020041.

