
3GPP/SMG Meeting #10
Document
N1-000243

Abiko, Japan, 11 - 14 January.2000

e.g. for 3GPP use the format  TP-99xxx 

or for SMG, use the format  P-99-xxx







CHANGE REQUEST
Please see embedded help file at the bottom of this
page for instructions on how to fill in this form correctly.




04.08
CR
A981
Current Version:
6.7.0








GSM (AA.BB) or 3G (AA.BBB) specification number (

( CR number as allocated by MCC support team



For submission to: 
SMG#31
for approval
x

strategic

(for SMG

list expected approval meeting # here (
for information


non-strategic

use only)





Form: CR cover sheet, version 2 for 3GPP and SMG        The latest version of this form is available from: ftp://ftp.3gpp.org/Information/CR-Form-v2.doc



Proposed change affects:
(U)SIM

ME
x
UTRAN / Radio

Core Network
x

(at least one should be marked with an X)



Source:
Ericsson
Date: 
19.January 2000



Subject:
Handling of P-TMSI signature in the MS and the network



Work item:
GPRS



Category: 
F
Correction
x
Release: 
Phase 2



A
Corresponds to a correction in an earlier release


Release 96


(only one category 
B
Addition of feature


Release 97
x

shall be marked
C
Functional modification of feature


Release 98


with an X)
D
Editorial modification


Release 99






Release 00




Reason for 
change:

It is not clearly described how the optional feature "P-TMSI signature" shall work. E.g. the MS shall delete P-TMSI signature after a successful subsequent registration, but it is not mandatory for the network to allocate new P-TMSI signature for each RAU procedure. What is the network procedures for not receiving and for allocation of P-TMSI signature ? When failing to receive a P-TMSI signature the authentication procedures may be initiated, so unsynchronized behavior between MS and network regarding P-TMSI signature would lead to increased signalling load.

The principles for P-TMSI signature handling should be that :

1. If ciphering mode (optional feature) is not supported, the network need not allocate P-TMSI signature since it can not be sent ciphered to the MS.
2. The MS shall include P-TMSI signature in the only relevant unciphered messages Attach Request and RAU Request when available, and delete it after the successful registration.
3. There is no need for the Periodic RAU to be sent unciphered, and by changing this the inclusion of P-TMSI signature in PRAU is not needed either. If the MS includes it in PRAU it should use the same P-TMSI signature in subsequent message(s) until sent unciphered once with successful response.
4. The network shall allocate a P-TMSI signature with or without P-TMSI at attach and normal/combined RAU.

5. If P-TMSI signature is received in Attach and normal/combined RAU, and the received value did not match the network value, a GMM common procedure is initiated, e.g. the GMM identification and GMM authentication and ciphering procedure.

6. In case the MS do not provide the P-TMSI signature or that IE is ignored in the network due to an error case, the network should still allocate a new P-TMSI signature but limit the number of consecutive messages without P-TMSI signature when it was expected to be received, before the network initiates a GMM common procedure, e.g. the GMM identification and GMM authentication and ciphering procedure.

7. When the MS receives a new P-TMSI signature without new P-TMSI in the same message, no confirmation to the network is needed, i.e. the COMPLETE message is not returned.
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4.7
Elementary mobility management procedures for GPRS services

4.7.1
General

This section describes the basic functions offered by the mobility management (GMM) sublayer at the radio interface (reference point Um). The functionality is described in terms of timers and procedures. During GMM procedures, session management procedures, see chapter 6, are suspended. 

4.7.1.1
Lower layer failure

The LLC sublayer shall indicate a logical link failure or an RR sublayer failure to the GMM sublayer. The failure indicates an error that cannot be corrected by the lower layers.

4.7.1.2
Ciphering of messages

If ciphering is to be applied on a GMM context, all GMM messages shall be ciphered except the following messages:

--
ATTACH REQUEST;

--
ATTACH REJECT; 

--
AUTHENTICATION AND CIPHERING REQUEST;

--
AUTHENTICATION AND CIPHERING RESPONSE;

--
AUTHENTICATION AND CIPHERING REJECT;

--
IDENTITY REQUEST;

--
IDENTITY RESPONSE; 

--
normal/combined ROUTING AREA UPDATE REQUEST; and

--
ROUTING AREA UPDATE REJECT.

4.7.1.3
P-TMSI signature

If ciphering mode (optional feature) is not supported, the network need not allocate P-TMSI signature since it can not be sent ciphered to the MS. Otherwise a capable network allocates a new P-TMSI signature, also without a new P-TMSI,- at attach and normal/combined routing area update procedure.
When the network receives P-TMSI signature in attach request and normal/combined routing area update request messages, and the received value do not match the network value, a GMM common procedure is initiated, e.g. the GMM identification and GMM authentication and ciphering procedure.

In case the MS do not provide the P-TMSI signature or that IE is ignored in the network due to error case, a network should still allocate a new P-TMSI signature but limit the number of consecutive registration messages without P-TMSI signature, before the network initiates a GMM common procedure, e.g. the GMM identification and GMM authentication and ciphering procedure. The number is implementation dependant (e.g. if the number is 0, or not existing, this case is equal to mismatching values).

Periodic routing area update message sent from the MS, that is known to be ciphered also in the network, should not carry P-TMSI-signature, and if so the MS should use the same P-TMSI signature in subsequent message(s) until sent unciphered once with successful response. 
The MS do not confirm reception of P-TMSI signature if no P-TMSI was included in the same message.
The network may assign a P-TMSI signature to an MS in an attach, normal/combined routing area update, or P-TMSI reallocation procedure. Only in combination with a valid P-TMSI, this P-TMSI signature is used by the MS for authentication and identification purposes in the subsequent attach or normal/combined routing area update procedure. If the MS has no valid P-TMSI it shall not use the P-TMSI signature in the subsequent attach or routing area update procedure. Upon successful completion of the subsequent attach or normal/combined routing area update procedure the used P-TMSI signature in the MS shall be deleted.

************** NEXT MODIFICATION*************

4.7.5.1.1
Normal and periodic routing area updating procedure initiation

To initiate the normal routing area updating procedure, the MS sends the message ROUTING AREA UPDATE REQUEST to the network, starts timer T3330 and changes to state GMM-ROUTING-AREA-UPDATING-INITIATED. The message ROUTING AREA UPDATE REQUEST with update type normal or combined shall contain the P-TMSI signature when received within a previous ATTACH ACCEPT or ROUTING AREA UPDATE ACCEPT message.

4.7.5.1.2
GMM Common procedure initiation

The network may initiate GMM common procedures, e.g. the GMM authentication and ciphering procedure.

4.7.5.1.3
Normal and periodic routing area updating procedure accepted by the network

If the routing area updating request has been accepted by the network, a ROUTING AREA UPDATE ACCEPT message shall be sent to the MS. The network may assign a new P-TMSI and/or a new P-TMSI signature for the MS. If a new P-TMSI and/or P-TMSI signature have been assigned to the MS, the new P-TMSI shall be included in the ROUTING AREA UPDATE ACCEPT message together with the routing area identification. The network shall change to state GMM-COMMON-PROCEDURE-INITIATED and shall start the supervision timer T3350 as described in section 4.7.6.

If the LAI or PLMN identity contained in the ROUTING AREA UPDATE ACCEPT message is a member of any of the “forbidden” lists then any such entry shall be deleted.

Upon receipt of a ROUTING AREA UPDATE ACCEPT message, the MS stores the received routing area identification, stops timer T3330, shall reset the routing area updating attempt counter and sets the GPRS update status to GU1 UPDATED. If the message contains a P-TMSI, the MS shall use this P-TMSI as new temporary identity for GPRS services and shall store the new P-TMSI. If no P-TMSI was included by the network in the ROUTING AREA UPDATING ACCEPT message, the old P-TMSI shall be kept. Furthermore, the MS shall store the P-TMSI signature if received in the ROUTING AREA UPDATING ACCEPT message. If no P-TMSI signature was included in the message, the old P-TMSI signature, if available, shall be deleted.

A ROUTING AREA UPDATE COMPLETE message shall be returned to the network if the ROUTING AREA UPDATE ACCEPT message contained:

-
a P-TMSI; and/or

-
Receive N-PDU (see 04.65 [78]). 

In this case the Receive N-PDU valid in the MS shall be included in the ROUTING AREA UPDATE COMPLETE message.

************** NEXT MODIFICATION*************

9.4.1
Attach request

This message is sent by the MS to the network in order to perform a GPRS or combined GPRS attach. See table 9.4.1/GSM 04.08.

Message type:
ATTACH REQUEST

Significance:

dual

Direction:


MS to network

Table 9.4.1/GSM 04.08: ATTACH REQUEST message content

IEI
Information Element
Type/Reference
Presence
Format
Length


Protocol discriminator
Protocol discriminator

10.2
M
V
1/2


Skip indicator
Skip indicator

10.3.1
M
V
½


Attach request message identity
Message type

10.4
M
V
1


MS network capability
MS network capability

10.5.5.12
M
LV
2


Attach type
Attach type

10.5.5.2
M
V
½


GPRS ciphering key sequence number
Ciphering key sequence number 

10.5.1.2
M
V
½


DRX parameter
DRX parameter

10.5.5.6
M
V
2


P-TMSI or IMSI
Mobile identity

10.5.1.4
M
LV
6 - 9


Old routing area identification
Routing area identification

10.5.5.15
M
V
6


MS Radio Access capability
MS Radio Access capability

10.5.5.12a
M
LV
 6 – 13

19
Old P-TMSI signature
P-TMSI signature

10.5.5.8
O
TV
4

17
Requested READY timer
value
GPRS Timer

10.5.7.3
O
TV
2

9
TMSI status
TMSI status

10.5.5.4
O
TV
1

9.4.1.1
Old P-TMSI signature

This IE shall be included if a valid P-TMSI and P-TMSI signature are stored in the MS.

9.4.1.2
Requested READY timer value

This IE may be included if the MS wants to indicate a preferred value for the READY timer.

9.4.1.3
TMSI status

This IE shall be included if the MS performs a combined GPRS attach and no valid TMSI is available.

************** NEXT MODIFICATION*************

9.4.14
Routing area update request

This message is sent by the MS to the network either to request an update of its location file or to request an IMSI attach for non-GPRS services. See table 9.4.14/GSM 04.08.

Message type:
ROUTING AREA UPDATE REQUEST

Significance:

dual

Direction:


MS to network

Table 9.4.14/GSM 04.08: ROUTING AREA UPDATE REQUEST message content

IEI
Information Element
Type/Reference
Presence
Format
Length


Protocol discriminator
Protocol discriminator

10.2
M
V
1/2


Skip indicator
Skip indicator

10.3.1
M
V
1/2


Routing area update request message identity
Message type

10.4
M
V
1


Update type
Update type

10.5.5.18
M
V
1/2


GPRS ciphering key sequence number
Ciphering key sequence number 

10.5.1.2
M
V
1/2


Old routing area identification
Routing area identification

10.5.5.15
M
V
6


MS Radio Access capability
MS Radio Access capability

10.5.5.12a
M
LV
 6 - 13

19
Old P-TMSI signature
P-TMSI signature

10.5.5.8
O
TV
4

17
Requested READY timer value
GPRS Timer

10.5.7.3
O
TV
2

27
DRX parameter
DRX parameter

10.5.5.6
O
TV
3

9-
TMSI status
TMSI status

10.5.5.4
O
TV
1

9.4.14.1
Old P-TMSI signature

This IE shall be included by the MS if it was received from the network in an ATTACH ACCEPT or ROUTING AREA UPDATE ACCEPT message.

9.4.14.2
Requested READY timer value

This IE may be included if the MS wants to indicate a preferred value for the READY timer.

9.4.14.3
DRX parameter

This IE may be included if the MS wants to indicate new DRX parameters.

9.4.14.4
TMSI status

This IE shall be included if the MS performs a combined routing area update and no valid TMSI is available.

