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Information Elements Contents

10.1
AVPs

The following table describes the Diameter AVPs defined for the WLAN reference point, their AVP Code values, types, possible flag values and whether or not the AVP may be encrypted. The Vendor-Id header of all AVPs defined in this specification shall be set to 3GPP (10415).

Only those AVPs defined by 3GPP TS 29.234 reference point are listed here.

Table 10.1.1: Diameter Multimedia Application AVPs

	
	AVP Flag rules
	

	Attribute Name
	AVP Code
	Section defined
	Value Type
	Shall
	May
	Should not
	Must not
	May Encr.

	Authentication-Method
	tbd
	x.1.5
	UTF8String
	M, V
	
	
	
	No

	Authentication-Information-SIM
	tbd
	x.1.6
	OctetString
	M, V
	
	
	
	No

	Authorization –Information-SIM
	tbd
	x.1.7
	OctetString
	M,V
	
	
	
	No

	WLAN-User-Data
	tbd
	x.1.8
	Grouped
	M, V
	
	
	
	No

	WLAN-Access
	tbd
	x.1.11
	Enumerated
	M, V
	
	
	
	No

	WLAN-Tunneling
	tbd
	x.1.12
	Enumerated
	M, V
	
	
	
	No

	APN-Authorised
	tbd
	x.1.14
	Grouped
	M, V
	
	
	
	No

	APN-Id
	tbd
	x.1.15
	OctetString
	M, V
	
	
	
	No

	APN- Barring-Type
	tbd
	x.1.16
	Enumerated
	M, V
	
	
	
	No

	Local-Access
	tbd
	x.1.17
	Enumerated
	M, V
	
	
	
	No

	EAP payload
	tbd
	x.1.20
	OctetString
	M, V
	
	
	
	No

	Auth Req Type
	tbd
	x.1.21
	Enumerated
	M,V
	
	
	
	No

	EAP-Master-Session-Key
	tbd
	x.1.22
	OctetString
	M, V
	
	
	
	No

	Session-Request -Type
	tbd
	x.1.23
	Enumerated
	M, V
	
	
	
	No

	Routing-Policy
	tbd
	x.1.24
	OctetString
	M, V
	
	
	
	No

	Max-Requested-Bandwidth
	tbd
	x.1.26
	Enumerated
	M, V
	
	
	
	No

	Charging-Data
	tbd
	10.1.10
	Grouped
	M, V
	
	
	
	No

	Charging-Characteristics
	tbd
	10.1.a
	Grouped
	M, V
	
	
	
	No

	Charging-Nodes
	tbd
	10.1.b
	Grouped
	M, V
	
	
	
	No

	Primary-OCS-Charging-Function-Name
	tbd
	10.1.c
	DiameterIdentity
	M, V
	
	
	
	No

	Secondary-OCS-Charging-Function-Name
	tbd
	10.1.d
	DiameterIdentity
	M, V
	
	
	
	No

	NOTE 1:
The AVP header bit denoted as ‘M’, indicates whether support of the AVP is required. The AVP header bit denoted as ‘V’, indicates whether the optional Vendor-ID field is present in the AVP header. For further details, see IETF RFC 3588 [7].




10.1.1 
Auth-Session-State

Between the 3GPP AAA server and the HSS, Diameter sessions are implicitly terminated. An implicitly terminated session is one for which the server does not maintain state information. The client does not need to send any re-authorization or session termination requests to the server.

The Diameter base protocol includes the Auth-Session-State AVP as the mechanism for the implementation of implicitly terminated sessions.

The client (server) shall include in its requests (responses) the Auth-Session-State AVP set to the value NO_STATE_MAINTAINED (1), as described in IETF RFC 3588 [7]. As a consequence, the server does not maintain any state information about this session and the client does not need to send any session termination request. Neither the Authorization-Lifetime AVP nor the Session-Timeout AVP shall be present in requests or responses.

10.1.2 
User-Name

The User-Name AVP is defined in the IETF RFC 3588 [7] and contains the user identity.

For the WLAN Wx referende point, the User-Name AVP contains the IMSI of the subscriber.

10.1.3 
Visited-Network-Identifier

The Visited-Network-Identifier AVP is defined in 3GPP TS 29.229[6] and indicates the 3GPP VPLMN where the user is roaming.

10.1.4 
SIP-Auth-Data-Item

The SIP-Auth-Data-Item AVP is defined in 3GPP TS 29.229[6]. However three new more conditional AVPs are needed for WLAN Wx reference point.

AVP format

SIP-Auth-Data-Item :: = < AVP Header : TBD >

[ SIP-Item-Number ]

[ SIP-Authentication-Scheme ]

[ SIP-Authenticate ]

[ SIP-Authorization ]

[ SIP-Authentication-Context ]

[Confidentiality-Key]

[Integrity-Key]

[Authentication-Method]

[Authentication-Information-SIM]

[Authorization-Information-SIM]

  * [AVP]
10.1.5 
Authentication-Method

The Authentication-Method AVP is of type UTF8String and indicates the authentication method required for the user. The following values are defined:

WLAN_EAP_SIM (0)

The UE indicates to the HSS that the required authentication method is EAP/SIM. 

WLAN_EAP_AKA (1)

The UE indicates to the HSS that the required authentication method is EAP/AKA. 

10.1.6 
Authentication-Information-SIM

The Authentication-Information-SIM AVP is of type OctetString and contains the concatenation of authentication challenge RAND and the ciphering key Kc.

10.1.7 
Authorization –Information-SIM

The Authentication-Information-SIM AVP is of type OctetString and contains the response SRES.

10.1.8 
WLAN-User-Data

The WLAN-User-Data AVP is of type Grouped. This AVP contains the WLAN User Profile information for the 3GPP AAA Server to authorize the service.

AVP format

WLAN-User-Data::= <AVP header: TBD>

{ Subscription-ID }
{ WLAN-Access }

{ WLAN-Tunneling }

[ Session-Timeout ]

1* { Charging-Data  }

*[ APN-Authorised ]

{ Local-Access }

* [AVP]



10.1.10 
Charging-Data
The Charging-Data AVP is of type Grouped, and contains the addresses of the charging functions.
AVP format

Charging-Data::= <AVP header: TBD>

{ Charging-Characteristics }

{ Charging-Nodes}

  * [AVP]
When this AVP is present within the APN-Authorised AVP, charging data apply to the specific W-APN within the APN-Authorised AVP and shall prevail over the general received Charging-Data.
10.1.11 
WLAN-Access

The WLAN-Access AVP is of type Enumerated, and allows operators to determine barring of 3GPP -WLAN interworking subscription. The following values are defined:

WLAN_SUBSCRIPTION_ALLOWED (0)


The subscriber has WLAN subscription.

WLAN_SUBSCRIPTION_BARRED (1)


The subscriber has no WLAN subscription.

10.1.12 
WLAN-Tunneling

The WLAN-Tunneling AVP is of type Enumerated, and allows operator to disable all W-APNs for a subscriber at one time. If there is a conflict between this item and the “APN-Barring-type” flag of any W-APN, the most restrictive will prevail. The following values are defined:

WLAN_ APNS _ENABLE (0)


Enable all APNs for a subscriber.

WLAN_ APNS _DISABLE (1)

Disable all APNs for a subscriber.
10.1.13 
Session-Timeout

The Session-TimeOut AVP is defined in IETF RFC 3588 [7] and indicates the maximum period for a session measured in seconds.

This AVP is used for re-authentication purposes. If this field is not used, the WLAN AN will apply default time intervals. 

10.1.14 
APN-Authorised

The APN-Authorised AVP is of type Grouped and contains authorization information for the APNs. This AVP indicates the list of allowed W-APNs and the environment where the access is allowed (visited or home PLMN).

AVP format

APN-Authorised::= <AVP header: TBD>

{ APN-Id }

{ APN-Barring-Type }

 [ Charging-Data ]

 * [AVP]

10.1.15 
APN-Id

The APN-Id AVP is of type OctetString, and contains the W-APN for which the user will have services available. These W-APNs may be mapped to services in the home network or in the visited network. 

10.1.16 
APN-Barring-Type
The APN-Authorisation AVP (AVP code xx) is of type Enumerated, and contains a flag indicating whether access is allowed in visited PLMNs or in the home PLMN.

WLAN_ APN_ NO_BARRING (0)

Access is allowed in visited PLMNs and home PLMN.

WLAN_ APN_HOME_BARRED_WHEN_ROAMING  (1)


The subscriber is barred to activate the W-APN that access a PDG within the HPLMN when he is located in a VPLMN .

WLAN_ APN_VISITED _BARRED  (2)

The subscriber is barred to activate the W-APN that access a PDG within the VPLMN when he is located in a VPLMN 
WLAN_ APN_HOME_BARRED (3)


The subscriber is barred to activate the W-APN that access a PDG within the HPLMN when he is located in the HPLMN.

10.1.17 
Local-Access

The Local-Access AVP is of type Enumerated, and indicate whether the user has direct access to external IP networks, e.g. Internet, from the WLAN Access Network or not.

WLAN_ LOCAL_ACCESS (0)


The user is allowed to access directly to external IP networks.

WLAN_ NO_LOCAL_ACCESS (1)


The user is not allowed to access directly to external IP networks.

10.1.18 
Server-Assignment-Type

The Server-Assignment-Type AVP is defined in 3GPP TS 29.229 [6] and indicates the type of procedure the 3GPP AAA Server is asking to the HSS.

Wx reference point defines as valid only NO_ASSIGNMENT, REGISTRATION, USER_DEREGISTRATION, ADMINISTRATIVE_DEREGISTRATION and REAUTHENTICATION_FAILURE.

10.1.19 
Deregistration-Reason

The Deregistration-Reason AVP is defined in 3GPP TS 29.229 [6] and indicates reason for a de-registration operation.

This grouped AVP contains a Reason-Code AVP to indicate the reason for the de-registration. Reasons are listed in 3GPP TS 29.229 [6]. Wx reference point defines as valid only PERMANENT_TERMINATION value.

10.1.20 
EAP-Payload

The EAP-Payload AVP is defined in the IETF draft-ietf-aaa-eap-08.txt [8] and contains the encapsulated EAP packet that is being exchanged between the EAP client and the home Diameter server.

10.1.21 
Auth Req Type

The Auth Req Type AVP is of type Enumerated and indicates the action that the PDG is asking to the 3GPP AAA Server to perform (Authentication, authorization or both). Wm interface only makes use of the AUTHENTICATION_ONLY value. It is defined in the IETF draft-ietf-aaa-eap-08.txt [8]

10.1.22 
EAP-Master-Session-Key

The EAP-Master-Session-Key AVP is of type OctetString and contains keying material for protecting the communications between the user and the NAS. It is defined in the IETF draft-ietf-aaa-eap-08.txt [8]

10.1.23 
Session-Request -Type

The Session-Request -Type AVP is of type Enumerated and indicates the action that the PDG is asking to the 3GPP AAA Server to perform (authorization or routing policy). The following values are defined:

AUTHORIZATION REQUEST (0)

The PDG is requesting authorization for a user for a given W-APN. 

ROUTING POLICY (1)

The PDG is indicating that routing policy information is present. 

10.1.24 
Routing-Policy

The Routing-Policy AVP is of type OctetString and indicates routing policies of the tunnel set-up.

Editor’s Note: Its exact format is ffs.

10.1.25 
Subscription-ID

The Subscription-ID AVP is of type Enumerated and indicates the user identity to be used for charging purposes. It is defined in the IETF Diameter Credit-Control Application draft [19].

WLAN shall make use only of the value MSISDN. This grouped AVP shall set the sub-AVP Subscription-Id-Type to value "END_USER_E164" and shall set the sub-AVP Subscription-Id-Data to the MSISDN value.
10.1.26 
Max-Requested-Bandwidth

The Max-Requested-Bandwidth AVP is of type OctetString and indicates the Max requested bandwidth. If present, shall be sent from the 3GPP AAA Server to the PDG.

10.1.27
Routing Policy 

The Routing Policy AVP is of type IPFilterRule, and defines a packet filter for an IP flow with the following information:

· Direction (in or out)

· Source and destination IP address (possibly masked)

· Protocol

· Source and destination port (list or ranges)

Where the protocol type shall be set to ESP (50).

The IPFilterRule type shall be used with the following restrictions:

· Only the Action "permit" shall be used.

· No "options" shall be used.

· The invert modifier "!" for addresses shall not be used.

· The keyword "assigned" shall not be used.

· For direction "out", an IPv4 destination IP address shall not be wildcarded. For direction "out", the 64 bits network prefix of an IPv6 destination IP address shall not be wildcarded.

The Flow description AVP shall be used to describe a single IP flow.

The direction "in" refers to uplink IP flows, and the direction "out" refers to downlink IP flows.
10.1.a 
Charging-Characteristics
The Charging-Characteristics AVP is of type Integer, and contains the charging mode to be applied as described in 3GPP TS 32.215 [xx].
10.1.b 
Charging-Nodes
The Charging-Nodes AVP is of type Grouped, and contains the addresses of the charging functions, as described in 3GPP TS 32.240 [yy].

AVP format

Charging-Data::= <AVP header: TBD>

[ Primary-OCS-Charging-Function-Name ]
[ Secondary-OCS-Charging-Function-Name]
{ Primary-Charging-Collection-Function-Name }
[ Secondary-Charging-Collection-Function-Name ]
  * [AVP]
10.1.c
Primary-OCS-Charging-Function-Name
The Primary-OCS-Charging-Function-Name AVP (AVP code tbd) is of type DiameterIdentity, and defines the address of the Primary Online Charging System (OCS)
10.1.d
Secondary-OCS-Charging-Function-Name
The Secondary-OCS-Charging-Function-Name AVP (AVP code tbd) is of type DiameterIdentity, and defines the address of the Secondary Online Charging System (OCS).

When this value is not present, the PDG shall dynamically assign an IP address to the WLAN UE.

10.1.e
Primary-Charging-Collection-Function-Name
The Primary-Charging-Collection-Charging-Function-Name AVP is defined in 3GPP TS 29.229 [6] and contains the address of the Primary Event Charging Function.
10.1.f
Secondary-Charging-Collection-Function-Name
The Secondary-Event-Charging-Collection-Function-Name AVP is defined in 3GPP TS 29.229 [6] and contains the address of the Secondary Event Charging Function.

�PAGE \# "'Page: '#'�'"  �� Enter the specification number in this box. For example, 04.08 or 31.102. Do not prefix the number with anything . i.e. do not use "TS", "GSM" or "3GPP" etc.


�PAGE \# "'Page: '#'�'"  �� Enter the CR number here. This number is allocated by the 3GPP support team.  It consists of at least three digits, padded with leading zeros if necessary.


�PAGE \# "'Page: '#'�'"  �� Enter the revision number of the CR here. If it is the first version, use a "-".


�PAGE \# "'Page: '#'�'"  �� Enter the version of the specification here. This number is the version of the specification to which the CR will be applied if it is approved. Make sure that the latest version of the specification (of the relevant release) is used when creating the CR. If unsure what the latest version is, go to � HYPERLINK "http://www.3gpp.org/3G_Specs/3G_Specs.htm" ��� � HYPERLINK "http://www.3gpp.org/specs/specs.htm" ��http://www.3gpp.org/specs/specs.htm�.


�PAGE \# "'Page: '#'�'"  �� For help on how to fill out a field, place the mouse pointer over the special symbol closest to the field in question.


�PAGE \# "'Page: '#'�'"  �� Mark one or more of the boxes with an X.


�PAGE \# "'Page: '#'�'"  �� SIM / USIM / ISIM applications.


�PAGE \# "'Page: '#'�'"  �� Enter a concise description of the subject matter of the CR. It should be no longer than one line.  Do not use redundant information such as "Change Request number xxx to 3GPP TS xx.xxx".


�PAGE \# "'Page: '#'�'"  �� Enter the source of the CR. This is either (a) one or several companies or, (b) if a (sub)working group has already reviewed and agreed the CR, then list the group as the source.


�PAGE \# "'Page: '#'�'"  �� Enter the acronym for the work item which is applicable to the change. This field is mandatory for category F, B & C CRs for release 4 and later. A list of work item acronyms can be found in the 3GPP work plan. See � HYPERLINK "http://www.3gpp.org/ftp/information/work_plan/" ��http://www.3gpp.org/ftp/information/work_plan/� .�The list is also included in a MS Excel file included in the zip file containing the CR cover sheet template.


�PAGE \# "'Page: '#'�'"  �� Enter the date on which the CR was last revised.  Format to be interpretable by English version of MS Windows ® applications, e.g. 19/02/2002.


�PAGE \# "'Page: '#'�'"  �� Enter a single letter corresponding to the most appropriate category listed below. For more detailed help on interpreting these categories, see the Technical Report � HYPERLINK "http://www.3gpp.org/ftp/Specs/archive/21_series/21.900/" ��21.900� "TSG working methods".


�PAGE \# "'Page: '#'�'"  �� Enter a single release code from the list below.


�PAGE \# "'Page: '#'�'"  �� Enter text which explains why the change is necessary.


�PAGE \# "'Page: '#'�'"  �� Enter text which describes the most important components of the change. i.e. How the change is made.


�PAGE \# "'Page: '#'�'"  �� Enter here the consequences if this CR was to be rejected. It is necessary to complete this section only if the CR is of category "F" (i.e. correction).


�PAGE \# "'Page: '#'�'"  �� Enter the number of each clause which contains changes.


�PAGE \# "'Page: '#'�'"  �� Tick "yes" box if any other specifications are affected by this change.  Else tick "no".  You MUST fill in one or the other.


�PAGE \# "'Page: '#'�'"  �� List here the specifications which are affected or the CRs which are linked.


�PAGE \# "'Page: '#'�'"  �� Enter any other information which may be needed by the group being requested to approve the CR. This could include special conditions for it's approval which are not listed anywhere else above.


�PAGE \# "'Page: '#'�'"  �� This is an example of pop-up text.





CR page 1

