3GPP TSG CN Plenary Meeting #26 NP-040580
th th

8" — 10" December 2004 Athens, Greece.

Source: TSG CN WG4

Title: Corrections on Subscriber certificates

Agenda item: 9.3

Document for: APPROVAL
Spec [ CR | Rev | Doc-2nd-Level | Phase Subject Cat Ver_C

N4-040

29.109 @ 001 1316 Rel-6 Authorization Flag Code Annex B 6.0.0
29.109 @ 002 1317 Rel-6 Finalization of GAA Service Identifier B 6.0.0
29.109 005 1320 Rel-6 Structure to GAA Service Indentifier B 6.0.0
23.008 ' 140 1324 Rel-6 Correction to authorization flag definition F 6.3.0
29.109 @ 009 1500 Rel-6 Introduction of NAF groups B 6.0.0
29.109 003 1 1609 Rel-6 BSF control information (bsflnfo) tag to GUSS B 6.0.0
29.109 @ 006 1 1610 Rel-6 Finalisation of terminology F 6.0.0
23.008 138 1 1612 Rel-6 Domain independent GAA F 6.3.0
23.003 09% 1 1613 Rel-6 BSF address F 6.4.0
29.109 008 1 1614 Rel-6 Command code 310 Zn messages B 6.0.0
29.230 007 1 1615 Rel-6 Reservation of command code 310 F 6.1.0
23.008 141 1616 Rel-6 Introduction of NAF Groups F 6.3.0



3GPP TSG-CN WG4 Meeting #25 N4-041316
Seoul, Korea, 15" to 19" November 2004.

CR-Form-v7.1

CHANGE REQUEST
¥ 29.109 CR 001 grev - ¥ Current version: 600 ¥

For HELP on using this form, see bottom of this page or look at the pop-up text over the ¥ symbols.

Proposed change affects:  UICC apps |:| ME|:| Radio Access Network|:| Core Network
Title: ¥ Authorization Flag Code Annex
Source: ¥ CN4
Work item code: 3 SEC1-SC Date: $ 2004-11-05
Category: ¥ B Release: 3 Rel-6
Use one of the following categories: Use one of the following releases:
F (correction) Ph2 (GSM Phase 2)
A (corresponds to a correction in an earlier release) R96 (Release 1996)
B (addition of feature), R97 (Release 1997)
C (functional modification of feature) R98 (Release 1998)
D (editorial modification) R99 (Release 1999)
Detailed explanations of the above categories can Rel-4  (Release 4)
be found in 3GPP TR 21.900. Rel-5 (Release 5)

Rel-6  (Release 6)
Rel-7  (Release 7)

Reason for change: 3 There is no guarantee that stage 3 specifications of the standardised GAA
services contain also lists of used flag codes or even that stage 3 specifications
even exist. Therefore the service specific authorization flag codes should be
summarized in normative manner in an annex of TS 29.109.

Summary of change: 3 The list of all known agreed standardized authorization flag codes is added as a
new annex.

Consequences if ¥ Missing definition of authorization flag codes for standardized GAA services.
not approved:

Clauses affected: ¥ Annex B, Annex C (new)

Y|N
Other specs 3 X | Other core specifications ¥ -
affected: X | Test specifications
X'| O&M Specifications

Other comments: 23

CR page 1



3GPP TS 29.109 v6.0.0 (2004-09) CR page 2

o BEGIN CHANGE ****

Annex B (normative): GAA ApplicationService type codes

The GAA Applicationservice Type code values are used in GAA to indicate interpretation, coding and usage of GAA
appheationservice type specific data.

For examples each GAA apphicationservice type may have their own set of authorization flags. which-Mmeaning and

coding of these flags are is defined in Annex C their-application-type-specific-specification. There may also be
proprietary GAA apphicationservice types with their own definitions in the future.

Code values 0 — 999999 are reserved for standardized GAA applicationservice types.
The following values are defined for standardized GAA apphicationservice types with 3GPP specification:

Unspecific appheationservice
PKI-Portal

Authentication Proxy
Presence

MBMS

A WNEFLO

Default value is 0. An unspecific applicationservice may or may not have user security settings containing or not alist
of public identities. An unspecific appheationservice cannot have specified authorization flags or other
apphicationservice type specific data.
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Annex C (normative): GAA Authorization flag codes

For GAA services which have adefined set of special authorization flag codes the following rule holds: The service
specified by the GAA authorization flag codesis allowed for auser only if user’s user security setting contains that flag.

The following standardised GAA service types that are listed in previous annex B _have the following special
authorization flag codes:

PK1-Portal (1)
1 Authentication alowed

2 Non-repudiation allowed

Annex DC (informative):
Change history

Change history
Date TSG # TSG Doc. |CR |Rev |Subject/Comment Old New
2004-09 |CN#25 NP-040410 Version 2.0.0 approved in CN#25 2.0.0 [6.0.0

*++x END CHANGE ****
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*** BEGIN CHANGE ***

1 Scope

The present stage 3 specification defines the Diameter based implementation for bootstrapping Zh interface (BSF-HSS)
and GAA Application Zn interface (BSF-NAF) in Generic Authentication Architecture (GAA). The definition contains
procedures, message contents and coding. The bootstrapping and subscriber certificates procedures are defined in 3GPP
TS33.220[5] and 3GPP TS 33.221 [6].

This specification is a part of the Generic Authentication Architecture (GAA) specification series.

The diameter based implementation is based on re-usage of Cx interface Multimedia-Auth-Request/Answer messages
originally between CSCF and HSS. These messages are defined in 3GPP TS 29.229 [3]. The 3GPP IMS mobility
management uses the same definitions between CSCF and HSS. The present document defines how the defined
messages are used with the bootstrapping and GAA application procedures (e.g. subscriber certificates) and the
application logic that is needed in GAA network elements (BSF, HSS, and NAF).

Figure 1.1 depicts the relationships of these specifications to the other specifications.

ﬁ . .
4 GAA System Description TR 33.919 IMS b
Stage 2

GAA GBA TS 33.220 TS 23.228

3GPP < )
IMS MM

Stage 3 TS 29.228

Cx D

LEL']: IMS Cx Diameter message definitions
3GPP TS 29.229

Diameter Base Protocol RFC 3588
IETF SCTP

P

Figure 1.1: Relationships to other specifications

Figure 1.2 provides an informal overall quick introduction to the whole signalling proceduresin GAA system. The
important identifiers are marked bold and optional dataitems are italicised. The Ub and Ua interfaces, not defined in
thisTS, aresimplified.
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GAA Security
Domain
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Bold=Important Identity. Italic=optional items. Ub and Ua interfaces are simplified.
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NAF-Hostname UICC-Ks
IMPI
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(6) [9] if needed:

(5) —B-TID, uD>»

i : Sh, GUP, etc.
Ua _Auth.Proxy Appl.Spec.
R ; NAF | servers
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Bold=Important Identity. Italic=optional items. Ub and Ua interfaces are simplified.

Figure 1.2: The whole signalling procedure in GAA system
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e BEGIN NEXT CHANGE *****

3.1 Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 33.919 [4], 3GPP TS 33.220 [5]
and 3GPP TS 33.221 [6] apply with following additions.

Bootstrapping infor mation in a BSF consists of a bootstrapping transaction identifier (B-TID), akey material (Ks) and an
application specific user security settings and is identified by B-TID.

GAA application is an application that uses the security association created by GAA Bootstrapping procedure.

GAA serviceis an operator specific end user service that uses the security association created by GAA Bootstrapping
procedure. GAA services are identified by GAA Service ldentifiers. A GAA service isimplemented using some
standardised or propriatary GAA application defined by GAA application type.

User Security Settings are GAA application specific security control settings set by home operator to a user. Typically
User security Settings consist of alowed user’s public identifications and authorization allowance flags. User Security
Settings are identified by GAA Service Identifier.

ek BEGIN NEXT CHANGE *****
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For the purposes of the present document, the following abbreviations apply:

Authentication Vector. 3GPP AV=[RAND,AUTN,XRES,CK,IK].
Attribute-Vaue-Pair in Diameter messages.

BSF is hosted in a network element under the control of an MNO.

Full Qualified Domain Namein URI (e.g. http://FQDN:80)

Operator-controlled network application function functionality.
NAF is hosted in a network element under the control of an MNO.
In Diameter header indicates that the message is a Request.

UE-NAF interface for GAA applications

BSF-HSS interface for bootstrapping procedure

3.3 Abbreviations
AK Anonymity Key
AKA Authentication and Key Agreement
AUTN Authentication token
AV
AVP
BS BootStrapping Procedure
BSF Bootstrapping server functionality
B-TID Bootstrapping Transaction Identifier
CA Certificate Authority
CK Confidential Key
FQDN
GAA Generic Authentication Architecture
GBA Generic Bootstrapping Architecture
GSID GAA Service Identifier
GUSS GAA User Security Settings
HSS Home Subscriber System
IK Integrity Key
IMPI IP Multimedia Private Identity
IMPU IP Multimedia Public Identity
Ks Key Material
MNO Mobile network operator
NAF
RAND Random challenge in authentication
REQ
SCTP Stream Control Transmission Protocol
SSC Subscriber Certificate Procedure
Ua
Ub UE-BSF interface for bootstrapping
UE User Equipment
uUss User Security Settings
XRES Expected response in authentication
Zh
Zn

BSF-NAF interface for GAA applications.
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e BEGIN NEXT CHANGE *****

5.2 Protocol Zn between NAF and BSF

The requirements for Zn interface are defined in 3GPP TS 33.220 [5].

The protocol Zn retrieves an authentication vector and user security settings data by NAF from BSF. After UEis
authenticated with the BSF, every time the UE wantsto interact with an NAF the following steps are executed as
depicted in Figure 5.3. The basic procedureiis:

A) The UE starts protocol Uawith the earlier bootstrapped NAF (see 3GPP TS 33.221 [6])

* Ingenerd, the UE and the NAF will not yet share the key(s) required to protect protocol Ua. If they already
do, there is no need for the NAF to invoke protocol Zn.

» Itisassumed that UE supplies sufficient information to NAF, e.g. a Bootstrapping Transaction |dentifier
(B-TID), to allow the NAF to retrieve specific key material (e.g. ME-Ks) from BSF.

*  The UE derivesthe keys required to protect protocol Ua from the key material.
B) The NAF starts protocol Zn with BSF

*  The NAF requests NAF specific key material corresponding to the information supplied by the UE to the
NAF (e.g. a bootstrapping transaction identifier) in the start of protocol Ua.

»  The BSF generates and suppliesto the NAF the requested NAF specific key material and the appropriate
User Security Settings defined for received application identifiers.

* The NAF derivesthe keys required to protect protocol Uafrom the its key material in the same way asthe
UE did.

C) The NAF continues protocol Ua with the UE (see 3GPP TS 33.221 [6])

Once the run of protocol Uais completed the purpose of bootstrapping isfulfilled as it enabled UE and NAF to run
protocol Uain a secure way.

The common GAA application (e.g. Subscriber Certificate) procedure is presented in Figure 5.3.
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| UE |ua | NAF | zn BSF
N \

UE knows: { a security association BSF has tuple:

<B-TID,Ks> created by bootstrapping } <B-TID,IMPI,Ks,GUSS>

UE start the GAA application procedure GUSS is
by sending a B-TID. GAA User Security Settings.

1. Multimedia-Auth-Request
( B-TID, Appl-ID, NAF-Hostname )

2. BSF checks the B-TID

and derives ME-Ks
3. Multimedia-Auth-Answer
i ( IMPI, ME-Ks, UICC-Ks, Key-LifeTime,—|
UserSecSettings )

each others using ME-Ks

UE | ua NAF zn BSF
| |
UEknows: |  ({asecurityassociaion @~ |BSF has tuple:
<B-TID,Ks> created by bootstrapping } <B-TID,IMPI,Ks,GUSS>

GUSS is
UE start the GAA application procedure GAA User Security Settings.

by sending a B-TID. GSID is
GAA Service Indentifier.

‘ UE and NAF mutually authenticate ‘

1. Bootstrapping-Info-Request
( B-TID, GSID*, NAF-Hostname )

2. BSF checks the B-TID
and derives ME-Ks

3. Bootstrapping-Info-Answer

< ( IMPI, ME-Ks, UICC-Ks, Key-LifeTime,—|

UserSecSetting*)

UE and NAF mutually authenticate
each others using ME-Ks

Figure 5.3: The GAA application procedure

The steps of the GAA application procedure in Figure 5.3 are:
Step 1

The NAF shall send a Bootstrapping-Info-Request message in the format of Multimedia-Auth-Request (MAR)
message to the BSF. The content of the message is given here in the same format asin 3GPP TS 29.229[3]. The
curly brackets indicate mandatory AV Ps. The square brackets indicate optional AVP. The address refers to the
Fully Qualified Host Name (FQDN).
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< Ml timedi a- Aut h- Request > :: =<Di anet er Header: 303, REQ >
< Session-Id >

{ Vendor-Specific-Application-1d }

{ Aut h-Session-State } ; NO_STATE_MAI NTAI NED
{ Origin-Host } ; Address of NAF

{ Oigin-Realm} ; Real m of NAF

{ Destination-Realm} ; Real m of BSF

[ Destination-Host ] ; Address of the BSF
* [ GAA-Service-ldentifier ] ; Service

identifiers } } }

{ Transaction-ldentifier } ; B-TID

{ NAF- Host nane } ; FQDN of NAF as seen by UE
*[ AVP ]

*[ Proxy-Info ]
*[ Route-Record ]

The content of Vendor-Specific-Application-ID according [1] is:

<Vendor - Speci fi c- Appl i cati on-1d>:: =<AVP header: 260>

1* [ Vendor-1d] ; 3GPP is 10415
0*1 {Aut h- Application-Id} ; Zn Application id
0*1 {Acct- Application-Id} ; Omtted

The Destination-Realm AV P is set to the NAF s default BSF. When determining the value of Destination-Host
AVP in home network the NAF can use redirector function (SLF) to resolve the address of the BSF if needed
(see 3GPP TS 29.229 [3]). The derivation of the Destination-Host in the visited network case is FSS in the later
phases.

The NAF may set the Auth-Session-State AVP to NO_STATE_MAINTAINED to inform that the BSF does not
need to maintain any status information for this session according 3GPP TS 29.229 [3].

The NAF indicates the GAA applicationtnstanceservices for which the information is retrieved by GAA-
Service-ldentifier AV Ps. The Bootstrapping Transaction Identifier defines the earlier bootstrapping procedure
execution.

Step 2

In the successful case the BSF has atuple <B-TID,IMPI,Ks,GAA-UserSecSettings> identified by Bootstrapping
Transaction |dentifier (B-TID). When the BSF receives the request it checks the existence of the tuple for given
B-TID. If checking fails the BSF sends an Answer message with Experimental-Result set to indicate the error
type 5403. If the tuple for B-TID exists, but is expired, error type 5404 is send to indicate needs for renewal of
the boostrapping procedure. In successful case the Result-Code is set to 2xxx as defined in [1].

The BSF derives the user authentication vector information according the B-TID and packsin into SIP-Auth-
Data AVP defined in 3GPP TS 29.229 [3]. The BSF select correct user’s Security Settings according the
request’s GAA-Service-ldentifier AVP to GAA-UserSecSettings AVP. If the NAF has sent a GAA-Service-
Identifier that does not have corresponding user’s security settings, the error 5405 is raised.

If the NAF identified by its Origin-Host AV P is configured in the BSF not to be authorized to use the given
NAF-Hosthame, the BSF may raise the error situation 5407. The BSF may also be configured so that a certain
NAF is not authorized to use a certain GAA-Service-ldentifier. This situation may be indicated by error code
5406.

Step 3

After that the BSF shall send a Bootstrapping-Info-Answer message in the format of the following Multimedia-
Auth-Answer (MAA) message back to the NAF.
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< Ml tinmedi a- Aut h- Answer> ::= < D aneter Header: 303 >
Session-1d >

Vendor - Speci fic-Application-1d }
Resul t - Code ]

Experi ment al - Resul t]

Aut h- Session-State } ;
Oi gi n-Host '} ;
Oigin-Realm} ; Real m of BSF
User - Nane ] ;1T MPI

ME- Key- Mat eri al ] ; Required

N

NO_STATE_MAI NTAI NED
Addr ess of BSF

U CC- Key- Material ] Appl i cation Type conditional
Key-LifeTime ] I n seconds
GAA- User SecSettings | Sel ected USSs
[ AVP ]
[ Proxy-Info ]
[ Route-Record ]

e e L E e L B e e N e Y e K MY

The BSF should set the mandatory Auth-Session-State AVP to NO_STATE_MAINTAINED to inform that the
BSF does not require the NAF to maintain any status information. The BSF may or may not send the User-name
AVP (IMPI) according its configuration. The mandatory common key material with the ME (ME-Ks) issent in
the ME-Key-Material AVP. The common key material with the UICC (UICC-Ks) isoptionally sent in the
UICC-Key-Material AVP only if the GAA application type specific information received from Ub during the
bootstrapping procedure enables its generation. The Key-LifeTime AV P contains the expiry time of the
Bootsrapping information in the BSF according its configuration. The expiry time is represented in seconds that
have passed since January 1, 1970 00:00:00.000 GMT. The BSF select the appropriate User Security Settingsto
the GAA-UserSecSettings AV P from stored GAA-UserSecSettings in Bootstrapping information according the
GAA-Service-ldentifier AVPs in the request message.

The procedure in the NAF when the MAA isreceived is described in GAA application type specific TSs.

ek BEGIN NEXT CHANGE *****

6.3.1.4 GAA-Service-ldentifier AVP

The GAA-Service-identifier AVP (AVP code 403) is of type OctedString. This AV P informs a BSF which NAF
operator specific instance of the GAA application sends the request message. According this AVP the BSF can select
the right serviceapphieation’s user security settings.

*kkkk END CHANGE *kkkk
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o BEGIN CHANGE ****

6.3.1.4 GAA-Service-ldentifier AVP

The GAA-Service-identifier AVP (AVP code 403) is of type OctedString. This AV P informs a BSF which NAF
operator specific instance of the GAA application sends the request message. According this AVP the BSF can select
the right application’s user security settings.

For 3GPP standardized services (e.g., PKI portal), the GAA-Service-ldentifier (GSID) shall be in the range 0 to 999999,
and the currently standardized values for GSID shall be the GAA-Application-Type-Code of the particular service. The
GAA-Application-Type-Codes for 3GPP standardized services are defined in Annex B.

NOTE: Inthe future, standardized GSID values that are different than the GAA-Application-Type-Code may be
standardised (e.q. to differentiate between the services "MBMS streaming” and "MBMS download").

Examples: The GSID is"1" for all PKI-portals, and "4" for all MBMS services.

ek BEGIN NEXT CHANGE *****

Annex A (normative):
GAA-UserSecSettings XML definition

This annex contains the XML schema definition for an XML document carrying the GAA User Security Settingsinside
GAA-UserSecSettings AVP in Zh interface.

<?xm version="1.0" encodi ng="UTF-8"?>
<xs:schema t ar get Namespace="guss- schena- of - 3gpp- gaa"
xm ns: t ns="guss- schena- of - 3gpp- gaa”
xm ns: xs="http://ww. w3. org/ 2001/ XM_Schema"
el enent For mDef aul t =" qual i fi ed"
attri but eFor nDef aul t ="unqual i fi ed">

<l-- This inmport brings in the XM. | anguage attri bute xnm :Ilang-->
<xs:inport namespace="http://ww.w3. org/ XM./ 1998/ nanespace”
schemaLocati on="http://ww. w3. org/ 2001/ xm . xsd"/ >

<I— The whol e user’s GAA spcific data set -->
<xs:conpl exType nane="guss”>
<XS:sequence>
<xs: el enent ref="ussList”/>
</ xs: sequence>
<xs:attribute name="id” type=“xs:string”/>
</ xs: conpl exType>

<I—List of all users individual User Security Settings -->
<xs:conpl exType nane="ussList”>
<xs:sequence mni nCccurs="0" nmaxCccurs="unbounded” >
<xs:el enent ref="uss”/>
</ Xxs: sequence>
</ xs: conpl exType>

<I— User Security Setting data -->
<xs: conpl exType nane="uss”>
<XS:sequence>
<xs:elenment ref="uids”/>
<xs: el enent name="flags”/>
</ xs: sequence>

CR page 2
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<xs:attribute nanme="id”" use="required” type=“xs:string”/>
<xs:attribute nane="type” use="required’” type=“xs:int”/>
</ xs: conpl exType>

<I— User Public Identities for authentication -->
<xs:conpl exType name="ui ds”>
<xs:sequence mni nCccurs="1" naxCccurs="unbounded” >
<xs: el enent nanme="uid” type=“xs:string”/>
</ Xxs: sequence>
</ xs: conpl exType>

<I— GAA Application type specific Authorization flag codes -->
<xs:conpl exType nane="“fl ags”>
<xs:sequence m nCccurs="0" maxOccur s=“unbounded” >
<xs: el enent nane=“flag” type=“xs:int”/>
</ xs: sequence>
</ xs: conpl exType>

</ xs: schema>

The values are:

* Thevaue of the attribute “id” in the element “guss’ is the the same as user’s IM Private Identity (IMPI)
used in User-Name AVP.

*  Thevaue of the attribute “id” in the element “uss’ is the same as service identifier (GSID) used in GAA-
Service-ldentifier AVP.

» Thevaue of attribute “type” in the element “uss’ is GAA application type code defined in annex B.
» Valuesof theelement “uid” are user’s public authentication identities from the HSS.

* Vauesof element “flag” are user’s authorization flag codes from the HSS for GAA application type
indicated in the type attribute in the parent uss element. If an authorization flag exist the NAF have
permission to give the corresponding service, otherwise not

In the following illustrative example the values are italised and underlined. The content of one User Security Setting
tag is boxed.

<guss i d="358500004836551@ nms. nnc050. ncc358. 3gppnet wor k. org” >

<usslLi st >
<uss id="112345678908" type="1">
<ui ds>
<ui d>t el : 358504836551</ ui d>
<ui d>lauri.laitinen@okia.conk/uid>
<ui ds>
<fl ags>
<fl ag>1</fl ag>
<f|ag§$
</ uss>

</ ussList>
</ guss>
The above GAA User Security Settings example for user “358500004836551@ ims.mnc050.mcc358.3gppnetwork.org”
defines that for PKI-Portal (GAA application type code is 1) services are alowed for user identities
“te]: 358504836551 and “lauri.laitinen@nokia.com” and authentication is allowed (flag 1 exists) but non-repudiation is
| not allowed (flag 2 is missing) to NAFs that provide the GAA service identified by “11234567890" GAA Service
| dentifier.

o END CHANGE ****
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*+x+ BEGIN CHANGE ****

3.9.5 GAA Authorization flag

The GAA Authorization flag isa GAA ServiceAppheation type specific integer code, which authorizes a defined
security operation in the GAA servicesppheation. A list of allowed operations is stored for each GAA Service
Subscription.

The values of the authorization flags for each application type using them arelisted in TS 29.109 [59]

The Authorization Flag is permanent subscriber dataand is stored in the HSS, BSF and NAF.

*++x END CHANGE ****
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5.2 Protocol Zn between NAF and BSF

The requirements for Zn interface are defined in 3GPP TS 33.220 [5].

The protocol Zn retrieves an authentication vector and user security settings data by NAF from BSF. After UEis
authenticated with the BSF, every time the UE wantsto interact with an NAF the following steps are executed as
depicted in Figure 5.3. The basic procedureiis:

A) The UE starts protocol Uawith the earlier bootstrapped NAF (see 3GPP TS 33.221 [6])

* Ingenera, the UE and the NAF will not yet share the key(s) required to protect protocol Ua. If they already
do, there is no need for the NAF to invoke protocol Zn.

* Itisassumed that UE supplies sufficient information to NAF, e.g. a Bootstrapping Transaction |dentifier
(B-TID), to allow the NAF to retrieve specific key material (e.g. ME-Ks) from BSF.

*  The UE derivesthe keys required to protect protocol Uafrom the key material.
B) The NAF starts protocol Zn with BSF

*  The NAF requests NAF specific key material corresponding to the information supplied by the UE to the
NAF (e.g. a bootstrapping transaction identifier) in the start of protocol Ua.

»  The BSF generates and suppliesto the NAF the requested NAF specific key material and the appropriate
User Security Settings defined for received application identifiers.

*  The NAF derivesthe keys required to protect protocol Uafrom the its key material in the same way asthe
UE did.

C) The NAF continues protocol Uawith the UE (see 3GPP TS 33.221 [6])

Once the run of protocol Uais completed the purpose of bootstrapping isfulfilled as it enabled UE and NAF to run
protocol Uain a secure way.

The common GAA application (e.g. Subscriber Certificate) procedure is presented in Figure 5.3.

CR page 2
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UE and NAF mutually authenticate
each others using ME-Ks

1. Multimedia-Auth-Request
( B-TID, Appl-ID, NAF-Hostname )

3. Multimedia-Auth-Answer
< ( IMPI, ME-Ks, UICC-Ks, Key-LifeTime,—
UserSecSettings )

Figure 5.3: The GAA application procedure

The steps of the GAA application procedure in Figure 5.3 are:
Step 1

UE ua NAF Zn BSF
| | |
UE knows: | { a security associaton BSF has tuple:
<B-TID,Ks> chated by bootstrapping } <B-TID,IMPI1,Ks,GUSS>
UE start the GAA application procedure GUSS is
by sending a B-TID. GAA User Security Settings.

2. BSF checks the B-TID
and derives ME-Ks

The NAF shall send a Bootstrapping-Info-Request message in the format of Multimedia-Auth-Request (MAR)
message to the BSF. The content of the message is given here in the same format asin 3GPP TS 29.229 [3]. The
curly brackets indicate mandatory AV Ps. The square brackets indicate optional AV P. The address refers to the

Fully Qualified Host Name (FQDN).

< Mul ti medi a- Aut h- Request > : : =<Di anet er Header:
Session-1d >

Vendor - Speci fi c- Appl i cation-|
Aut h- Sessi on-State }

Ori gi n- Host }

Oigin-Real m}

Desti nati on- Real m}

Desti nati on- Host ]

[amlen T e e Pt NN

[ GAA-Service-ldentifier ]
Transaction-ldentifier }
NAF- Host nane }

*[ AVP ]

*[ Proxy-Info ]

*[ Route-Record ]

~——— %

The content of Vendor-Specific-Application-ID according [1] is:

<Vendor - Speci fi c- Appl i cati on-1d>::=<AVP header:
1* [ Vendor-1d]
0*1 {Aut h- Application-Id}
0*1 {Acct- Application-Id}

CR page 3

303, REQ >

d}

NO_STATE_MNAI NTAI NED

Addr ess of NAF

Real m of NAF
Real m of BSF

Address of the BSF

; Application instance code

260>

B-TID
FQDN of NAF as seen by UE

3GPP is 10415
Zn Application id
Oritted
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The Destination-Realm AV P is set to the NAF s default BSF. When determining the value of Destination-Host
AVP in home network the NAF can use redirector function (SLF) to resolve the address of the BSF if needed
(see 3GPP TS 29.229 [3]). The derivation of the Destination-Host in the visited network case is FSSin the later
phases.

The NAF may set the Auth-Session-State AVP to NO_STATE_MAINTAINED to inform that the BSF does not
need to maintain any status information for this session according 3GPP TS 29.229 [3].

The NAF indicates the GAA application instance for which the information is retrieved by GAA-Service-
Identifier AVP. The Bootstrapping Transaction Identifier definesthe earlier bootstrapping procedure execution.

Step 2

In the successful case the BSF has atuple <B-TID,IMPI,Ks,GAA-UserSecSettings> identified by Bootstrapping
Transaction |dentifier (B-TID). When the BSF receives the request it checks the existence of the tuple for given
B-TID. If checking fails the BSF sends an Answer message with Experimental-Result set to indicate the error
type 5403. If the tuple for B-TID exists, but is expired, error type 5404 is send to indicate needs for renewal of
the boostrapping procedure. In successful case the Result-Code is set to 2xxx as defined in [1].

The BSF derives the user authentication vector information according the B-TID and packsin into SIP-Auth-
Data AVP defined in 3GPP TS 29.229 [3]. The BSF select correct user’s Security Settings according the
request’s GAA-Service-ldentifier AVP to GAA-UserSecSettings AVP. If NAF grouping is used by the operator
and there are one or more USSs corresponding to the requested GSID, then also the nafGroup attribute of USSis
checked. If the NAF has sent a GAA-Service-ldentifier that does not have corresponding user’s security settings,
the error 5405 is raised.

If the NAF identified by its Origin-Host AV P is configured in the BSF not to be authorized to use the given
NAF-Hosthame, the BSF may raise the error situation 5407. The BSF may a so be configured so that a certain
NAF is not authorized to use a certain GAA-Service-ldentifier. This situation may be indicated by error code
5406.

Step 3

After that the BSF shall send a Bootstrapping-1nfo-Answer message in the format of the following Multimedia-
Auth-Answer (MAA) message back to the NAF.

< Ml tinmedi a- Aut h- Answer> ::= < Di aneter Header: 303 >
Session-1d >

Vendor - Speci fic-Application-1d }
Resul t - Code ]

Experiment al - Resul t]

Aut h- Session-State } ;
Oi gi n-Host '} ;
Oigin-Realm} ; Real m of BSF
User - Nane | ;1T MPI

ME- Key- Mat eri al ] ; Required

AN

NO_STATE_MAI NTAI NED
Addr ess of BSF

U CC- Key- Material ] Application Type conditional
Key-Li feTinme ] In seconds
GAA- User SecSettings | Sel ected USSs

[ AVP ]

[ Proxy-Info ]

[ Route-Record ]

PR el L L L B e e L P

The BSF should set the mandatory Auth-Session-State AVP to NO_STATE_MAINTAINED to inform that the
BSF does not require the NAF to maintain any status information. The BSF may or may not send the User-name
AVP (IMPI) according its configuration. The mandatory common key material with the ME (ME-Ks) issent in
the ME-Key-Material AVP. The common key material with the UICC (UICC-Ks) isoptionally sent in the
UICC-Key-Material AVP only if the GAA application type specific information received from Ub during the
bootstrapping procedure enablesits generation. The Key-LifeTime AV P contains the expiry time of the
Bootsrapping information in the BSF according its configuration. The expiry time is represented in seconds that
have passed since January 1, 1970 00:00:00.000 GMT. The BSF select the appropriate User Security Settingsto
the GAA-UserSecSettings AV P from stored GAA-UserSecSettings in Bootstrapping information according the
GAA-Service-ldentifier AVPs in the request message.

The procedure in the NAF when the MAA isreceived is described in GAA application type specific TSs.

CR page 4
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Annex A (normative):
GAA-UserSecSettings XML definition

This annex contains the XML schema definition for an XML document carrying the GAA User Security Settingsinside
GAA-UserSecSettings AVP in Zh interface.

<?xm version="1.0" encodi ng="UTF-8""?>
<xs:schema t ar get Namespace="guss- schema- of - 3gpp- gaa"
xm ns: t ns="guss- schena- of - 3gpp- gaa"
xm ns: xs="http://ww.w3. org/ 2001/ XM_Scherma"
el ement For nDef aul t =" qual i fi ed"
attri but eFor nDef aul t ="unqual i fi ed">

<l-- This inport brings in the XM. | anguage attri bute xnl :Ilang-->
<xs:inport namespace="http://ww. w3. org/ XM_/ 1998/ nanespace"
schemaLocation="http://ww. w3. org/ 2001/ xm . xsd"/ >

<Il— The whole user’'s GAA spcific data set -->
<xs: conpl exType nane="guss”>
<Xs:sequence>
<xs: el enent ref="ussList”/>
</ xs: sequence>
<xs:attribute nane="id” type=“xs:string”/>
</ xs: conpl exType>

<I—List of all users individual User Security Settings -->
<xs:conpl exType nane="ussList”>
<xs:sequence m nCccurs="0" maxOccur s=“unbounded” >
<xs:el enent ref="uss”/>
</ xs: sequence>
</ xs: conpl exType>

<I— User Security Setting data -->
<xs: conpl exType nane="uss”>
<Xs:sequence>
<xs: el enent ref="uids"/>
<xs: el enent name="flags”/>
</ Xxs: sequence>
<xs:attribute nane="id” use=“requi red” type=“xs:string”/>
<xs:attribute name="type” use="required” type=“xs:int”/>
<xs:attribute nanme="naf G oup" use="optional" type="xs:string"/>
</ xs: conpl exType>

<I— User Public Identities for authentication -->
<xs:conpl exType name="ui ds” >
<xs:sequence mni nCccurs="1" maxCccur s="unbounded” >
<xs: el enent nanme="uid” type=“xs:string”/>
</ Xxs: sequence>
</ xs: conpl exType>

<I— GAA Application type specific Authorization flag codes -->
<xs:conpl exType nane="“fl ags”>
<xs:sequence m nCccurs="0" maxQOccur s=“unbounded” >
<xs: el enment nane="“flag” type=“xs:int”/>
</ xs: sequence>
</ xs: conpl exType>

</ xs: schema>

The values are:

CR page 6
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» Thevalue of the attribute “id” in the element “guss’ isthe the same as user’'s IM Private |dentity (IMPI)
used in User-Name AVP.

» Thevalue of the attribute “id” in the element “uss’ is the same as service identifier (GSID) used in GAA-
Service-ldentifier AVP.

*  Thevaue of attribute “type” in the element “uss’ is GAA application type code defined in annex B.
*  Thevalue of attribute “nafGroup” in the element “uss’ is an operator internal group designator for a NAF

group the USS is valid for. If this attribute is missing then only the attribute “id” is used for selection of this
€element.

*  Vaues of the element “uid” are user’s public authentication identities from the HSS.

* Vauesof element “flag” are user’s authorization flag codes from the HSS for GAA application type
indicated in the type attribute in the parent uss element. If an authorization flag exist the NAF have
permission to give the corresponding service, otherwise not

In the following illustrative example the values are italised and underlined. The content of one User Security Setting
tag is boxed.

<guss i d="358500004836551@ nms. mc050. ncc358. 3gppnet work. org” >

<usslLi st >
<uss id="1234567890" type="1">
<ui ds>
<ui d>t el : 358504836551</ ui d>
<uid>l auri.laitinen@okia.conx/uid>
<ui ds>
<fl ags>
<flag>1</fl ag>
<fl ags>
</ uss>

</ uss'l:i st>
</ guss>

The above GAA User Security Settings example for user “ 358500004836551@ ims.mnc050.mcc358.3gppnetwork.org’
defines that for PKI-Portal (GAA application type code is 1) services are alowed for user identities

“te]: 358504836551 and “lauri.laitinen@nokia.com” and authentication is allowed (flag 1 exists) but non-repudiation is
not allowed (flag 2 is missing) to NAFs that provide the GAA service identified by “1234567890" GAA Service
Identifier.

CR page 7
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o BEGIN CHANGE ****

5.2 Protocol Zn between NAF and BSF

The requirements for Zn interface are defined in 3GPP TS 33.220 [5].

The protocol Zn retrieves an authentication vector and user security settings data by NAF from BSF. After UE is authenticated
with the BSF, every time the UE wants to interact with an NAF the following steps are executed as depicted in Figure 5.3. The
basic procedureis:

A) The UE starts protocol Uawith the earlier bootstrapped NAF (see 3GPP TS 33.221 [6])

* Ingenerd, the UE and the NAF will not yet share the key(s) required to protect protocol Ua. If they already do,
thereis no need for the NAF to invoke protocol Zn.

» Itisassumed that UE supplies sufficient information to NAF, e.g. a Bootstrapping Transaction Identifier (B-TID), to
allow the NAF to retrieve specific key materia (e.g. ME-Ks) from BSF.

*  The UE derivesthe keys required to protect protocol Ua from the key material.
B) The NAF starts protocol Zn with BSF

*  The NAF requests NAF specific key material corresponding to the information supplied by the UE to the NAF (e.g.
a bootstrapping transaction identifier) in the start of protocol Ua.

*  The BSF generates and suppliesto the NAF the requested NAF specific key material and the appropriate User
Security Settings defined for received application identifiers.

*  The NAF derivesthe keys required to protect protocol Uafrom the its key material in the same way as the UE did.
C) The NAF continues protocol Ua with the UE (see 3GPP TS 33.221 [6])

Once the run of protocol Uais completed the purpose of bootstrapping isfulfilled asit enabled UE and NAF to run protocol Ua
in a secure way.

The common GAA application (e.g. Subscriber Certificate) procedure is presented in Figure 5.3.
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UE ua NAF Zn BSF
| | |
UE knows: {asecurity associaton | BSF has tuple:
<B-TID,Ks> cr<|aated by bootstrapping } <B-TID,IMPI,Ks,GUSS>
UE start the GAA application procedure GUSS is
by sending a B-TID. GAA User Security Settings.

1. Multimedia-Auth-Request
( B-TID, Appl-ID, NAF-Hostname )

2. BSF checks the B-TID
and derives ME-Ks

3. Multimedia-Auth-Answer
< ( IMPI, ME-Ks, UICC-Ks, Key-LifeTime,—
UserSecSettings )

UE and NAF mutually authenticate
each others using ME-Ks

Figure 5.3: The GAA application procedure

The steps of the GAA application procedure in Figure 5.3 are:
Step 1

The NAF shall send a Bootstrapping-1nfo-Request message in the format of Multimedia-Auth-Request (MAR) message
to the BSF. The content of the message is given here in the same format asin 3GPP TS 29.229 [3]. The curly brackets
indicate mandatory AV Ps. The square brackets indicate optional AVP. The address refers to the Fully Qualified Host
Name (FQDN).

< Mul ti medi a- Aut h- Request > :: =<Di aneter Header: 303, REQ >

< Session-Id >

{ Vendor- Specific-Application-Id }

{ Auth-Session-State } ; NO_STATE_MAI NTAI NED

{ Origin-Host } ; Address of NAF

{ Oigin-Realm} ; Real m of NAF

{ Destination-Realm} ; Real m of BSF

[ Destination-Host ] ; Address of the BSF

* [ GAA-Service-ldentifier ] ; Application instance code
{ Transaction-ldentifier } ; B-TID

{ NAF- Host nane } ; FQDN of NAF as seen by UE
*[ AVP ]

*[ Proxy-Info ]
*[ Route-Record ]

The content of Vendor-Specific-Application-ID according [1] is:

<Vendor - Speci fi c- Appl i cati on-1d>:: =<AVP header: 260>

1* [ Vendor-1d] ; 3GPP is 10415
0*1 {Aut h- Application-Id} ; Zn Application id
0*1 {Acct- Application-Id} ; Omtted

The Destination-Realm AVP is set to the NAF s default BSF. When determining the value of Destination-Host AVP in
home network the NAF can use redirector function (SLF) to resolve the address of the BSF if needed (see 3aGPP TS
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29.229 [3]). The derivation of the Destination-Host in the visited network case is FSS in the later phases.

The NAF may set the Auth-Session-State AVP to NO_STATE_MAINTAINED to inform that the BSF does not need to
maintain any status information for this session according 3GPP TS 29.229 [3].

The NAF indicates the GAA application instance for which the information is retrieved by GAA-Service-Identifier AVP.
The Bootstrapping Transaction Identifier defines the earlier bootstrapping procedure execution.

Step 2

In the successful case the BSF has atuple <B-TID,IMPI,Ks,GAA-UserSecSettings> identified by Bootstrapping
Transaction Identifier (B-TID). When the BSF receives the request it checks the existence of the tuple for given B-TID. If
checking fails the BSF sends an Answer message with Experimental-Result set to indicate the error type 5403. If the
tuple for B-TID exists, but is expired, error type 5404 is send to indicate needs for renewal of the boostrapping procedure.
In successful case the Result-Code is set to 2xxx as defined in [1].

The BSF derives the user authentication vector information according the B-TID and packsininto SIP-Auth-Data AVP
defined in 3GPP TS 29.229 [3]. The BSF select correct user’s Security Settings according the request’s GAA-Service-
Identifier AVP to GAA-UserSecSettings AVP. If the NAF has sent a GAA-Service-Identifier that does not have
corresponding user’s security settings, the error 5405 is raised.

If the NAF identified by its Origin-Host AVP is configured in the BSF not to be authorized to use the given NAF-
Hostname, the BSF may raise the error situation 5407. The BSF may also be configured so that a certain NAF is not
authorized to use a certain GAA-Service-Identifier. This situation may be indicated by error code 5406.

Step 3

After that the BSF shall send a Bootstrapping-Info-Answer message in the format of the following Multimedia-Auth-
Answer (MAA) message back to the NAF.

< Mul tinedi a- Aut h- Answer> ::= < Di aneter Header: 303 >
Session-1d >
Vendor - Speci fic-Application-1d }

N

Resul t - Code ]
Experi ment al - Resul t]
Aut h- Session-State } ; NO_STATE_MAI NTAI NED

Ori gi n- Host } : Address of BSF
Oigin-Real m} ; Real m of BSF
User - Nane ] 1 IVPI

ME- Key- Mat eri al ] ; Required
U CC- Key- Material ] ; Application Type conditional
Key-LifeTime ] ; I'n seconds

GAA- User SecSettings | ; Selected USSs

*[ AVP ]

*[ Proxy-Info ]

*[ Route-Record ]

The BSF should set the mandatory Auth-Session-State AVP to NO_STATE_MAINTAINED to inform that the BSF does
not require the NAF to maintain any status information. The BSF may or may not send -the User-name AVP (IMPI)
according its configuration.

___The mandatory common key material with the ME (ME-KSs) is sent in the ME-Key-Material AVP. The common key
materia with the UICC (UICC-Ks) is opt|onally sent mthe UICC- Key—MatenaI AVP onIy |f the” ucher tgg
bsfinfo from the HSS|ssetto “GBA uU”. P al

The Key-LifeTime AV P contains the expiry time of the Bootstrapping information in the BSF according its
configuration. The expiry time is represented in seconds that have passed since January 1, 1970 00:00:00.000 GMT. If a
specia key lifetime valueis given in the “lifeTime” tag inside the bsfinfo from the HSS in bootstraping procedure, it is
used instead of the BSF default configuration value.

The BSF select the appropriate User Security Settings to the GAA-UserSecSettings AV P from stored GAA-
UserSecSettings in Bootstrapping information according the GAA-Service-ldentifier AVPs in the request message.

The procedure in the NAF when the MAA isreceived is described in GAA application type specific TSs.
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o BEGIN NEXT CHANGE ****

Annex A (normative):
GBAA-UserSecSettings XML definition

This annex contains the XML schema definition for an XML document carrying the GBAA User Security Settingsinside
GBAA-UserSecSettings AVP in Zh and Zn interface.

<?xm version="1.0" encodi ng="UTF-8""?>
<xs:schema t ar get Namespace="guss- schema- of - 3gpp- gaa"
xm ns: t ns="guss- schema- of - 3gpp- gaa"
xm ns: xs="http://ww.w3. org/ 2001/ XM_Scherma"
el enent For mDef aul t =" qual i fi ed"
attri but eFor mDef aul t ="unqual i fied">

<l-- This inport brings in the XM | anguage attribute xm :|ang-->
<xs:inport namespace="http://ww. w3. org/ XM_/ 1998/ nanespace"
schemaLocati on="http://ww. w3. org/ 2001/ xm . xsd"/ >

<l--— The whol e user’s GBAA specific data set -->
<xs: conpl exType nane—"“guss"i>
<Xs:sequence>
<xs:elenent ref="bsflnfo" m nCccurs="0"/>
<xs:element ref=""ussList""/>
</ Xxs: sequence>
| <xs:attribute name="%id"> type="
</ xs: conpl exType>

"o

“xs:string">/>

<l-- BSF specific information el enent -->
<xs: conpl exType nane="bsfl nfo">
<XS:sequence>
<xs: el enent nane="ui ccType" type="xs:string" minCccurs="0" />
<xs:el enent nanme="l|ifeTine" type="xs:integer" m nCccurs="0" />
</ Xs: sequence>
</ xs: conpl exType>

<l--— List of all users individual User Security Settings ----—>
<xs: conpl exType name="‘“ussLi st

<xs: sequence mi nQccurs="“0"~ nabecurs—"“unbounded"”

<xs: el ement ref—"“uss"”/>
</ xs: sequence>
</ xs: conpl exType>
<!--— User Security Setting data -->
<xs: conpl exType name="*uss">>

<Xs:sequence>
<xs: el enent ref—"“U|ds"”/>
<xs: el enent nane—"“flags
</ Xxs: sequence>

<xs:attribute name="%id"> use="“requi red"> type="“xs:string"/
<xs:attribute nane—"“type"” use="“required"> type="“xs:int"%/>
</ xs: conpl exType>
<l--— User Public lIdentities for authentication -->
<xs: conpl exType name="*“ui ds">>

<XS:sequence n1ancurs—"“1"” maxQOccur s="*“unbounded" >>
<xs: el enent name="‘“ui d"’— type="“xs:string"2/>
</ Xxs: sequence>
</ xs: conpl exType>
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<l--— GAA Application type specific Authorization flag codes -->
<xs:conpl exType nanme="“f|ags"*>>
<xs:sequence m nCccurs="“0"~ maxQOccur s="“unbounded">>

"o

<xs: el ement nanme="flag” type="“xs:int"2/>
</ xs: sequence>
</ xs: conpl exType>

</ xs: schena>

The values are:

» Thevalue of the attribute “id” in the element “guss’ isthe the same as user’'s IM Private Identity (IMPI) used in
User-Name AVP.

» Thevalue of the attribute “id” in the element “uss’ isthe same as service identifier (GSID) used in GAA-Service-
Identifier AVP.

*  Thevalue of the element “uiccType” in the element "bsfInfo” is:
GBA to indicate the basic case, or
GBA U toindicate that generation of UICC Ksisalso required in the BSF.
The default value is GBA.

e Thevalue of the element “lifeTime” in the element "bsfInfo" indicates a user specific key lifetime (durationin

seconds)-andHitisdefined-askKey-LifeTime AVP. If thelifeTime element is missing the default valuein the BSF is
used.

*  Thevaue of attribute “type” in the element “uss’ is GAA application type code defined in annex B.
*  Vaues of the element “uid” are user’s public authentication identities from the HSS.

» Vauesof element “flag” are user’s authorization flag codes from the HSS for GAA application type indicated in the
type attribute in the parent uss element. If an authorization flag exist the NAF have permission to give the
corresponding service, otherwise not.

In the following illustrative exampl e the values are italised and underlined. The content of one User Security Setting tag is
boxed.

<guss id="*358500004836551@ ns. mc050. ntc358. 3gppnet wor k. or g"*>
<bsf | nf 0>
<lifeTi ne>864003313548123</1ifeTi ne>
</ bsf | nf o>

<usslLi st >
<uss id="“1234567890"™ type="“1"">
<ui ds>
<ui d>t el : 358504836551</ ui d>
<uid>l auri.laitinen@okia.conx/uid>
</ ui ds>
<fl ags>
<flag>1</fl ag>
</fl ags>
</ uss>

</ uss'l:i st>
</ guss>

The above GAA User Security Settings example for user “ 358500004836551@ ims.mnc050.mcc358.3gppnetwork.org” defines
that for PK1-Portal (GAA application type code is 1) services are allowed for user identities “tel:358504836551" and
“lauri.laitinen@nokia.com” and authentication is allowed (flag 1 exists) but non-repudiation is not allowed (flag 2 is missing) to
NAFsthat provide the GAA service identified by “1234567890" GAA Service ldentifier. The BSF shall not generate UICC_Ks,
because uiccType is missing. A specia key lifetime defines that athe duration after which the key expiresis 86400
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o END CHANGE ****
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*** BEGIN CHANGE ***

1 Scope

The present stage 3 specification defines the Diameter based implementation for bootstrapping Zh interface (BSF-HSS)
and GAA Application Zn interface (BSF-NAF) in Generic Authentication Architecture (GAA). The definition contains
procedures, message contents and coding. The beetstrapping-and-sdbscribercertificates-procedures for bootstrapping
and usage of bootstrapped security association are defined in 3GPP TS 33.220 [5]-ard-3GPRPFS33.221{6].

This specification is a part of the Generic Authentication Architecture (GAA) specification series.

The diameter based implementation is based on re-usage of Cx interface Multimedia-Auth-Request/Answer messages
originally between CSCF and HSS. These messages are defined in 3GPP TS 29.229 [3]. The 3GPP IMS mobility
management uses the same definitions between CSCF and HSS. The present document defines how the defined
messages are used with the bootstrapping and GAA application procedures (e.g. subscriber certificates) and the
application logic that is needed in GAA network elements (BSF, HSS, and NAF).
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Figure 1.1 depicts the relationships of these specifications to the other specifications.

- .
GAA System Description TR 33.919 IMS h
Stage 2
GAA GBA TS 33.220 TS 23.228
3GPP < 4
IMS MM
Stage 3 TS 29.228
Cx D
U\ﬂ:}: IMS Cx Diameter message definitions
3GPP TS 29.229
Diameter Base Protocol RFC 3588
IETF SCTP
IP

Figure 1.1: Relationships to other specifications

Figure 1.2 provides an informal overall quick introduction to the whole signalling proceduresin GAA system. The
important identifiers are marked bold and optional dataitems are italicised. The Ub and Ua interfaces, not defined in

thisTS, aresimplified.
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GAA Security
Domain

(1) —IMPI—>» (2) IMP1—>»
Ub } BSF } Zh

B-TID (4) AV*, IMPI
‘Key-Lifetime T (?) < GUSS(USS*(UIDY) 3)

USS*(UID*)
B-TID I ME-Ks-naf

. GSID* " Zn Key-Lifetime
NAF-Hosthame UICC-Ks-naf
IMPI
v
(6) [9] if needed:
(5) —B-TID, uD>» ;
Ua {_Auth.Proxy @ Sh, GUP, etc.
D NAF Servers
GAA Application

Domain

Bold=Important Identity. Italic=optional items. Ub and Ua interfaces are simplified.

GAA Security
Domain
(1) —IMPI—> 2) — IMPI—>»
B-TD (4 L T T LA
Key-Lifetime T ‘ GUssUss+UIDY)~ @)
511D USS*UID*)
ﬂ r fffff — - ——  ME-Ks ———T ]—
UE ApPI-ID*  7n wev.ifetime HSS
| NAF-Hostname UICC-Ks i
IMPI
v
(6) [9] if needed:
(5) —B-TID, UIDp . szl
Ua @H‘h;’?!?,xf@ SERe
<« 3 NAF Servers
®) - GAA Application
Domain

Bold=Important Identity. Italic=optional items. Ub and Ua interfaces are simplified.

Figure 1.2: The whole signalling procedure in GAA system
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2 References

The following documents contain provisions that, through reference in this text, constitute provisions of the present
document.

» References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

» For aspecific reference, subsequent revisions do not apply.

» For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
aGSM document), a non-specific reference implicitly refers to the latest version of that document in the same
Release as the present document.

[1] IETF RFC 3588, “Diameter Base Protocol”.

[2] 3GPP TS29.228: “IP Multimedia (IM) Subsystem Cx and Dx Interfaces; Signalling flows and
message contents’.

[3] 3GPP TS 29.229: “Cx and Dx interfaces based on the Diameter protocol”.

[4] 3GPP TR 33.919 “Generic Authentication Architecture (GAA); System Description (rel-6)”.

[5] 3GPP TS 33.220 “ Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (rel-
6)”.

[6] 3GPP TS 33.221 “Generic Authentication Architecture (GAA); Support for Subscriber Certificates (rel-
6)".

[7] 3GPP TS 24.109: “Bootstrapping interface (Ub) and Network application function interface
(Ua);Protocol details’.

[8] 3GPP TS 29.230: “Diameter applications, 3GPP specific codes and identifiers (rel-6)”

[9] IETF RFC 3589: “Diameter Command Codes for Third Generation Partnership Project (3GPP) Release
5".

[10] 3GPP TS 23.008: “Organisation of subscriber data”

[11] 3GPP TS 33.222: " Generic Authentication Architecture (GAA); Access to network application

functions using secure hypertext transfer protocol (HTTPS) (rel-6)".

3 Definitions, symbols and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TS 23.008 [10], 3GPP TR 33.919 [4]
and ; 3GPP TS 33.220 [5]-ard-3GPRPFS-33:221{6} apply with following additions.

Bootstrapping infor mation (Bootstrapped data) in a BSF consists of a bootstrapping transaction identifier (B-TID), akey
material (Ks_Ks ME, Ks UICC), the key lifetime (expiry time), the IMPI and the GUSS (if received from HSS) with BSF
control information.-ane-is-tdentiHied-by-B-HD. Each bootstrapping procedure creates a bootstrapped data entity with B-
TID asretrieval key.

NAF specific Bootstrapping infor mation transferred from a BSF to a NAF contains NAF and its service specific parts
from bootstrapped data and needed key information derived from the bootstrapped data.

GAA application is—anis an application that uses the security association created by GBAA Bootstrapping procedure.
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Service/Application. The term service is used here in its common meaning. A service is something that a MNO offers

to subscribers. GAA Services are identified by GAA Service Identifier. In stage 2 documents ([4], [5], [6] and [11]) the
term application is used in the same meaning i.e. MNOs offer applications to subscribers. Thereis areason to avoid the
usage of the term application here. The application is an already reserved term in Diameter. In Diameter applications
are identified by Application Identifiers.

3.2 Symbols

For the purposes of the present document, the terms and definitions given in 3GPP TS 23.008 [10].FR-29-22913};
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3.3 Abbreviations

For the purposes of the present document, the following abbreviations apply:

Authentication Vector. 3GPP AV=[RAND,AUTN,XRES,CK,IK].

BSF is hosted in a network element under the control of an MNO.

Full Qualified Domain Namein URI (e.g. http://FQDN:80)

Operator-controlled network application function functionality.
NAF is hosted in a network element under the control of an MNO.

In Diameter header indicates that the message is a Request.

AK Anonymity Key

AKA Authentication and Key Agreement
AUTN Authentication token

AV

AVP Attribute-Vaue-Pair in Diameter messages.
BS BootStrapping Procedure

BSF Bootstrapping server functionality
B-TID Bootstrapping Transaction Identifier
CA Certificate Authority

CK Confidential Key

FQDN

GAA Generic Authentication Architecture
GBA Generic Bootstrapping Architecture
GUSS GBAA User Security Settings

GSID GAA Service Identifier

HSS Home Subscriber System

IK Integrity Key

IMPI IP Multimedia Private lIdentity

IMPU IP Multimedia Public Identity

Ks Key Material

ME-Ks Mobile Equipment Key Material
ME-Ks-naf ME-Ks for a specific NAF

MNO Mobile network operator

NAF

RAND Random challenge in authentication
REQ

SCTP Stream Control Transmission Protocol
SSC Subscriber Certificate Procedure

Ua UE-NAF interface for GAA applications
Ub UE-BSF interface for bootstrapping

UE User Equipment

UICC-Ks UICC Key Material

UICC-Ksnaf ~ UICC-Ksfor aspecific NAF

uUss User Security Settings (a part of GUSS)
XRES Expected response in authentication

Zh BSF-HSS interface for bootstrapping procedure
Zn

BSF-NAF interface for GAA applications.
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4 GBAA Bootstrapping Zh interface

4.1 Generic bootstrapping network architecture

The network architecture of the Bootstrapping procedure is presented in Figure 4.1. The interface Ub (bootstrapping) is

defined in 3GPP TS 24.109 [7] and the interface Zh in this specification.

UE

BSF

HSS

Figure 4.1: Network architecture of bootstrapping procedure

The protocol stack of the Zh interface in Bootstrapping procedure is presented in Figure 4.2. The Diameter Base
protocol isdefined in [1] and the Diameter application in 3GPP TS 29.229 [3]. The requirements for Zh interface are

defined in 3GPP TS 33.220 [5].

BSF HSS
Zh Zh
application logic application logic
in BSF in HSS BSF HSS
; : Bootstrapping Bootstrapping
Diameter Diameter application logic application logic
application application I el 1l iz
! ! Diameter Diameter
Diameter Diameter application application
Base Protocol Base Protocol Diameter Diameter
SCTP SCTP Bast; CP;ol:t’ocol Baseé- CF:‘-rrol::ocol
P Zh IP P Zh 1P

Figure 4.2: Protocol stack of zZh interface
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4.2 Protocol Zh between BSF and HSS

The requirements for Zh interface are defined in 3GPP TS 33.220 [5].

The Bootstrapping Zh interface performs the retrieval of an authentication vectors and possibly GBAA User Security
Settings from the HSS. The overall Bootstrapping procedure is depicted in Figure 4.3. The basic procedure is:

A) A UE starts the bootstrapping procedure by protocol Ub with a BSF giving the IMPI of the user (see 3GPP TS
24.109 [7]).

B) The BSF starts protocol Zh with user’ sHSS

»  The BSF requests user’s authentication vectors and GBAA User Security Settings(GUSS) corresponding to
the IMPI.

*  TheHSS supplies to the BSF the requested authentication vector(s) and GUSS GAA-UserSecSettings (if
any).

C) The BSF continues the protocol Ub with the UE (see 3GPP TS 24.109 [7]).
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uUb

UE
|

If non-IMS subriber,
generates IMPI from IMSI

———Bootstrapping-Request (IMPI)—»]

Bootstrapping-Answer
(realm,nonce,algorithm)

BSF

Zh
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3. Bootstrapping-Answer
<(RAND,AUTN,XRES,CK,IK,—
GBA-UserSecSettings)

4. BSF stores bootstrapped
data tuple for IMPI.

The rest of the Boostrapping procedure

-1 Bootstrapping-Request*

(IMPI )

HSS

2. HSS generates AVs and
fetches GUSS for IMPI.

UE
\

If non-IMS subriber,
generates IMPI from

IMSI ‘

Bootstrapping-Request (IMP1)—»;

Ub BSF

Zh

(IMPI)

HSS

| 1. Multimedia-Auth-Request |

2. HSS generates AV and
fetches GUSS for IMPI.

Bootstrapping-Answer
(realm,nonce,algorithm)

information tuple for IMPI.

The rest of the Boostrapping procedure ‘

3. Multimedia-Auth-Answer
I« (RAND,AUTN,XRES,CK,IK, —
GAA-UserSecSettings)

4. BSF stores bootstrapping

Figure 4.3: The GBAA bootstrapping procedure

The steps of the bootstrapping procedure in Figure 4.3 are:

Step 1

The BSF shall send the following Bootstrapping-Reguest to the HSS in the format of Multimedia-Auth-Request (MAR)
message. The content of the message is given below in the same format asin 3GPP TS 29.229 [3]. The curly brackets
indicate mandatory AV Ps. The square brackets indicate optional AVPs. The “address of” refers to the Fully Qualified

Host Name (FQDN).
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<Mul ti nedi a- Aut h- Request > :: =<Di anet er Header: 303, TBD, REQ >
< Session-Id >

{ Vendor-Specific-Application-1d }
{ Aut h-Session-State } ; NO_STATE_MAI NTAI NED
{ Origin-Host } ; Address of BSF
{ Oigin-Realm} ; Real m of BSF
{ Destination-Realm} ; Real m of HSS
[ Destination-Host ] ; Address of the HSS
{ User-Nane } ; IMPL from UE
[ Sl P-Nunber- Aut h-1tens]
*[ AVP ]
*[ Proxy-Info ]
*[ Route-Record ]

The content of mandatory Vendor-Specific-Application-I1D according [1] is:

<Vendor - Speci fi c- Appl i cati on-1d>: : =<AVP header: 260>

1* [ Vendor-1d] ; 3GPP is 10415
0*1 {Aut h- Application-Id} ; Zh Application id
0*1 {Acct- Application-Id} ; Omtted

When determining the value of Destination-Host AV P the BSF can use redirector function (SLF) to resolve the address
of the HSS if needed (see 3GPP TS 29.229 [3]). The BSF shall set the Auth-Session-State AVP to
NO_STATE_MAINTAINED to inform that the HSS does not need to maintain any status information for this session
according 3GPP TS 29.229 [3]. The User-name isthe IMS Private User Identity (IMPI) asrequired in 3GPP TS 29.228
[2]. The BSF shall set the number (onezero or more) of the ordered authentication vectors to the SIP-Number-Auth-
Items according 3GPP TS 29.229 [3].

Step 2

When the HSS receives the MAR message, the HSS shall derive the user Authentication Vectors (AV) information
according the IMPI and populatesit into SIP-Auth-Data AV P as defined in 3GPP TS 29.229 [3]. Fhe|f GUSS exists for
the IMPI, the HSS shall aso fetch the GU SSGAA-UserSeeurity-Settings -into the GABA-UserSecSettings AVP.

The MAR/MAA sequence in the Zh interface must not change possible status information of the possible
simultaneously ongoing IMS MM application sessionsin the HSS.

If the User-Name (IMPI) from the BSF istotally unknown to the HSS, the error situation 5401 israised. If the IMPI is
known, but there is no valid GBAA subscription in the HSS (i.e. no GBAA-UserSecSettings data available), the error
situation 5402 is raised.

Step 3

The HSS shall send the following Bootstrapping-Answer message in the format of Multimedia-Auth-Answer (MAA)
message back to the BSF.

< Mul tinedi a- Aut h- Answer> ::= < Di aneter Header: 303, TBD >
Session-1d >

N

{ Vendor- Specific-Application-Id }

[ Result-Code ]

[ Experimental - Resul t]

{ Auth-Session-State } ; NO_STATE_MAI NTAI NED
{ Origin-Host } ; Address of HSS
{ Oigin-Realm} ; Real m of HSS

[ User-Nane ] ;1T MPI

[ SIP-Nunber-Auth-ltens ]

*[ SIP-Auth-Data-Item ]

[ GBAA-User SecSettings ] ; @QUSS

*[ AVP ]

*[ Proxy-Info ]
*[ Route-Record ]

The HSS shall set the mandatory Auth-Session-State AVP to NO_STATE_MAINTAINED because the HSS does not
maintain any state information about this session and the BSF does not need to send any session termination request
3GPP TS 29.229 [3]. The User-name AVP (IMPI) may be sent back for checking. The required authentication vectors
are send in the SIP-Auth-Data-I1tems AV Ps and the number of these items shall be set to the AVP SIP-Number-Auth-
Items AVP. The security settings of user’s all GAA applications are sent in GBAA-UserSecSettings AVP.
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Step 4.

When the BSF receives the MAA message, the BSF generates the needed key material (Ks, ME-Ks and optionally
UICC-Ks) from confidential key (CK) and integrity key (1K) as described in 3GPP TS 33.220 [5] and stores temporarily
the tuple <IMPI,Ks Ks-ME,[Ks-UICC],GBAA-UserSecSettings> for further usein GAA applications. Therest of the
bootstrapping procedure in Ub interface will later add also the bootstrapping transaction Identifier (B-TID) to that
tuple as key and the key lifetime (expiry time).

5 GAA Application Zn interface

5.1 Applications’ network architecture

The network architecture of the GAA applications procedure is presented in Figure 5.1. The 3GPP GAA applications
are I|sted in annex B leferent GAA appllcatlons may |mpl ement the Uainterface in different way. Fhe Uatnterfaceof
. ! yapte: The Zn interfaceis defined in

th|s speC|f|cat|on

UE —Ua— NAF —/N— BSF

Figure 5.1: Network architecture of GAA application

The protocol stack of the Zn interface for GAA applications {e-g—Subscriber-Certificate) is presented in Figure 5.2. The
diameter Base protocol is defined in [1] and the Diameter application in 3GPP TS 29.229 [3]._The requirements for Zn
interface are defined in 3GPP TS 33.220 [5].

NAF BSF
Zn Zn
application logic application logic
in NAF in BSF NAF BSF
. . Subscr. Certific. Subscr. Certific.
Dla_met_er Dla_met_er application logic application logic
application application in NAF in BSF
Diameter Diameter Diameter Diameter
application application
Base Protocol Base Protocol Di .
iameter Diameter
SCTP SCTP Base Protocol Base Protocol
SCTP SCTP
P Zn P IP Zn IP

Figure 5.2: Protocol stack of Zn interface

5.2 Protocol Zn between NAF and BSF

The requirements for Zn interface are defined in 3GPP TS 33.220 [5].

The protocol Zn retrieves the key material an-adthenticationvector and possibly user security settings data by NAF
from BSF. After UE is authenticated with the BSF, every time the UE wants to interact with an NAF the following

steps are executed as depicted in Figure 5.3. The basic procedureis:

A) The UE starts protocol Uawith the earlier-bootstrapped NAF (see 3GPP TS 33.2201 [56])

* Ingenera, the UE and the NAF will not yet share the key(s) required to protect protocol Ua. If they already
do, there is no need for the NAF to invoke protocol Zn.
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» Itisassumed that UE supplies sufficient information to NAF, i.e. e-g—athe Bootstrapping Transaction
Identifier (B-TID), to alow the NAF to retrieve specific key material (e.g. ME-Ksand UICC-Ks) from
BSF.

» The UE derivesthe keys required to protect protocol Ua from the key material.
B) The NAF starts protocol Zn with BSF

*  The NAF requests NAF specific key material corresponding to the information supplied by the UE to the
NAF (i.e. e.g—athe bootstrapping transaction identifier) in the start of protocol Ua.

*  The BSF generates and suppliesto the NAF the requested NAF specific key material, the key lifetime
(expiry time)- and the appropriate User Security Settings defined for received application identifiers.

C) The NAF continues protocol Uawith the UE (see 3GPP TS 33.221 [6])

Once the run of protocol Uais completed the purpose of bootstrapping isfulfilled as it enabled UE and NAF to run
protocol Uain a secure way.

The common GAA application {e.g—SubseriberCertificate) procedure is presented in Figure 5.3.



3GPP TS 29.109 v6.0.0 (2004-09)

CR page 15

UE uva| NAF

Zn BSF

by sending a B-TID.

. : - BSF has tuple:
UEknows: |  [{asecurity associaion <B-TID.IMPI Ks
<B- > created by bootstrappin —— T
B-TIDKs y Pping} ME-Ks, UICC-Ks,GUSS>
GUSS is
UE start the GAA application procedure GBA User Security Settings.

GSID is

<— (IMPI, ME-Ks-naf, UICC-Ks-naf, —|

GAA Service Indentifier.

1. Bootstrapping-Info-Request
( B-TID, GSID*, NAF-Hostname)

2. BSF checks the B-TID
and derives
ME-Ks-naf and UICC-Ks-naf

3. Bootstrapping-Info-Answer

Key-LifeTime, UserSecSetting* )

each others using ME-Ks

UE and NAF mutually authenticate

UE |ua| NAF zn BSF
| | |
UE knows: | {asecurity associaton | BSF has tuple:
<B-TID,Ks> crt‘aated by bootstrapping } <B-TID,IMPI,Ks,GUSS>
\

UE start the GAA application procedure GUSS is
by sending a B-TID.

GAA User Security Settings.

1. Multimedia-Auth-Request

(B-TID, Appl-ID, NAF-Hostname )

2. BSF checks the B-TID

and derives ME-Ks
3. Multimedia-Auth-Answer
- ( IMPI, ME-Ks, UICC-Ks, Key-LifeTime,—
UserSecSettings )

UE and NAF mutually authenticate
each others using ME-Ks

Figure 5.3: The GAA application procedure

The steps of the GAA application procedure in Figure 5.3 are;

Step 1

The NAF shall send a Bootstrapping-

Info-Request message in the format of Multimedia-Auth-Request (MAR)

message to the BSF. The content of the message is given here in the same format asin 3GPP TS 29.229[3]. The
curly brackets indicate mandatory AV Ps. The square brackets indicate optional AVP. The address refers to the

Fully Qualified Host Name (FQDN).
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| < Ml timedi a- Aut h- Request > :: =<Di anet er Header: 303, TBD, REQ >
< Session-Id >

{ Vendor-Specific-Application-1d }

{ Aut h-Session-State } ; NO_STATE_MAI NTAI NED

{ Origin-Host } ; Address of NAF

{ Oigin-Realm} ; Real m of NAF

{ Destination-Realm} ; Real m of BSF

[ Destination-Host ] ; Address of the BSF

* [ GAA-Service-ldentifier ] ; Application instance code
{ Transaction-ldentifier } ; B-TID

{ NAF- Host nane } ; FQDN of NAF as seen by UE
[ GBA U Awar eness- | ndi cator ] ; GBA U awareness of the NAF
*[ AVP ]

*[ Proxy-Info ]

*

[ Route-Record ]

The content of Vendor-Specific-Application-ID according [1] is:

<Vendor - Speci fi c- Appl i cati on-1d>:: =<AVP header: 260>

1* [ Vendor-1d] ; 3GPP is 10415
0*1 {Aut h- Application-Id} ; Zn Application id
0*1 {Acct- Application-Id} ; Omtted

The Destination-Realm AV P is set to the NAF s default BSF. When determining the value of Destination-Host
AVP in home network the NAF can use redirector function (SLF) to resolve the address of the BSF if needed
(see 3GPP TS 29.229 [3]). The derivation of the Destination-Host in the visited network case is FSS in the later
phases.

The NAF may set the Auth-Session-State AVP to NO_STATE_MAINTAINED to inform that the BSF does not
need to maintain any status information for this session according 3GPP TS 29.229 [3].

The NAF indicates the GAA servicesapphication-tastanee for which the information is retrieved by GAA-
Service-ldentifier AV Ps. The Bootstrapping Transaction Identifier defines the earlier bootstrapping procedure
execution.

Step 2

| In the successful case the BSF has atuple <B-TID,IMPI, KsME-Ks,UICC-KsKey lifetime, GBAA-
UserSecSettings> identified by Bootstrapping Transaction Identifier (B-TID). When the BSF receives the

‘ reguest it checks the existence and validity of the tuple for given B-TID. If checking fails the BSF sends an
Answer- message with Experimental-Result set to indicate the error type 5403. If the tuple for B-TID exists, but
isexpired, error type 5404 is send to indicate needs for renewal of the boostrapping procedure. In successful case
the Result-Code is set to 2xxx as defined in [1].

The BSF derives the user authentication vector information according the B-TID and packsin into SIP-Auth-
Data AVP defined in 3GPP TS 29.229 [3]. The BSF select correct user’s Security Settings according the

| request’s GAA-Service-ldentifier AVP to GBAA-UserSecSettings AVP. If the NAF has sent a GAA-Service-
Identifier that does not have corresponding user’s security settings, the error 5405 is raised.

The NAF may be addressed from the UE with different FQDNSs. The BSF shall check if this NAF-Hostname is
allowed to be used for the NAF. If the NAF identified by its Origin-Host AVP is configured in the BSF not to be
authorized to use the given NAF-Hostname, the BSF may raise the error situation 5407. The BSF may also be
configured so that a certain NAF is not authorized to use a certain GAA-Service-ldentifier. This situation may be
indicated by error code 5406.

Step 3

After that the BSF shall send a Bootstrapping-1nfo-Answer message in the format of the following Multimedia-
Auth-Answer (MAA) message back to the NAF.
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< Ml timedi a- Aut h- Answer> ::= < Di aneter Header: 303, TBD >
Session-1d >

Vendor - Speci fic-Application-1d }
Resul t - Code ]

Experi ment al - Resul t]

Aut h- Session-State } ;
Oi gi n-Host } ;

Origin-Real m} : Real m of BSF
User - Nane | ;1T MPI

ME- Key- Mat eri al ] ; Required

N

NO_STATE_MAI NTAI NED
Addr ess of BSF

U CC- Key- Material ] AppHeatier—Fype—-eCondi ti onal
Key-LifeTime ] Ti ne of expirytn—seconds
GBAA- User SecSettings ] Sel ect ed —USSs

[ AVP ]

[ Proxy-Info ]

[ Route-Record ]

PN L L E B e B R L P

The BSF should set the mandatory Auth-Session-State AVP to NO_STATE_MAINTAINED to inform that the
BSF does not require the NAF to maintain any status information. The BSF may or may not send the User-name
AVP (IMPI) according its configuration. The mandatory common key material with the ME (ME-Ks-naf) is sent
in the ME-Key-Material AVP. The common key material with the UICC (UICC-Ks-naf) is optionally sent in the
UICC-Key-Material AVP only if the GAA application type specific information received from Ub during the
bootstrapping procedure enables its generation. The Key-LifeTime AV P contains the expiry time of the
Bootsrapping information in the BSF according its configuration. The expiry time is represented in seconds that
have passed since January 1, 1970 00:00:00.000 GMT. _The BSF selects the appropriate User Security Settings
(if any) to the GBAA-UserSecSettings AV P from stored GBAA-UserSecSettings in Bootstrapping information
according the GAA-Service-ldentifier AVPsin the request message.

The procedure in the NAF when the MAA isreceived is described in 3GPP TS 33.220 [5], 3GPP TS 33.222 [11] and
optionally in GAA servicespplication type specific TSs.

6 Diameter application for Zh and Zn interfaces

6.1 Command-Code values

The Zh and Zn interfaces do not assign new Command-Codes.

The messagesin Zh and Zn interfaces use the same Command-Code value 303 as Multimedia-Auth-Request/Answer
messages defined in 3GPP TS 29.229 [3] for Cx interface.

6.2 Result-Code AVP values

This section defines new result code values that must be supported by all Diameter implementations that conform to this
specification. When one of the result codes defined here isincluded in aresponse, it shall be inside an Experimental -
Result AVP and Result-Code AVP shall be absent.

6.2.1 Success

Errorsthat fall within the Success category are used to inform a peer that arequest has been successfully compl eted.
The success category result codes defined in 3GPP TS 29.229 [3] for Cx interface are useless and therefore not required
in Zh and Zn interfaces.

6.2.2 Permanent failures

Errorsthat fall within the Permanent Failures category are used to inform the peer that the request failed, and should not
be attempted again.
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The Permanent failure category result codes defined in 3GPP TS 29.229 [3] for Cx interface are useless and therefore
not required in Zh and Zn interfaces.

6.2.2.1 DIAMETER_ERROR_IMPI_UNKNOWN (5401)

A message was received by the HSS for an IMPI that is unknown.

6.2.2.2 DIAMETER_ERROR_GUSS_UNKNOWN (5402)

A message was received by the HSS for an IMPI that does not have GAA subscription i.e. no GBAA-UserSecSettings
inthe HSS.

6.2.2.3 DIAMETER_ERROR_TRANSACTION_IDENTIFIER_UNKNOWN (5403)

A message was received by the BSF for an unknown Bootstrapping Transaction Identifier (B-TID).

6.2.2.4 DIAMETER_ERROR_TRANSACTION_IDENTIFIER_EXPIRED (5404)

A message was received by the BSF for a Bootstrapping Transaction Identifier (B-TID) that is already expired.

6.2.2.5 DIAMETER_ERROR_APPLICATION_ID_UNKNOWN (5405)

A message was received by the BSF for Application Identifier that is unknown i.e. it does not have any binding to an
USS belonging to the received B-TID.

6.2.2.6 DIAMETER_ERROR_SERVICE_ID_NOT_AUTHORIZED (5406)

A message was received by the BSF with an Service ldentifier identifying an USS that the NAF is not authorized to
receive.

6.2.2.7 DIAMETER_ERROR_HOSTNAME_NOT_AUTHORIZED (5407)

A message was received by the BSF from a NAF with NAF-Hostname that is not authorized to be used by the NAF.
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6.3 AVPs

The AVPsdefined in 3GPP TS 29.229 [3] for 3GPP IM S Cx interface Multimedia-Auth-Request/Answer messages are
used asthey are.

The following table describes the additional new Diameter AV Ps defined for the Zh and Zn interface protocol, their
AVP Code values, types, possible flag values and whether or not the AV P may be encrypted. The Vendor-l1d header of
al AVPs defined in this specification shall be set to 3GPP (10415).

Table 6.1: New Diameter Multimedia Application AVPs

AVP Flag rules
Attribute Name AVP | Section Value Type Must| May | Should | Must May
Code| defined not not Encr.
GBAA-UserSecSettings 400 | 6.3.1.1 OctedString M, V No
Transaction-ldentifier 401 | 6.3.1.2 OctetString M,V No
NAF-Hostname 402 | 6.3.1.3 OctetString M,V No
GAA-Service-ldentifier 403 | 6.3.14 OctedString M, V No
Key-LifeTime 404 | 6.3.15 TimeYnsigned32 |M,V No
ME-Key-Materia 405 | 6.3.1.6 OctedString M, V No
UICC-Key-Material 406 | 6.3.1.7 OctedString M, V No
GBA U-Awareness-Indicator | 407 | 6.3.1.8 Enumerated M.V No
NOTE 1: The AVP header bit denoted as ‘M’, indicates whether support of the AVP is required. The AVP header
bit denoted as 'V’ indicates whether the optional Vendor-ID field is present in the AVP header.

6.3.1 Common AVPs

6.3.1.1 GBAA-UserSecSettings AVP

The GBAA-UserSecSettings AVP (AVP code 400) is of type OctetString. If transmitted on the Zh interface it Fhis
AVP-contains a-set-of-GBA user security settings (GUSS). If transmitted on the the Zh interface it contains the relevant
USSs only. The content of GBAA-UserSecSettings AVP isa XML document which is defined in annex A.

6.3.1.2 Transaction-ldentifier AVP

The Transaction-ldentifier AVP (AVP code 401) is of type OctetString. This AV P contains the Bootstrapping
Transcation Identifier (B-TID).

6.3.1.3 NAF-Hostname

The NAF-Hostname AVP (AVP code 402) is of type OctetString. This AVP contains the full qualified domain name
(FQDN) of the NAF that the UE uses. This may be a different domain name that with which the BSF knows the NAF.
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6.3.1.4 GAA-Service-ldentifier AVP

The GAA-Service-identifier AVP (AVP code 403) isof type OctedString. Thl s AVP mforms aBSF about the wpgort
of a GAA-service by the NAFwhi < .
According this AVP the BSF can select the r|ght appl|cat|on S user secunty settl ngs

6.3.1.5 Key-LifeTime AVP

The Key-LlfeTlme AVP (AVP code 404) |sof type TlmeUHSIgnedsz ThIS AVP informs the NAF about the expiry time
of the key. -1 -00:00.000- GMT-

6.3.1.6 ME-Key-Material AVP

The required ME-Key-Material AVP (AVP code 405) is of type OctetString. The NAFBSF is sharing this key material
(ME-Ks-naf) with the Mobile Equipment (ME).

6.3.1.7 UICC-Key-Material AVP
The condition UICC-Key-Material AVP (AVP code 406) is of type OctetString. The NAFBSF may share this key

material (UICC-Ks-naf) with a security element (e.g. USIM, ISIM, etc.) in the UICC. Only some GAA applications
use this conditional AVP.

6.3.1.8 GBA U-Awareness-Indicator

The conditional GBA U-Awareness-Indicator AVP (AVP code 407) is of type Enumerated. The following values are
defined.

NO (0) Thesending nodeis not GBA U aware

YES(1) Thesending nodeis GBA U aware

The default valueis 0 i.e. absence of this AV P indicates that the sending node is not GBA U aware.
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e BEGIN NEXT CHANGE *****

Annex A (normative):
GBAA-UserSecSettings XML definition

This annex contains the XML schema definition for an XML document carrying the GBAA User Security Settings
inside GBAA-UserSecSettings AVP in Zh and Zn interface.

<?xm version="1.0" encodi ng="UTF-8""?>
<xs:schema t ar get Namespace="guss- schema- of - 3gpp- gaa"
xm ns: t ns="guss- schema- of - 3gpp- gaa"
xm ns: xs="http://ww.w3. org/ 2001/ XM_Scherma"
el enent For mDef aul t =" qual i fi ed"
attri but eFor mDef aul t ="unqual i fied">

<l-- This inport brings in the XM | anguage attribute xm :|ang-->
<xs:inport namespace="http://ww. w3. org/ XM_/ 1998/ nanespace"
schemaLocati on="http://ww. w3. org/ 2001/ xm . xsd"/ >

<l--— The whol e user’s GBAA specific data set -->
<XS: conplexType nane—"“guss"i>
<Xs:sequence>
| <xs:el ement ref=""ussList""/>

</ Xxs: sequence>
| <xs:attribute name="%id"> type="“xs:string"*/
</ xs: conpl exType>

<l--— List of all users individual User Security Settings ---—>
<xs: conmpl exType nane="“ussLi st
<XsS:sequence niancurs—"“O"irnabecurs—"“unbounded"”

<xs: el enent ref="*uss"2/>
</ Xxs: sequence>
</ xs: conpl exType>
<l--— User Security Setting data -->
<xs: conpl exType name="*"*uss"*>

<XS:sequence>
<xs: el ement ref—"“U|ds"”/>
<xs: el enent nane—"“flags
</ xs: sequence>
<xs:attribute name="%id"> use="“required"> type="“xs:string"%/>
<xs:attribute nane—"itype"” use="“required"> type="*xs:int">/>
</ xs: conpl exType>

<l--— User Public ldentities for authentication -->
<xs: conmpl exType name="*“ui ds">>
<xs:sequence m nQccurs="“1"~ maxQccur s="*unbounded":
<xs: el ement name="*ui d"’— type="“xs:string"%/>
</ Xxs: sequence>

</ xs: conpl exType>

"o "o

"o

<!--— GAA Application type specific Authorization flag codes -->
<xs:conpl exType nanme=""“f|ags"*>>
<xs:sequence m nCccurs="“0"~ maxCccur s="“unbounded"*>

<xs: el ement nanme=“fl ag” type—"“xs |nt"”/>
</ xs: sequence>
</ xs: conpl exType>
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</ xs: schenmn>

The values are:

The value of the attribute “id” in the element “guss’ is the the same as user’s IM Private Identity (IMPI)
used in User-Name AVP.

The value of the attribute “id” in the element “uss’ is the same as service identifier (GSID) used in GAA-
Service-ldentifier AVP.

The value of attribute “type” in the element “uss’ is GAA service appheation type code defined in annex B.
Values of the element “uid” are user’s public authentication identities from the HSS.

Vaues of element “flag” are user’s authorization flag codes from the HSS for GAA serviceapphication type
indicated in the type attribute in the parent uss element. If an authorization flag exist the NAF have
permission to give the corresponding service, otherwise not.

In the following illustrative example the values are italised and underlined. The content of one User Security Setting
tag is boxed.

| <guss id="“358500004836551@ ns. mc050. ncc358. 3gppnet work. org">>
<usslLi st >

<uss id="“1234567890"™ type="“1"">
<ui ds>
<ui d>t el : 358504836551</ ui d>
<ui d> auri.l aitinen@okia.conx/uid>

</ ui ds>
<fl ags>
<flag>1</fl ag>

</l ags>
</ uss>

</ uss'l:i st >

</ guss>

The above GAA User Security Settings example for user “ 358500004836551@ ims.mnc050.mcc358.3gppnetwork.org”
| defines that for PKI-Portal (GAA serviceapphication type codeis 1) services are allowed for user identities

“te]: 358504836551 and “lauri.laitinen@nokia.com” and authentication is allowed (flag 1 exists) but non-repudiation is

not allowed (flag 2 is missing) to NAFs that provide the GAA service identified by “1234567890” GAA Service

Identifier. The BSF shall not generate UICC K, because uiccType is missing. A special key lifetime defines that a

special expiry time 3 313 548 123 seconds after 0h UTC on 1 January 1900 is used instead of value in conficuration in

the BSF.




3GPP TS 29.109 v6.0.0 (2004-09) CR page 23

Annex B (normative): GAA ServiceApplication-type codes

The GAA ServiceAppheation Type code values are used in GAA to indicate interpretation, coding and usage of GAA
serviceapphieation type specific data.

FeeexampleeEeach GAA serwceaepneatlen type may have their own set of authorization flagswhich-eanihg-and
tren. There may also be proprietary GAA serviceappheation

typeﬁ W|th their own defi nltlons in the future

Code values 0 — 999999 are reserved for standardized GAA servicespphication types.
The following values are defined for standardized GAA servicespphication types with 3GPP specification:

Unspecific serviceapplication
PKI-Portal

Authentication Proxy
Presence

MBMS

A WNEFLO

Default value is 0. An unspecific serviceapplieation may or may not have user security settings containing or not alist
of public identities. An unspecific serviceapplication cannot have specified authorization flags or other
serviceappheation type specific data.

*kkkk END CHANGE *kkkk
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2 BEGIN NEXT CHANGE ****

3B Data related to Generic Authentication Architecture

The Generic Authentication Architecture (GAA) is independent from CS/PS and |M domains, but it requires a
subscription in the HSS for every its users at least in one of the domains for generation of authentication vectors. The
need for a GAA specific subscriptiondatain the HSS for GAA specific user identities and/or authorization controlsis
GAA application dependingent. At the same time, GAA shall not be considered as a separate domain in the same sense
as the notion of a“domain” is considered for CS and PS.

The Generic Authentication Architecture is defined in 3GPP TS 33.220 [58] and 3GPP TS 29.109 [59]. For data related
to GAA, see also the definition of Private User Identity in chapter 3.1.1.

3B.1 GAA Service Type

The GAA Service Typeis an enumerated integer, which is defined in 3GPP TS 29.109 [58].

The GAA Service Typeis permanent subscriber dataand is stored in the HSS, BSF and NAF.

3B.2 GAA Service ldentifier

The GAA Service Identifier (GSID) is an integer, which uniguely identifies a GAA Service. For example a set of NAFs
belonging to a certain GAA Service Type and owned or managed by a certain operator may provide the same operator
specific service and they may use the same GAA Service |dentifier to identify their services to BSF. The owner of the
user's home HSS may define different GAA Authorization flags and allowed Private User |dentities for each GAA
Service |dentifiers separately.

The GAA Service ldentifier is permanent subscriber data and is stored in the HSS, BSF and NAF.

3B.3 GBA User Security Settings

The GBA User Security Settings (GUSS) isidentified by a Private User Identity. The GBA User Security Settings
contains optional BSF control information (i.e., UICC Security Type and optional Key Lifetime) and a set of User
Security Setting (USS).

The GBA User Security Settings is permanent subscriber data and is stored in the HSS, and the BSF.

3B.4 User Security Setting

The User Security Setting (USS) is unique identified by a combination of Private User |dentifiers (IMPI) and GAA
Service ldentifiers (GSID). The User Security Setting contains alist of allowed public indentities for the service and
possible authorization flags. No duplicates are allowed.

The User Security Setting is permanent subscriber data and is stored in the HSS, BSF and NAF.

3B.5 User Public Identity

The User Public Identity (UID) is afreely defined string that can be used as user’ s public identity in a GAA application.
A list of allowed User Public Identitiesis stored for each GAA Service Subscription. A User Public Identity may be
connected to several GAA Service Subscription.

The User Public |dentity is permanent subscriber dataand is stored in the HSS, BSF and NAF.

3B.6 GAA Authorization flag

The GAA Authorization flag is a GAA Application specific integer code, which authorizes a defined security operation
in the GAA application. A list of allowed operationsis stored for each GAA Service Subscription.
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The GAA Authorization flag is concatenated from GAA Application Type code and GAA Application Type specific
operation code in range 00-99. The value of a GAA Authorization flag is a sum of 100* (GAA-Application-Type
Code)+(GAA-Application-Type specific operation code). The values of GAA Authorization flags operation code can be
therefore specified separately for each GAA application in their specifications.

The Authorization Flag is permanent subscriber data and is stored in the HSS, BSF and NAF.

3B.7 Bootstrapping Transaction Identifier

The Bootstrapping Transaction |dentifier (B-T1D) identifies the security association between a BSF and a UE after a
bootstrapping procedure in GAA. According [57] the B-TID value shall be also generated in format of NAI by taking
the base64 encoded RAND value [60] and the BSF server name, i.e. base64 encoded

(RAND)@BSF servers domain_name.

The Bootstrapping Transaction |dentifier istemporary subscriber data and is stored in the BSF and NAF.

3B.8 Key Lifetime

Key Lifetimeis an integer which defines the expiry time of bootstrapping information in BSF in seconds passed since
January 1, 1970 00:00:00.000 GMT.

The Key Lifetimeistemporary subscriber dataand is stored in the BSF and NAF.

3B.9 UICC Security Type

The UICC Security Type indicates the allocation of security procedure inside a User Equipment i.e. are security
applications executed entirely inside mobile equipment or also in UICC .

The values of UICC Security Type are defined in TS 29.109 [59]

The UICC Security Type is permanent subscriber dataand is stored in the HSS and BSF.
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5.3 IP Multimedia Service Data Storage

Table 5.3: Overview of data used for IP Multimedia services

PARAMETER | Subclause | HSS | S-CSCF | IM-SSF | BSF NAF TYPE
rivate Uger Identity 3.1.1 M M M P
ublic Identity 3.1.2 M M P
arring Indication 3.1.3 M M P
ist of authorized visited network identifiers 3.14 M - P
egistration Status 3.21 M - T
-CSCF Name 3.2.2 M - T
iameter Client Address of S-CSCF 3.2.3 M - T
iameter Server Address of HSS 3.24 - M - T
AND, XRES, CK, IK and AUTN 331 M C T
erver Capabilities 3.4.1 C C P
ubscribed Media Profile Identifier 351 C C P
nitial Filter Criteria 3.5.2 C C P
pplication Server Information 353 C C - P
ervice Indication 354 M - P
rimary Event Charging Function Name 3.7.1 C C - P
econdary Event Charging Function Name 3.7.2 C C - P
rimary Charging Collection Function Name 3.7.3 M M P
econdary Charging Collection Function Name 3.74 C C - P
smSCF address for IM CSI 3.84 C - P
M-SSF address for IM CSI 3.85 C - T
-IM-CSI 3.8.1 C - C P
T-IM-CSI 3.8.2 C C P
-IM-CSI 3.8.3 C - C P
smSCF address for IM CSI 3.84 C - - P
M-SSF address for IM CSI 3.85 C - - T
-AA-Application—Type 9% M M M P
—AA-Serjice-ldentifier 392 M M M P
—AA-Serjice-Subscription 393 M M M P
-ser-Public-ldentity 394 M M M P
—AA-Authorization-flag 395 M M M P
-ootstrapping Transaction-ldentifier 3.9.6 M M M T
—ey-Lictpe 397 M M M F
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o BEGIN CHANGE ****

54 Generic Authentication Architecture Service Data Storage

Table 5.4: Overview of data used for GAA services

PARAMETER | Subclause | HSS | BSE | NAF | TYPE
Private User ldentity 3.1.1 M M C P
GAA Service Type 3B.1 M M M P
GAA Service Identifier 3B.2 M M M P
GBA User Security Settings 3B.3 M M P
User Security Setting 3B.4 M M M P
User Public Identity 3B.5 M M M P
GAA Authorization flag 3B.6 C C C P
Bootstrapping Transaction Identifier 3B.7 M M T
Key Lifetime 3B.8 C M M P
UICC Security Setting 3B.9 C C P

The possible user’'s GBA User Security Settings (GUSS) are stored in HSS with User Private |dentifier (IMPI) as
retrieval key.

The bootstrapping procedure creates a bootstrapping information entity to the BSF with B-TID as retrieval key.

*++x END CHANGE ****
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**** First modified section ****

1.1.1 Normative references

The following documents contain provisions which, through reference in thistext, constitute provisions of the present
document.

» References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

» For aspecific reference, subsequent revisions do not apply.

» For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
aGSM document), a non-specific reference implicitly refers to the latest version of that document in the same
Release as the present document.

[1] 3GPP TS 21.905: "3G Vocabulary".

[2] 3GPP TS 23.008: " Organization of subscriber data".

[3] 3GPP TS 23.060: "General Packet Radio Service (GPRS); Service description; Stage 2"

[4] 3GPP TS 23.070: "Routeing of calls to/from Public Data Networks (PDN)".

[5] 3GPP TS 24.008: "Mobile Radio Interface Layer 3 specification; Core Network Protocols; Stage
3"

[6] 3GPP TS 29.060: "GPRS Tunnelling protocol (GPT) across the Gn and Gp interface'.

[7] 3GPP TS 43.020: "Digital cellular telecommunications system (Phase 2+); Security related
network functions’.

[8] void

9 3GPP TS51.011: " Specification of the Subscriber Identity Module - Mobile Equipment (SIM -
ME) interface".

[10] ITU-T Recommendation E.164: "The international public telecommunication numbering plan®.

[11] ITU-T Recommendation E.212: "The international identification plan for mobile terminals and
mobile users’.

[12] ITU-T Recommendation E.213: "Telephone and ISDN numbering plan for land Mobile Stationsin
public land mobile networks (PLMN)".

[13] ITU-T Recommendation X.121: "International numbering plan for public data networks".

[14] IETF RFC 791: "Internet Protocol".

[15] IETF RFC 2373: "IP Version 6 Addressing Architecture”.

[16] 3GPP TS 25.401: "UTRAN Overall Description".

[17] 3GPP TS 25.413: "UTRAN lu Interface RANAP Signalling”.

[18] IETF RFC 2181 "Clarifications to the DNS Specification”.

[19] IETF RFC 1035: "Domain Names - Implementation and Specification”.

[20] IETF RFC 1123: "Requirements for Internet Hosts -- Application and Support”.

[21] IETF RFC 2462: "|Pv6 Stateless Address Autoconfiguration”.

3GPP



[22] IETF RFC 3041: "Privacy Extensions for Stateless Address Autoconfiguration in IPv6".

[23] 3GPP TS 23.236: "Intra Domain Connection of RAN Nodes to Multiple CN Nodes".

[24] 3GPP TS23.228: "IP Multimedia (IM) Subsystem — Stage 2"

[25] IETF RFC 2486: "The Network Access Identifier"

[26] IETF RFC 3261: "SIP: Session Initiation Protocol"

[27] 3GPP TS 31.102: " Characteristics of the USIM Application.”

[28] void

[29] 3GPP TS 44.118: "Radio Resource Control (RRC) Protocol, lu Mode".

[30] 3GPP TS 23.073: "Support of Localised Service Area (SoLSA); Stage 2"

[31] 3GPP TS 29.002: "Mobile Application Part (MAP) specification”

[32] 3GPP TS 22.016: "International Mobile Equipment Identities (IMEI)"

[33] void

[34] void

[35] 3GPP TS 45.056: "CTS-FP Radio Sub-system”

[36] 3GPP TS 42.009: " Security aspects’ [currently not being raised to rel-5 — Pete H. looking into it]

[37] 3GPP TS 25.423: "UTRAN Iur interface RNSAP signalling”

[38] 3GPP TS 25.419: "UTRAN Ilu-BC interface: Service Area Broadcast Protocol (SABP)"

[39] 3GPP TS 25.410: "UTRAN lu Interface: General Aspects and Principles’

[40] ISO/IEC 7812: "ldentification cards - Numbering system and registration procedure for issuer
identifiers'

[41] 3GPP TS 31.102 " Characteristics of the USIM Application”

[42] 3GPP TS 33.102 "3G security; Security architecture”

[43] 3GPP TS 43.130: "lur-g interface; Stage 2"

[45] IETF RFC 2806: "URLsfor Telephone Calls’

[46] 3GPP TS 44.068: "Group Call Control (GCC) protocol”.

[47] 3GPP TS 44.069: "Broadcast Call Control (BCC) Protocol ".

[48] 3GPP TS 24.234: "3GPP System to WLAN Interworking; UE to Network protocols; Stage 3".

[49] |ETF Internet-Draft: "Network Discovery and Selection within the EAP Framework". draft-
adrangi-eap-network-discovery-and-sel ection-00, work in progress.

[50] IETF Internet-Draft: "EAP AKA Authentication”. draft-arkko-pppext-eap-aka-11, work in
progress.

[51] |ETF Internet-Draft: "EAP SIM Authentication”. draft-haverinen-pppext-eap-sim-12, work in
progress.

[52] 3GPP TS 23.246: "Multimedia Broadcast/M ulticast Service (MBMS); Architechture and
functional description”

[53] IETF Internet-Draft: 'The Network Access |dentifier'.draft-arkko-roamops-rfc2486his-00, work in
progress.

3GPP



[54] IETF RFC 2279: "UTF-8, atransformation format of 1SO 10646".

[55] 3GPP TS 33.234: "Wireless Local Area Network (WLAN) interworking security”.

[56] IETF Internet-Draft: 'The Network Access Identifier'.draft-arkko-roamops-rfc2486bis-00, work in
progress.

[xx] 3GPP TS 33.221 “Generic Authentication Architecture (GAA); Support for Subscriber Certificates (rel-
6)".

**** Second modified section ****

X Numbering, addressing and identification within the
GAA subsystem
x.1 Introduction

This clause describes the format of the parameters needed to access the GAA system. For further information on the use
of the parameters see 3GPP TS 33.221 [xx]. For more information on the ".3gppnetwork.org" domain name and its
applicability, see Annex D of the present document.

X.2 BSF address

The UE shall discover the address of the BSF (BootStrapping Function) from the identity information related to the
UICC application that is used during bootstrapping procedure, i.e., IMS| for USIM, or IMPI for ISIM the following

way:
- Inthe case where the USIM is used in bootstrapping, the address information shall be derived as follows:

1. takethefirst 5 or 6 digits, depending on whether a2 or 3 digit MNC is used (see 3GPP TS 31.102 [1])
and separate them into MCC and MNC; if the MNC is 2 digits then a zero shall be added at the

beginning;

2. usethe MCC and MNC derived in step 1 to create the "bsf.mnc<M N C>.mcc<M CC>.3gppnetwork.org"
domain name;

3. add the label "bsf." to the beginning of the domain.

Example 1: If IMSI inuseis"234150999999999", where MCC=234, MNC=15, and M SIN=0999999999,
the BSF address would be "bsf.mnc015.mcc234.3gppnetwork.org”.

- Inthe case where ISIM is used in bootstrapping, the address information shall be derived as follows:

1. extract the domain name from the IMPI;

2. add the label "bsf." to the beginning of the domain.

Example 2: If the IMPI in useis "user@operator.com", the BSF address would be "bsf.operator.com ".

3GPP



CRpage 1

3GPP TSG-CN WG4 Meeting #25 N4-041614
Seoul, Korea, 15" to 19" November 2004.
CR-Form-v7.1
CHANGE REQUEST
3 29.109 CR 008 greyv 1 & Current version: 600 3

For HELP on using this form, see bottom of this page or look at the pop-up text over the ¥ symbols.

Proposed change affects:  UICC appsﬁtD ME|:| Radio Access Network|:| Core Network
Title: ¥ Command code 310 Zn messages
Source: ¥ CN4
Work item code: 3 SEC1-SC Date: $& 2004-11-18
Category: ¥ B Release: ¥ Rel-6
Use one of the following categories: Use one of the following releases:
F (correction) Ph2 (GSM Phase 2)
A (corresponds to a correction in an earlier release) R96 (Release 1996)
B (addition of feature), R97 (Release 1997)
C (functional modification of feature) R98 (Release 1998)
D (editorial modification) R99 (Release 1999)
Detailed explanations of the above categories can Rel-4  (Release 4)
be found in 3GPP TR 21.900. Rel-5 (Release 5)

Rel-6  (Release 6)
Rel-7  (Release 7)

Reason for change: 3 See discussion paper N4-041417

Summary of change: ¥ Command code 310 is introduced and the messages names in interfaces are
separated to Bootstrapping-Info-Request/Answer.

Consequences if ¥ Incorrect specification
not approved:

Clauses affected: ¥ 3,5,6,7

Y [N
Other specs E23 X | Other core specifications * -
affected: X | Test specifications
X | O&M Specifications

Other comments: S




CR page 2

** BEGIN CHANGE **



CR page 3

** BEGIN CHANGE ***



CR page 4

Authentication Vector. 3GPP AV=[RAND,AUTN,XRES,CK,IK].

BSF is hosted in a network element under the control of an MNO.

Operator-controlled network application function functionality.
NAF is hosted in a network element under the control of an MNO.

3.3 Abbreviations
For the purposes of the present document, the following abbreviations apply:
AK Anonymity Key
AKA Authentication and Key Agreement
AUTN Authentication token
AV
AVP Attribute-Vaue-Pair in Diameter messages.
BIA Bootstrappinglnfo-Answer message
BIR Bootstrappingl nfo-Request message
BS BootStrapping Procedure
BSF Bootstrapping server functionality
B-TID Bootstrapping Transaction Identifier
CA Certificate Authority
CK Confidential Key
FQDN Full Qualified Domain Name in URI (e.g. http://FQDN:80)
GAA Generic Authentication Architecture
GBA Generic Bootstrapping Architecture
GUSS GAA User Security Settings
HSS Home Subscriber System
IK Integrity Key
IMPI IP Multimedia Private I dentity
IMPU IP Multimedia Public Identity
Ks Key Material
MNO Mobile network operator
NAF
RAND Random challenge in authentication
REQ In Diameter header indicates that the message is a Request.
SCTP Stream Control Transmission Protocol
SSC Subscriber Certificate Procedure
Ua UE-NAF interface for GAA applications
Ub UE-BSF interface for bootstrapping
UE User Equipment
USss User Security Settings
XRES Expected response in authentication
Zh BSF-HSS interface for bootstrapping procedure
Zn BSF-NAF interface for GAA applications.
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Begin next change

5 GAA Application Zn interface

5.1 Applications’ network architecture

The network architecture of the GAA applications procedure is presented in Figure 5.1. The 3GPP GAA applications
are listed in annex B. Different GAA applications may implement the Uainterface in different way. The Uainterface of
the Subscriber Certificate application 3GPP TS 33.221 [6] is used here as an example. The Zn interfaceis defined in
this specification.

UE —Ua— NAF —ZN— BSF

Figure 5.1: Network architecture of GAA application

The protocol stack of the Zn interface for GAA applications (e.g. Subscriber Certificate) is presented in Figure 5.2. The
diameter Base protocol isdefined in [1] and the Diameter application in 3GPP TS 29.229 [3].

5.2

NAF

Subscr. Certific.
application logic
in NAF

Diameter
application

Diameter
Base Protocol

SCTP

IP

Zn

BSF

Subscr. Certific.
application logic
in BSF

Diameter
application

Diameter
Base Protocol

SCTP

IP

Figure 5.2: Protocol stack of Zn interface

Protocol Zn between NAF and BSF

The requirements for Zn interface are defined in 3GPP TS 33.220 [5].

The protocol Zn retrieves an authentication vector and user security settings data by NAF from BSF. After UEis
authenticated with the BSF, every time the UE wantsto interact with an NAF the following steps are executed as
depicted in Figure 5.3. The basic procedureiis:

A) The UE starts protocol Uawith the earlier bootstrapped NAF (see 3GPP TS 33.221 [6])

* Ingenerd, the UE and the NAF will not yet share the key(s) required to protect protocol Ua. If they already
do, there is no need for the NAF to invoke protocol Zn.

» Itisassumed that UE supplies sufficient information to NAF, e.g. a Bootstrapping Transaction |dentifier
(B-TID), to allow the NAF to retrieve specific key material (e.g. ME-Ks) from BSF.

*  The UE derivesthe keys required to protect protocol Ua from the key material.

B) The NAF starts protocol Zn with BSF
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*  The NAF requests NAF specific key material corresponding to the information supplied by the UE to the
NAF (e.g. a bootstrapping transaction identifier) in the start of protocol Ua.

»  The BSF generates and supplies to the NAF the requested NAF specific key material and the appropriate
User Security Settings defined for received application identifiers.

»  The NAF derivesthe keys required to protect protocol Uafrom the its key material in the same way asthe
UE did.

C) The NAF continues protocol Uawith the UE (see 3GPP TS 33.221 [6])

Once the run of protocol Uais completed the purpose of bootstrapping isfulfilled as it enabled UE and NAF to run
protocol Uain a secure way.

The common GAA application (e.g. Subscriber Certificate) procedure is presented in Figure 5.3.



UE knows:

<B-TID,Ks> |

UE uva| NAF
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Zn

{asec

created by bootstrapping}

BSF
|

urity association

BSF has tuple:
- <B-TID,IMPI,Ks,
ME-Ks, UICC-Ks,GUSS>

GUSS is

UE start the GAA application procedure
by sending a B-TID.

GSID is

GAA Service Indentifier.

1. Bootstrapping-Info-Request
( B-TID, GSID*, NAF-Hostname)

GBA User Security Settings.

2. BSF checks the B-TID

and derives

ME-Ks-naf and UICC-Ks-naf

3. Bootstrapping-Info-Answer
<— (IMPI, ME-Ks-naf, UICC-Ks-naf, —|
Key-LifeTime, UserSecSetting* )

UE and NAF mutually authenticate
each others using ME-Ks

UE [ua| NAF | zn | BSF
E Ju [NAF ]

UEknows: | ~ {asecurityassociaon | BSF has tuple:
<B-TID,Ks> crt‘eated by bootstrapping } <B-TID,IMPI,Ks,GUSS>

UE start the GAA application procedure ‘ GUSS is

by sending a B-TID.

GAA User Security Settings.

1. Multimedia-Auth-Request

( B-TID, Appl-ID, NAF-Hostname )

2. BSF chec
and derivi

ks the B-TID
es ME-Ks

3. Multimedia-Auth-Answer
1—( IMPI, ME-Ks, UICC-Ks, Key-LifeTime,—
UserSecSettings )

UE and NAF mutually authenticate
each others using ME-Ks

Figure 5.3: The GAA application procedure

The steps of the GAA application procedure in Figure 5.3 are;

Step 1

The NAF shall send a Bootstrapping-Info-Request message (BIR) in-the format-of- Multimedia-Auth-Reguest

MAR)-message to the BSF. The content of the message is given here in the same format asin 3GPP TS 29.229
[3]. The curly brackets indicate mandatory AV Ps. The square brackets indicate optional AVP. The address refers
to the Fully Qualified Host Name (FQDN).
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| < Boot st rappi ng- | nf oMui-ti-redi-a-Aut-h- Request > :: =<Di aneter Header: 31103, REQ >

< Session-Id >
{ Vendor - Sp_eci fic-Application-1d }

Origi n-Host 1}
Origin-Real m}
Desti nati on- Real m}
Desti nati on- Host ]

— A A

[ GAA-Service-ldentifier ] ;
Transaction-ldentifier } ;
NAF- Host nane } ;
*[ AVP ]

*[ Proxy-Info ]

*[ Route-Record ]

~——— %

The content of Vendor-Specific-Application-ID according [1] is:

<Vendor - Speci fi c- Appl i cati on-1d>: : =<AVP header: 260>
1* [ Vendor-1d] ;
0*1 {Aut h- Application-Id} ;
0*1 {Acct- Application-Id} ;

Addr ess of NAF
Real m of NAF

Real m of BSF
Address of the BSF

Application instance code
B-TID
FQDN of NAF as seen by UE

3GPP is 10415
Zn Application id
Oritted

The Destination-Realm AV P is set to the NAF s default BSF. When determining the value of Destination-Host
AVP in home network the NAF can use redirector function (SLF) to resolve the address of the BSF if needed
(see 3GPP TS 29.229 [3]). The derivation of the Destination-Host in the visited network case is FSSin the later

The NAF indicates the GAA application instance for which the information is retrieved by GAA-Service-
Identifier AVP. The Bootstrapping Transaction Identifier definesthe earlier bootstrapping procedure execution.

Step 2

In the successful case the BSF has atuple <B-TID,IMPI,Ks,GAA-UserSecSettings> identified by Bootstrapping
Transaction Identifier (B-TID). When the BSF receives the request it checks the existence of the tuple for given
B-TID. If checking fails the BSF sends an Answer message with Experimental-Result set to indicate the error
type 5403. If the tuple for B-TID exists, but is expired, error type 5404 is send to indicate needs for renewal of
the boostrapping procedure. In successful case the Result-Code is set to 2xxx as defined in [1].

The BSF derives the user authentication vector information according the B-TID and packsin into SIP-Auth-
Data AVP defined in 3GPP TS 29.229 [3]. The BSF select correct user’s Security Settings according the
request’s GAA-Service-ldentifier AVP to GAA-UserSecSettings AVP. If the NAF has sent a GAA-Service-
Identifier that does not have corresponding user’ s security settings, the error 5405 is raised.

If the NAF identified by its Origin-Host AV P is configured in the BSF not to be authorized to use the given
NAF-Hosthame, the BSF may raise the error situation 5407. The BSF may also be configured so that a certain
NAF is not authorized to use a certain GAA-Service-ldentifier. This situation may be indicated by error code

5406.
Step 3

After that the BSF shall send a Bootstrapping-Info-Answer message (BIA) -Htheformat-of the follewing

Muttrmedia-Auth-Answer-(MAA)-message back to the NAF.
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< Boostrappi ng- | nf o- Mu-ti-redi-a-Auth- Answer> :: = < Di aneter Header: 31103 >
< Session-1d >
{ Vendor-Specific-Application-1d }
[ Result-Code ]
[ Experimental - Resul t]

Origi n-Host } ; Address of BSF
Origi n-Real m} ; Real m of BSF
User - Nane ] | MPI

Ul CC- Key- Materi al ]
Key-LifeTime ]
GAA- User SecSettings ]
[ AVP ]
[ Proxy-Info ]
[ Route-Record ]

Appl i cation Type conditional
I n seconds
Sel ected USSs

ME- Key- Mat eri al ] Requi r ed

B L L L L T T

ai tion-The BSF n may or may not send the User name
AVP (IM PI) accordmg its conflguranon The mandatory common key material with the ME (ME-Ks) issentin
the ME-Key-Material AVP. The common key material with the UICC (UICC-Ks) isoptionally sent in the
UICC-Key-Material AVP only if the GAA application type specific information received from Ub during the
bootstrapping procedure enables its generation. The Key-LifeTime AV P contains the expiry time of the
Bootsrapping information in the BSF according its configuration. The expiry timeis represented in seconds that
have passed since January 1, 1970 00:00:00.000 GMT. The BSF select the appropriate User Security Settingsto
the GAA-UserSecSettings AV P from stored GAA-UserSecSettings in Bootstrapping information according the
GAA-Service-ldentifier AVPs in the request message.

‘ The procedure in the NAF when the BIM-AA isreceived is described in GAA application type specific TSs.

6 Diameter application for Zh and Zn interfaces

6.1 Command-Code values

‘ The Zh-and-Zn interfaces do-net assigns new Command-Codes 310-and-311.

The messages in Zh and-Zn interfaces use the same Command-Code value 303 as Multimedia-Auth-Request/Answer
messages defined in 3GPP TS 29.229 [3] for Cx interface.

6.2 Result-Code AVP values

This section defines new result code values that must be supported by all Diameter implementations that conform to this
specification. When one of the result codes defined here isincluded in aresponse, it shall be inside an Experimental -
Result AVP and Result-Code AVP shall be absent.

6.2.1 Success

Errorsthat fall within the Success category are used to inform a peer that arequest has been successfully compl eted.
The success category result codes defined in 3GPP TS 29.229 [3] for Cx interface are useless and therefore not required
in Zh and Zn interfaces.

6.2.2 Permanent failures

Errorsthat fall within the Permanent Failures category are used to inform the peer that the request failed, and should not
be attempted again.

The Permanent failure category result codes defined in 3GPP TS 29.229 [3] for Cx interface are useless and therefore
not required in Zh and Zn interfaces.
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6.2.2.1 DIAMETER_ERROR_IMPI_UNKNOWN (5401)

A message was received by the HSS for an IMPI that is unknown.

6.2.2.2 DIAMETER_ERROR_GUSS_UNKNOWN (5402)

A message was received by the HSS for an IMPI that does not have GAA subscription i.e. no GAA-UserSecSettingsin
the HSS.

6.2.2.3 DIAMETER_ERROR_TRANSACTION_IDENTIFIER_UNKNOWN (5403)

A message was received by the BSF for an unknown Bootstrapping Transaction Identifier (B-TID).

6.2.2.4 DIAMETER_ERROR_TRANSACTION_IDENTIFIER_EXPIRED (5404)

A message was received by the BSF for a Bootstrapping Transaction Identifier (B-TID) that is already expired.

6.2.2.5 DIAMETER_ERROR_APPLICATION_ID_UNKNOWN (5405)

A message was received by the BSF for Application Identifier that is unknown i.e. it does not have any binding to an
USS belonging to the received B-TID.

6.2.2.6 DIAMETER_ERROR_SERVICE_ID_NOT_AUTHORIZED (5406)

A message was received by the BSF with an Service Identifier identifying an USS that the NAF is not authorized to
receive.

6.2.2.7 DIAMETER_ERROR_HOSTNAME_NOT_AUTHORIZED (5407)

A message was received by the BSF from a NAF with NAF-Hostname that is not authorized to be used by the NAF.
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6.3 AVPs

The AVPsdefined in 3GPP TS 29.229 [3] for 3GPP IM S Cx interface Multimedia-Auth-Request/Answer messages are
used asthey are.

The following table describes the additional new Diameter AV Ps defined for the Zh and Zn interface protocol, their
AVP Code values, types, possible flag values and whether or not the AV P may be encrypted. The Vendor-l1d header of
al AVPs defined in this specification shall be set to 3GPP (10415).

Table 6.1: New Diameter Multimedia Application AVPs

AVP Flag rules
Attribute Name AVP | Section Value Type Must| May | Should | Must May
Code| defined not not Encr.
GAA-UserSecSettings 400 | 6.31.1 OctedString M,V No
Transaction-ldentifier 401 | 6.3.1.2 OctetString M,V No
NAF-Hostname 402 | 6.3.1.3 OctetString M,V No
GAA-Service-ldentifier 403 | 6.3.14 OctedString M, V No
Key-LifeTime 404 | 6.3.15 Unsigned 32 M, V No
ME-Key-Materia 405 | 6.3.1.6 OctedString M, V No
UICC-Key-Material 406 | 6.3.1.7 OctedString M, V No
NOTE 1: The AVP header bit denoted as ‘M’, indicates whether support of the AVP is required. The AVP header
bit denoted as 'V, indicates whether the optional Vendor-ID field is present in the AVP header.

6.3.1 Common AVPs

6.3.1.1 GAA-UserSecSettings AVP

The GAA-UserSecSettings AVP (AVP code 400) is of type OctetString. This AVP contains a set of user security
settings. The content of GAA-UserSecSettings AVP isa XML document which is defined in annex A.

6.3.1.2 Transaction-ldentifier AVP

The Transaction-ldentifier AVP (AVP code 401) is of type OctetString. This AV P contains the Bootstrapping
Transcation ldentifier (B-TID).

6.3.1.3 NAF-Hosthame

The NAF-Hostname AVP (AVP code 402) is of type OctetString. This AVP contains the full qualified domain name
(FQDN) of the NAF that the UE uses. This may be a different domain name that with which the BSF knows the NAF.
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6.3.1.4 GAA-Service-ldentifier AVP

The GAA-Service-identifier AVP (AVP code 403) is of type OctedString. This AV P informs a BSF which NAF
operator specific instance of the GAA application sends the request message. According this AVP the BSF can select
the right application’s user security settings.

6.3.1.5 Key-LifeTime AVP

The Key-LifeTime AVP (AVP code 404) is of type Unsigned32. This AVP informs the NAF about the expiry time of
the key. The expiry time is represented in seconds that have passed since January 1, 1970 00:00:00.000 GMT.

6.3.1.6 ME-Key-Material AVP

The required ME-Key-Material AVP (AVP code 405) is of type OctetString. The BSF is sharing this key material with
the Mobile Equipment (ME).

6.3.1.7 UICC-Key-Material AVP

The condition UICC-Key-Material AVP (AVP code 406) is of type OctetString. The BSF may share this key material
with asecurity element (e.g. USIM, ISIM, etc..) in the UICC. Only some GAA applications use this conditional AVP.

7 Use of namespaces

This clause contains the namespaces that have either been created in this 3GPP specification, or in 3GPP specification
3GPP TS 29.229 [3] or the values assigned to existing namespaces managed by IANA.

7.1 AVP codes

This specification reserves the 3GPP vendor specific values 10415:400-499 and actually assign values 10415:400-406
for the GAA from the 3GPP AV P Code namespace for 3GPP Diameter applications ([8]). The 3GPP vendor specific
AVP code space is managed by 3GPP CN4. See section 6 for the assignment of the namespace in this specification.

Besides the Diameter Base Protocol AV Ps[1] this specification reuses the following AVPs from 3GPP TS 29.229 [3]:
| Aut henti cati on- Session-State, _User-Nane, Sl P-Aut h-Dat a-1tem and Sl P- Nunber - Aut h-
Itemns.

7.2 Experimental-Result-Code AVP values
This specification reserves Experimental-Result-Code AV P values 10415:2401-2409 and 10415:5401-5409. See section

6.2.

7.3 Command Code values

volee-303-suscd-a-beth-Zh-ond-Za-messnges:

This specification reuses only the Command-Code value, not the content of the original specification. The AV Ps, that are
defined required in TS 29.229 [3], but are not needed in Zh erZn-interfaces, are removed and are therefore not required in
Zh er-Zn-interface messages. All new AVPs for GAA are defined optional although they may be mandatory in GAA
viewpoint.

‘ Only Command-Codes 310 and 303 from 3GPP TS 29.229 [3] is used in this specification.-Fhe-same- Commnad-Code

This specification does not assign new command codes to the 3GPP TS 29.229 [3].
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-END CHANGE
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*** BEGIN CHANGE ***

5.1 Command codes allocated for 3GPP

Based on the IETF RFC 3589 [10] the IANA has allocated a standard command code range 300 - 313 for 3GPP. The
command codes are presented in the following table.

Table 5.1: Command codes allocated for 3GPP

Command code Command name Abbreviation Specified in

3GPP TS

300 User-Authorization-Request/-Answer UAR/UAA

301 Server-Assignment-Request/-Answer SAR/SAA

302 Location-Info-Request/-Answer LIR/LIA

303 Multimedia-Auth-Request/-Answer MAR/MAA 29.229 [2]

304 Registration-Termination-Request/- RTR/RTA

Answer

305 Push-Profile-Request/-Answer PPR/PPA

306 User-Data-Request/-Answer UDR/UDA

307 Profile-Update-Request/-Answer PUR/PUA 29.329 [4]

308 Subscribe-Notifications-Request/-Answer SNR/SNA '

309 Push-Notification-Request/-Answer PNR/PNA

310 Boostrapping-Info-Request/Answer BIR/BIA 29.109 [7]

Editors note: The following command codes have been allocated to 3GPP, but they have not been used yet..

310
311
312
313

*kkkk END CHANGE *kkkk
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**xx BEGIN CHANGE ****

3.B.10 NAF Group

The NAF Group contains one or more NAF Address elements (cf. subclause 3.9.12) defining the NAFs that belong to
the NAF Group. The NAF Group isidentified by NAF Group Identity (cf. subclause 3.9.11).

NOTE: The grouping of NAFsis done in each home network separately, i.e. one NAF contacting BSFsin
different home networks belongs to different groups in every home network.

The NAF Group Setting is permanent subscriber dataand is stored in the BSF.

3.B.11 NAF Group ldentity

The NAF Group |dentity is afreely defined string that the home operator can uses as a name of a group of NAFs.

The NAF Group |dentity is permanent subscriber data and is stored in the HSS and BSF.

3.B.12 NAF Address

The NAF Addressis afreely defined string that can be used identify one or more NAFs. The NAF Address may contain
afully qualified domain identitying asingle NAF. The NAF Address may also contain a domain name with wildcards
"*" and it can be used to identity multiple NAFs.

The NAF Address is permanent subscriber data and is stored in the BSF.

% BEGIN NEXT CHANGE ****

54 Generic Authentication Architecture Service Data Storage

Table 5.4: Overview of data used for GAA services

PARAMETER | subclause | HSS | BSF | NAF | TYPE
Private User Identity 3.1.1 M M C P
GAA Service Type 3B.1 M M M P
GAA Service ldentifier 3B.2 M M M P
GBA User Security Settings 3B.3 M M P
User Security Setting 3B.4 M M M P
User Public Identity 3B.5 M M M P
GAA Authorization flag 3B.6 C C C P
Bootstrapping Transaction Identifier 3B.7 M M T
Key Lifetime 3B.8 Cc M M P
UICC Security Setting 3B.9 C C P
NAF Group 3B.10 M P
NAF Group ldentity 3B.11 C M P
NAF Address 3B.12 M P

The possible user’'s GBA User Security Settings (GUSS) are stored in HSS with User Private |dentifier (IMPI) as
retrieval key.
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The bootstrapping procedure creates a bootstrapping information entity to the BSF with B-TID as retrieval
key.

*++x END CHANGE ****
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