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*** First Modification *** 

6.1.1.1  Detailed behaviour 

The conditions for the inclusion of Requested-Domain as an additional key to the requested data are described in table 
7.6.1.  If repository data is requested, Service-Indication shall be present in the request. If initial filter criteria are 
requested, the Server-Name AVP shall contain the SIP URL of the AS that initiates the request; requests for initial filter 
criteria are limited to those initial filter criteria which are relevant to the requesting AS. 

Upon reception of the Sh-Pull request, the HSS shall, in the following order: 

1. Check that the AS sending the request (identified by the Origin-Host AVP) has Sh-Pull permission in the AS 
Permissions List (See 6.2).  If not, Experimental-Result-Code shall be set to 
DIAMETER_ERROR_OPERATION_NOT_ALLOWED in the Sh-Pull Response. 

2. Check that the user for whom data is asked exists in HSS.  If not, Experimental-Result-Code shall be set to  
DIAMETER_ERROR_USER_UNKNOWN in the Sh-Pull Response. 

3. Check that the requested user data is allowed to be read by the AS. 

- If the data referenced in the request is not allowed to be read, Experimental-Result Code shall be set to 
DIAMETER_ERROR_USER_DATA_CANNOT_BE_READ in the Sh-Pull Response. 

4. Check whether or not the data that is requested to be downloaded by the AS is currently being updated by 
another entity.  If there is an update of the data in progress, the HSS shall delay the Sh-Pull-Resp message until 
the update has been completed and shall include in the Sh-Pull-Resp message the updated data requested. 

If there is an error in any of the above steps then the HSS shall stop processing and shall return the error code specified 
in the respective step (see 3GPP TS 29.329 [5] and 3GPP TS 29.229 [7] for an explanation of the error codes).  

If the HSS cannot fulfil the received request for reasons not stated in the above steps, e.g. due to database error, it shall 
stop processing the request and set Result-Code to DIAMETER_UNABLE_TO_COMPLY. 

Otherwise, the requested operation shall take place and the HSS shall return the Result-Code AVP set to 
DIAMETER_SUCCESS and the requested data identified by User-Identity and Data-Reference in the Sh-Pull Response 
message.. 

 

 

*** Second Modification *** 

6.1.2.1 Detailed behaviour 

Within the Sh-Update Request, the keys to determine the updated data are part of the information element Data (See 
7.6). When data in the repository is updated (i.e. added, modified or removed) Service-Indication and Sequence-
Number are also sent as part of the information element Data. 

Newly added transparent data shall be associated with a Sequence Number of 0 in the Sh-Update Request.  Sequence 
Number value 0 is reserved exclusively for indication of newly added transparent data. 
Modified and removed transparent data shall be associated within the Sh-Update Request with a Sequence Number of 
n+1 where n is the original Sequence Number  associated with the transparent data before modification or removal.  If n 
equals 65535, then the next modification or deletion of that transparent data shall be associated with a Sequence 
Number of 1. 

Upon reception of the Sh-Update request,  the HSS shall, in the following order: 

1. Check that the AS sending the request (identified by the Origin-Host AVP) has Sh-Update permission in the AS 
Permissions List (See 6.2).  If the AS does not have Sh-Update permission, Experimental-Result-Code shall be 
set to DIAMETER_ERROR_OPERATION_NOT_ALLOWED in the Sh-Update Response. 
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2. Check that the user for whom data is asked to be updated exists in the HSS. If not, Experimental-Result-Code 
shall be set to DIAMETER_ERROR_USER_UNKNOWN in the Sh-Update Response. 

3. Check that the user data that is requested to be updated by the AS, is allowed to be updated. If the data is not 
allowed to be updated, Experimental-Result Code shall be set to 
DIAMETER_ERROR_USER_DATA_CANNOT_BE_MODIFIED in the Sh-Update Response. 

4. Check whether or not the data that is requested to be updated by the AS, as identified by the Service-Indication, 
is currently being updated by another entity.  If there is an update of the data in progress, Experimental-Result 
Code shall be set to DIAMETER_PRIOR_UPDATE_IN_PROGRESS in the Sh-Update Response. 

5. Check whether or not there is any repository data stored at the HSS already for the specified Service-Indication 
and the associated user. 

- If repository data identified by the Service-Indication is stored at the HSS for the specified user, check the 
following premises: 

1. Sequence_Number_in_Sh_Update is not equal to 0 

2. (Sequence_Number_in_Sh_Update - 1) is equal to (Sequence_Number_In_HSS modulo 65535) 

- If either of the above premises is false then Experimental-Result-Code shall be set to 
DIAMETER_ERROR_TRANSPARENT_DATA_OUT_OF_SYNC in the Sh-Update Response. 

- If both of the above premises are true, then check whether or not Service Data is received within the Sh-
Update Req. 

- If Service Data is included in the Sh-Update Req, check whether or not the size of the data is greater 
than that which the HSS is prepared to accept. 

- If there is more data than the HSS is prepared to accept then Experimental-Result-Code shall be 
set to DIAMETER_ERROR_TOO_MUCH_DATA and the new data shall be discarded. 

- If the HSS is prepared to accept the data, then the repository data stored at the HSS shall be 
updated with the repository data sent in the Sh-Update Req and the Sequence Number associated 
with that repository data shall be updated with that sent in the Sh-Update Req.  This triggers the 
sending of Sh-Notif messages to any other ASs that are subscribed to Notifications for updates to 
the service data for that user (see 6.1.4). 

- If Service Data is not received, the data stored in the repository at the HSS shall be removed, and as a 
consequence the Service Indication and the Sequence Number associated with the removed data shall 
also be removed. This triggers the sending of Sh-Notif messages to any other ASs that are subscribed 
to Notifications for updates to the service data for that user (see 6.1.4).  After sending Sh-Notif 
messages, the subscriptions to Notifications for the removed Repository Data shall be deleted. 

- If  repository data identified by the Service-Indication is not stored for the user i.e. the Sh-Update Req 
intends to create a new repository data, check whether or not the Sequence Number in the Sh-Update Req is 
0. 

- If the sequence number is not set to 0, Experimental-Result Code shall be set to 
DIAMETER_ERROR_TRANSPARENT_DATA_OUT_OF_SYNC 

- If the sequence number is set to 0 check whether Service Data is included within the Sh-Update Req. 

- If Service Data is not included in the Sh-Update Req, then Experimental-Result-Code shall be set to 
DIAMETER_ERROR_OPERATION_NOT_ALLOWED and the operation shall be ignored by the 
HSS. 

- If Service Data is included in the Sh-Update Req, check whether or not the size of the data is greater 
than that which the HSS is prepared to accept. If there is more data than the HSS is prepared to accept 
then Experimental-Result-Code shall be set to DIAMETER_ERROR_TOO_MUCH_DATA and the 
new data shall be discarded. 

- If the HSS is prepared to accept the data included in the Sh-Update Req, then the data shall be stored 
inwithin the data repository in the HSS. 
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If there is an error in any of the above steps then the HSS shall stop processing and shall return the error code specified 
in the respective step (see 3GPP TS 29.329 [5] and 3GPP TS 29.229 [7] for an explanation of the error codes).  

If the HSS cannot fulfil the received request for reasons not stated in the above steps, e.g. due to database error, it shall 
stop processing the request and set Result-Code to DIAMETER_UNABLE_TO_COMPLY.  

Otherwise, the requested operation shall take place and the HSS shall return the Result-Code AVP set to 
DIAMETER_SUCCESS. 

NOTE:  When an AS receives DIAMETER_ERROR_TRANSPARENT_DATA_OUT_OF_SYNC the AS may 
attempt to resolve the inconsitency between the version of the repository data that it holds and that stored 
at the HSS.  It may execute a Sh-Pull to retrieve the current version of the data from the HSS or it tmay 
wait to receive a subsequent Sh-Notif message from the HSS for the affected repository data. 

 

 

*** Third Modification *** 

6.1.3.1 Detailed behaviour 

The HSS shall take note of the subscription request on the data identified by User-Identity and Data-Reference. If 
notifications on changes of repository data are requested, Service-Indication shall be present in the request. If 
notifications on changes of filter criteria are requested, the Server-Name AVP shall be used as key to the filter criteria. 
The Server-Name AVP shall contain the SIP URL of the AS sending the request. 

Upon reception of the Sh-Subs-Notif request, the HSS shall, in the following order (if there is an error in any of the 
following steps the HSS shall stop processing and return the corresponding error code, see 3GPP TS 29.329 [5] and 
3GPP TS 29.229 [7]): 

1. Check that the user for whom notifications are asked exists in HSS. If not, Experimental-Result Code shall be set 
to DIAMETER_ERROR_USER_UNKNOWN in the Sh-Subs-Notif Response. 

2. Check that the AS sending the request (identified by the Origin-Host AVP) has Sh-Subs-Notif permission in the 
AS Permissions List (See 6.2). If the AS does not have Sh-Subs-Notif permission, Experimental-Result Code 
shall be set to DIAMETER_ERROR_OPERATION_NOT_ALLOWED in the Sh-Subs-Notif Response. 

3. Check that Notifications are allowed for the requested user (see table 7.6).  If the Notifications of changes in the 
data referenced in the request are not allowed, Experimental-Result Code shall be set to 
DIAMETER_ERROR_USER_DATA_CANNOT_BE_NOTIFIED in the Sh-Subs-Notif Response. 

If the HSS cannot fulfil the received request for reasons not stated in the above steps, e.g. due to database error, it shall 
stop processing the request and set Result-Code to DIAMETER_UNABLE_TO_COMPLY. 
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First Change 

 

6.1.1.1  Detailed behaviour 

The conditions for the inclusion of Requested-Domain as an additional key to the requested data are described in table 
7.6.1.  If repository data is requested, Service-Indication shall be present in the request. If initial filter criteria are 
requested, the Server-Name AVP shall contain the SIP URL of the AS that initiates the request; requests for initial filter 
criteria are limited to those initial filter criteria which are relevant to the requesting AS. 

Upon reception of the Sh-Pull request, the HSS shall, in the following order: 

1. Check that the AS sending the request (identified by the Origin-Host AVP) has Sh-Pull permission in the AS 
Permissions List (See 6.2).  If not, Experimental-Result-Code shall be set to 
DIAMETER_ERROR_OPERATION_NOT_ALLOWED in the Sh-Pull Response. 

2. Check that the user for whom data is asked exists in HSS.  If not, Experimental-Result-Code shall be set to  
DIAMETER_ERROR_USER_UNKNOWN in the Sh-Pull Response. 

13. In the AS permission list (sSee section 6.2) Ccheck that the requested user data is allowed to be read (Sh-Pull) by 
thise AS by checking the combination of the identity of the AS sending the request (identified by the Origin-
Host AVP) and the supplied Data-Reference. 

- If the data referenced in the request is not allowed to be read, Experimental-Result Code shall be set to 
DIAMETER_ERROR_USER_DATA_CANNOT_BE_READ in the Sh-Pull Response. 

2.  Check that the user for whom data is asked exists in HSS.  If not, Experimental-Result-Code shall be set to  
DIAMETER_ERROR_USER_UNKNOWN in the Sh-Pull Response. 

34. Check whether or not the data that is requested to be downloaded by the AS is currently being updated by 
another entity.  If there is an update of the data in progress, the HSS shall delay the Sh-Pull-Resp message until 
the update has been completed and shall include in the Sh-Pull-Resp message the updated data requested. 

If there is an error in any of the above steps then the HSS shall stop processing and shall return the error code specified 
in the respective step (see 3GPP TS 29.329 [5] and 3GPP TS 29.229 [7] for an explanation of the error codes). 
Otherwise, the requested operation shall take place and the HSS shall return the Result-Code AVP set to 
DIAMETER_SUCCESS and the requested data identified by User-Identity and Data-Reference in the Sh-Pull Response 
message.. 

 

Next Change 

 

6.1.2.1 Detailed behaviour 

Within the Sh-Update Request, the keys to determine the updated data are part of the information element Data (See 
7.6). When data in the repository is updated (i.e. added, modified or removed) Service-Indication and Sequence-
Number are also sent as part of the information element Data. 

Newly added transparent data shall be associated with a Sequence Number of 0 in the Sh-Update Request.  Sequence 
Number value 0 is reserved exclusively for indication of newly added transparent data. 
Modified and removed transparent data shall be associated within the Sh-Update Request with a Sequence Number of 
n+1 where n is the original Sequence Number  associated with the transparent data before modification or removal.  If n 
equals 65535, then the next modification or deletion of that transparent data shall be associated with a Sequence 
Number of 1. 

Upon reception of the Sh-Update request,  the HSS shall, in the following order: 
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1. Check that the AS sending the request (identified by the Origin-Host AVP) has Sh-Update permission in the AS 
Permissions List (See 6.2).  If the AS does not have Sh-Update permission, Experimental-Result-Code shall be 
set to DIAMETER_ERROR_OPERATION_NOT_ALLOWED in the Sh-Update Response. 

2. Check that the user for whom data is asked to be updated exists in the HSS. If not, Experimental-Result-Code 
shall be set to DIAMETER_ERROR_USER_UNKNOWN in the Sh-Update Response. 

13. In the AS permission list (sSee section 6.2) Ccheck that the user data that is requested to be updated (Sh-Update) 
by thise AS,  is allowed to be updated by checking the combination of the identity of the AS sending the request 
(identified by the Origin-Host AVP) and the supplied Data-Reference.  

-     If the data is not allowed to be updated, Experimental-Result Code shall be set to 
DIAMETER_ERROR_USER_DATA_CANNOT_BE_MODIFIED in the Sh-Update Response. 

2.   Check that the user for whom the data is asked to be updated exists in the HSS. If not, Experimental-Result-
Code shall be set to DIAMETER_ERROR_USER_UNKNOWN in the Sh-Update Response. 

34. Check whether or not the data that is requested to be updated by the AS, as identified by the Service-Indication, 
is currently being updated by another entity.  If there is an update of the data in progress, Experimental-Result 
Code shall be set to DIAMETER_PRIOR_UPDATE_IN_PROGRESS in the Sh-Update Response. 

45. Check whether or not there is any repository data stored at the HSS already for the specified Service-Indication 
and the associated user. 

- If repository data identified by the Service-Indication is stored at the HSS for the specified user, check the 
following premises: 

1. Sequence_Number_in_Sh_Update is not equal to 0 

2. (Sequence_Number_in_Sh_Update - 1) is equal to (Sequence_Number_In_HSS modulo 65535) 

- If either of the above premises is false then Experimental-Result-Code shall be set to 
DIAMETER_ERROR_TRANSPARENT_DATA_OUT_OF_SYNC in the Sh-Update Response. 

- If both of the above premises are true, then check whether or not Service Data is received within the Sh-
Update Req. 

- If Service Data is included in the Sh-Update Req, check whether or not the size of the data is greater 
than that which the HSS is prepared to accept. 

- If there is more data than the HSS is prepared to accept then Experimental-Result-Code shall be 
set to DIAMETER_ERROR_TOO_MUCH_DATA and the new data shall be discarded. 

- If the HSS is prepared to accept the data, then the repository data stored at the HSS shall be 
updated with the repository data sent in the Sh-Update Req and the Sequence Number associated 
with that repository data shall be updated with that sent in the Sh-Update Req.  This triggers the 
sending of Sh-Notif messages to any other ASs that are subscribed to Notifications for updates to 
the service data for that user (see 6.1.4). 

- If Service Data is not received, the data stored in the repository at the HSS shall be removed, and as a 
consequence the Service Indication and the Sequence Number associated with the removed data shall 
also be removed. This triggers the sending of Sh-Notif messages to any other ASs that are subscribed 
to Notifications for updates to the service data for that user (see 6.1.4).  After sending Sh-Notif 
messages, the subscriptions to Notifications for the removed Repository Data shall be deleted. 

- If  repository data identified by the Service-Indication is not stored for the user i.e. the Sh-Update Req 
intends to create a new repository data, check whether or not the Sequence Number in the Sh-Update Req is 
0. 

- If the sequence number is not set to 0, Experimental-Result Code shall be set to 
DIAMETER_ERROR_TRANSPARENT_DATA_OUT_OF_SYNC 

- If the sequence number is set to 0 check whether Service Data is included within the Sh-Update Req. 
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- If Service Data is not included in the Sh-Update Req, then Experimental-Result-Code shall be set to 
DIAMETER_ERROR_OPERATION_NOT_ALLOWED and the operation shall be ignored by the 
HSS. 

- If Service Data is included in the Sh-Update Req, check whether or not the size of the data is greater 
than that which the HSS is prepared to accept. If there is more data than the HSS is prepared to accept 
then Experimental-Result-Code shall be set to DIAMETER_ERROR_TOO_MUCH_DATA and the 
new data shall be discarded. 

- If the HSS is prepared to accept the data included in the Sh-Update Req, then the data shall be stored 
inwithin the data repository in the HSS. 

If there is an error in any of the above steps then the HSS shall stop processing and shall return the error code specified 
in the respective step (see 3GPP TS 29.329 [5] and 3GPP TS 29.229 [7] for an explanation of the error codes). 
Otherwise, the requested operation shall take place and the HSS shall return the Result-Code AVP set to 
DIAMETER_SUCCESS. 

NOTE:  When an AS receives DIAMETER_ERROR_TRANSPARENT_DATA_OUT_OF_SYNC the AS may 
attempt to resolve the inconsitency between the version of the repository data that it holds and that stored 
at the HSS.  It may execute a Sh-Pull to retrieve the current version of the data from the HSS or it tmay 
wait to receive a subsequent Sh-Notif message from the HSS for the affected repository data. 

 

Last Change 

 

6.1.3.1 Detailed behaviour 

The HSS shall take note of the subscription request on the data identified by User-Identity and Data-Reference. If 
notifications on changes of repository data are requested, Service-Indication shall be present in the request. If 
notifications on changes of filter criteria are requested, the Server-Name AVP shall be used as key to the filter criteria. 
The Server-Name AVP shall contain the SIP URL of the AS sending the request. 

Upon reception of the Sh-Subs-Notif request, the HSS shall, in the following order (if there is an error in any of the 
following steps the HSS shall stop processing and return the corresponding error code, see 3GPP TS 29.329 [5] and 
3GPP TS 29.229 [7]): 

1. Check that the user for whom notifications are asked exists in HSS. If not, Experimental-Result Code shall be set 
to DIAMETER_ERROR_USER_UNKNOWN in the Sh-Subs-Notif Response. 

12. In the AS permission list (sSee section 6.2) Cthe HSS shall check that the ASrequested user data is allowed to 
subscribe to to be notifiednotifications (Sh-Subs-Notif) to this AS for the requested user data by checking the 
combination of the identity of that the AS sending the request (identified by the Origin-Host AVP) and the 
supplied Data-Reference.has Sh-Subs-Notif permission in the AS Permissions List (See 6.2). 

-    If thise AS does not have Sh-Subs-Notif permission for the data referenced, Experimental-Result Code shall 
be set to DIAMETER_ERROR_USER_DATA_CANNOT_BE_NOTIFIED 
DIAMETER_ERROR_OPERATION_NOT_ALLOWED in the Sh-Subs-Notif Response. 

2.  Check that the user for whom notifications are asked exists in HSS. If not, Experimental-Result Code shall be set 
to DIAMETER_ERROR_USER_UNKNOWN in the Sh-Subs-Notif Response. 

3. Check that Notifications are allowed for the requested user (see table 7.6).  If the Notifications of changes in the 
data referenced in the request are not allowed, Experimental-Result Code shall be set to 
DIAMETER_ERROR_USER_DATA_CANNOT_BE_NOTIFIED in the Sh-Subs-Notif Response. 
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able to deal with them and not provide back corrupt data. 
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6.1.1.1  Detailed behaviour 

The conditions for the inclusion of Requested-Domain as an additional key to the requested data are described in table 
7.6.1.  If repository data is requested, Service-Indication shall be present in the request. If initial filter criteria are 
requested, the Server-Name AVP shall contain the SIP URL of the AS that initiates the request; requests for initial filter 
criteria are limited to those initial filter criteria which are relevant to the requesting AS. 

Upon reception of the Sh-Pull request, the HSS shall, in the following order: 

1. Check that the AS sending the request (identified by the Origin-Host AVP) has Sh-Pull permission in the AS 
Permissions List (See 6.2).  If not, Experimental-Result-Code shall be set to 
DIAMETER_ERROR_OPERATION_NOT_ALLOWED in the Sh-Pull Response. 

2. Check that the user for whom data is asked exists in HSS.  If not, Experimental-Result-Code shall be set to  
DIAMETER_ERROR_USER_UNKNOWN in the Sh-Pull Response. 

3. Check that the requested user data is allowed to be read by the AS. 

- If the data referenced in the request is not allowed to be read, Experimental-Result Code shall be set to 
DIAMETER_ERROR_USER_DATA_CANNOT_BE_READ in the Sh-Pull Response. 

4. Check whether or not the data that is requested to be downloaded by the AS is currently being updated by 
another entity.  If there is an update of the data in progress, the HSS mayshall delay the Sh-Pull-Resp message 
until the update has been completed and shall include in the Sh-Pull-Resp message the updated data requested. 
The HSS shall ensure that the data returned is not corrupted by this conflict. 

If there is an error in any of the above steps then the HSS shall stop processing and shall return the error code specified 
in the respective step (see 3GPP TS 29.329 [5] and 3GPP TS 29.229 [7] for an explanation of the error codes). 
Otherwise, the requested operation shall take place and the HSS shall return the Result-Code AVP set to 
DIAMETER_SUCCESS and the requested data identified by User-Identity and Data-Reference in the Sh-Pull Response 
message. 
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a lot of unnecessary traffic. This will make the Sh interface inefficient. 
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6.1.4.1 Detailed behaviour 

The keys to the updated data are part of the information element User-Data (See Annex C). When data repository is 
updated Service-Indication is also part of the information element User-Data. 

Since authentication pending is a transient state of normally very short duration, notification of an IMS user's state 
change, to and from the authentication pending state shall not be sent to Application Servers, when the previous state 
before authentication pending and next state after authentication pending are the same. If the states are different before 
the authentication pending state is entered and after the authentication pending state is left then notification is sent to the 
AS of this new state. 
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