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6.3
Authentication procedures

This procedure is used between the S-CSCF and the HSS to exchange information to support the authentication between the end user and the home IMS network. The procedure is invoked by the S-CSCF, corresponds to the combination of the operations Cx-AV-Req and Cx-Put (see 3GPP TS 33.203 [3]) and is used:

-
To retrieve authentication vectors from the HSS.

-
To resolve synchronization failures between the sequence numbers in the UE and the HSS.

This procedure is mapped to the commands Multimedia-Auth-Request/Answer in the Diameter application specified in 3GPP TS 29.229 [5].  Tables 6.3.1 – 6.3.5 detail the involved information elements.

Table 6.3.1: Authentication request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Public User Identity

(See 7.2)
	Public-Identity
	M
	This information element contains the public identity of the user

	Private User Identity

(See 7.3)
	User-Name
	M
	This information element contains the user private identity

	Number Authentication Items

(See 7.10)
	SIP-Number-Auth-Items
	M
	This information element indicates the number of authentication vectors requested

	Authentication Data

(See 7.9)
	SIP-Auth-Data-Item
	M
	See Tables 6.3.2 and 6.3.3 for the contents of this information element. The content shown in table 6.3.2 shall be used for a normal authentication request; the content shown in table 6.3.3 shall be used for an authentication request after synchronization failure.

	S-CSCF Name

(See 7.4)
	Server-Name
	M
	This information element contains the name (SIP URL) of the S-CSCF.

	Routing Information (See 7.13)
	Destination-Host
	C
	If the S-CSCF knows the HSS name this AVP shall be present. 

This information is available if the MAR belongs to an already existing registration, e.g. in case of the re-registration, where the HSS name is stored in the S-CSCF. The HSS name is obtained from the Origin-Host AVP, which is received from the HSS, e.g. included in the MAA command.

This information may not be available if the command is sent in case of the initial registration. In this case the Destination-Host AVP is not present and the command is routed to the next Diameter node, e.g. SLF, based on the Diameter routing table in the client.  


Table 6.3.2: Authentication Data content – request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Authentication Scheme

(See 7.9.2)
	SIP-Authentication-Scheme
	M
	This information element indicates the authentication scheme. For 3GPP R5 it shall contain “Digest-AKAv1-MD5”.


Table 6.3.3: Authentication Data content – request, synchronization failure
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Authentication Scheme

(See 7.9.2)
	SIP-Authentication-Scheme
	M
	Authentication scheme. For 3GPP R5 it shall contain “Digest-AKAv1-MD5”.

	Authorization Information

(See 7.9.4)
	SIP-Authorization
	M
	It shall contain the concatenation of nonce and auts binary encoded.



	
	
	
	


Table 6.3.4: Authentication answer

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity

(See 7.2)
	Public-Identity
	M
	User public identity

	Private User Identity

(See 7.3)
	User-Name
	M
	User private identity

	Number Authentication Items

(See 7.10)
	SIP-Number-Auth-Items
	M
	Number of authentication vectors delivered in the Authentication Data information element

	Authentication Data

(See 7.9)
	SIP-Auth-Data-Item
	C
	If the SIP-Number-Auth-Items AVP is equal to zero then this AVP shall not be present.

See Table 6.3.5 for the contents of this information element.

	Result

(See 7.6)
	Result-Code / Experimental-Result
	M
	Result of the operation. 

Result-Code AVP shall be used for errors defined in the Diameter Base Protocol.

Experimental-Result AVP shall be used for Cx/Dx errors. This is a grouped AVP which contains the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.


Table 6.3.5: Authentication Data content – response

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Item Number

(See 7.9.1)
	SIP-Item-Number
	C
	This information element shall be present in a SIP-Auth-Data-Item grouped AVP in circumstances where there are multiple occurrences of SIP-Auth-Data-Item AVPs, and the order in which they should be processed is significant. In this scenario, SIP-Auth-Data-Item AVPs with a low SIP-Item-Number value should be processed before SIP-Auth-Data-Items AVPs with a high SIP-Item-Number value.

	Authentication Scheme

(See 7.9.2)
	SIP-Authentication-Scheme
	M
	Authentication scheme. For 3GPP R5 it shall contain “Digest-AKAv1-MD5”.

	Authentication Information

(See 7.9.3)


	SIP-Authenticate
	M
	It shall contain, binary encoded, the concatenation of the authentication challenge RAND and the token AUTN. See 3GPP TS 33.203 [3] for further details about RAND and AUTN.

	Authorization Information

(See 7.9.4)
	SIP-Authorization
	M
	It shall containbinary encoded, the expected response XRES. See 3GPP TS 33.203 [3] for further details about XRES.

	Confidentiality Key

(See 7.9.5)
	Confidentiality-Key
	O
	· This information element, if present, shall contain the confidentiality key. It shall be binary encoded.

	Integrity Key

(See 7.9.6)
	Integrity-Key
	M
	· This information element shall contain the integrity key. It shall be binary encoded.


6.3.1
Detailed behaviour

The HSS shall, in the following order (in case of an error in any of the steps the HSS shall stop processing and return the corresponding error code, see 3GPP TS 29.229 [5]):

1.
Check that the user exists in the HSS. If not Experimental-Result-Code shall be set to DIAMETER_ERROR_USER_UNKNOWN.

2.
The HSS may check that the private and public identities belong to the same user. If not Experimental-Result-Code shall be set to DIAMETER_ERROR_IDENTITIES_DONT_MATCH.

3.
Check that the authentication scheme indicated in the request is supported. If not Experimental-Result-Code shall be set to DIAMETER_ERROR_AUTH_SCHEME_UNSUPPORTED.

4. If the request indicates there is a synchronization failure, the HSS shall compare the S-CSCF name received in the request to the S-CSCF name stored in the HSS:
-
 If they are identical the HSS shall process AUTS as described in 3GPP TS 33.203 [3] and return the requested authentication information. The Result-Code shall be set to DIAMETER_SUCCESS.

5.
Check the registration status of the public identity received in the request: 

-
If it is registered, the HSS shall compare the S-CSCF name received in the request to the S-CSCF name stored in the HSS:

-
If they are different, the HSS shall store the S-CSCF name. The HSS shall download Authentication-Data-Item stored up to a maximum specified in SIP-Number-Auth-Items received in the command Multimedia-Auth-Request. It shall also set for this public identity the flag that indicates the identity is pending of the confirmation of the authentication. The Result-Code shall be set to DIAMETER_SUCCESS.

-
If they are identical, the HSS shall download Authentication-Data-Item stored up to a maximum specified in SIP-Number-Auth-Items received in the command Multimedia-Auth-Request. The Result-Code shall be set to DIAMETER_SUCCESS.

-
If it is unregistered (i.e. registered as a consequence of a terminating call to unregistered user or there is an S-CSCF keeping the user profile stored), the HSS shall compare the S-CSCF name received in the request to the S-CSCF name stored in the HSS:

-
If they are different, the HSS shall store the S-CSCF name. The HSS shall download Authentication-Data-Item stored up to a maximum specified in SIP-Number-Auth-Items received in the command Multimedia-Auth-Request. It shall also set for this public identity the flag that indicates the identity is pending of the confirmation of the authentication. The Result-Code shall be set to DIAMETER_SUCCESS.

-
If they are identical, the HSS shall download Authentication-Data-Item stored up to a maximum specified in SIP-Number-Auth-Items received in the command Multimedia-Auth-Request. It shall also set for this public identity the flag that indicates the identity is pending of the confirmation of the authentication. The Result-Code shall be set to DIAMETER_SUCCESS.

-
If it is not registered, the HSS shall store the S-CSCF name. The HSS shall download Authentication-Data-Item stored up to a maximum specified in SIP-Number-Auth-Items received in the command Multimedia-Auth-Request. It shall also set for this public identity the flag that indicates the identity is pending of the confirmation of the authentication. The Result-Code shall be set to DIAMETER_SUCCESS.

Exceptions to the cases specified here shall be treated by HSS as error situations, the Result-Code shall be set to DIAMETER_UNABLE_TO_COMPLY. No authentication information shall be returned.

8.1
Registration error cases

This section describes the handling of error cases, which can occur during the registration process. If the new and previously assigned S-CSCF names sent in the Multimedia-Auth-Request command are different and the Multimedia-Auth-Request is not indicating synchronisation failure (i.e.the request does not contain auts parameter), then the HSS shall overwrite the S-CSCF name.

If the new and previously assigned S-CSCF names sent in a command other than the Multimedia-Auth-Request command are different, then the HSS shall not overwrite the S-CSCF name; instead it shall send a response to the S-CSCF indicating an error.
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