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1. Introduction

PAM provides for two types of privacy controls. One is an access control mechanism to control access to any data maintained by the Presence Service. The other is the availability management mechanism itself that determines what presence data (including the value of the data) is provided to the asker. These privacy controls can be created, deleted or modified at any time using the SetPreference method in the Availability Management interface.

The current mechansim is problematic for several reasons. One, it is not a feasible design to specify access controls for all interfaces in each of the 3 SCFs via one method in a single interface. Second, it complicates the treatment of preferences that are used primarily for availability management.

This contribution proposes moving the access control mechanism to separate methods in each of the toplevel manager interfaces in the PAM SCFs 

2. Proposal

First the option to specify access control list is removed in the definition of TpPAMPreferenceData.

11.8.5 TpPAMPreferenceData

This is a tagged choice of data elements that specifies the preference data. The data depends on the type of preference being specified.
	
	Tag Element Type
	

	
	TpPAMPreferenceType
	


	Tag Element Value
	Choice Element Type
	Choice Element Name

	
	
	

	PAM_EXTERNAL_CONTROL
	IpInterfaceRef
	ExternalControlInterface


Next two new methods are introduced into each top level menager interfaces in sections 8.1.1, and 8.2.1. The signatures and semantics are the same in all three sections.

8.1.1
Interface Class IpPAMPresenceAvailabilityManager 

Inherits from: IpService.
The purpose of this interface is to supply the various interfaces available in this service to the application and to provide the authentication credentials. This interface is the only discoverable interface from the framework. 





All PAM methods optionally use an authentication token as a parameter since the outcome of the operations may depend on the entity requesting the operation. To enable this, the getAuthToken() method is used to obtain an implementation dependent token. An application that has authenticated itself with the OSA framework, can get an authentication token for itself. Alternatively, if the application is requesting PAM operations on behalf of multiple entities, authentication tokens may be requested for each such entity after providing any available data about the asker. These tokens can then be used repeatedly for operations within a session without further need to identify the asker. 

	<<Interface>>

IpPAMPresenceAvailabilityManager

	

	getAuthToken (askerData : in TpAttributeList) : TpPAMCredential

obtainInterface (interfaceName : in TpPAMPresenceAvailabilityInterfaceName) : IpInterfaceRef
getAccessControl (identity : in TpPAMFQName, authToken : in TpPAMCredential) : TpPAMAccessControlData

setAccessControl (identity : in TpPAMFQName, operation : in TpPAMPreferenceOp, newAccessControl : in TpPAMAccessControlData, authToken : in TpPAMCredential) : void



8.2.1 Interface Class IpPAMEventManager 

Inherits from: IpService.
The purpose of this interface is to supply the various interfaces available in this service to the application and to provide the authentication credentials. This interface is the only discoverable interface from the framework. 





All PAM methods use an authentication token as a parameter since the outcome of the operations may depend on the entity requesting the operation. To enable this, the getAuthToken() method is used to obtain an implementation dependent token. An application that has authenticated itself with the OSA framework, can get an authentication token for itself. Alternatively, if the application is requesting PAM operations on behalf of multiple entities, authentication tokens may be requested for each such entity after providing any available data about the asker. These tokens can then be used repeatedly for operations within a session without further need to identify the asker. 

	<<Interface>>

IpPAMEventManager

	

	getAuthToken (askerData : in TpAttributeList) : TpPAMCredential

obtainInterface (interfaceName : in TpPAMEventInterfaceName) : IpInterfaceRef
getAccessControl (identity : in TpPAMFQName, authToken : in TpPAMCredential) : TpPAMAccessControlData

setAccessControl (identity : in TpPAMFQName, operation : in TpPAMPreferenceOp, newAccessControl : in TpPAMAccessControlData, authToken : in TpPAMCredential) : void



Method getAccessControl()

Get the access control associated with the data belonging to an identity. The data associated with an identity includes the static and dynamic attributes of an identity as well as data about agents associated with an identity.

This method should be used in conjunction with the setAccessControl method. 

Returns the access control if previously specified for the identity. Is null if there is no access control associated.  

Parameters

identity : in TpPAMFQName

specifies the identity of interest.
authToken : in TpPAMCredential

of the entity who wishes to do this operation.
Returns

TpPAMAccessControlData

Raises

TpCommonExceptions, P_PAM_UNKNOWN_IDENTITY, P_PAM_INVALID_CREDENTIAL
Method setAccessControl()

Set the access controls for the data associated with the specified identity. If the identity is Null, the access control is set for all identities (if authorized to do so). The data associated with an identity includes the static and dynamic attributes of an identity as well as data about agents associated with an identity.

Any existing access control will be modified based on the operation.

If the new access control is specified as Null for replace operation , an existing access control will be removed. 

Parameters

identity : in TpPAMFQName

specifies the identity of interest.
operation : in TpPAMPreferenceOp

specifies the operation to be performed with the specified preference
newAccessControl : in TpPAMAccessControlData

specifies the access controls to add.
authToken : in TpPAMCredential

of the entity who wishes to do this operation.
Raises

TpCommonExceptions, P_PAM_UNKNOWN_IDENTITY, P_PAM_INVALID_CREDENTIAL
Two methods are removed in the IpAppPAMPreferenceCheck that are no longer needed because of the new access control mechanism.

8.1.4 Interface Class IpAppPAMPreferenceCheck 

Inherits from: IpInterface.
The purpose of this interface is to provide methods to be called by the PAM service to check for access control or to compute availability using an implementation provided by an application. Instances of this interface are registered using the setPreference() method in the availability management interface. 

	<<Interface>>

IpAppPAMPreferenceCheck

	

	

computeAvailability (identity : in TpPAMFQName, pamContext : in TpPAMContext, attributeNames : in TpStringList) : TpPAMAvailabilityProfileList




























�PAGE \# "'Page: '#'�'"  �� Enter the specification number in this box. For example, 04.08 or 31.102. Do not prefix the number with anything . i.e. do not use "TS", "GSM" or "3GPP" etc.


�PAGE \# "'Page: '#'�'"  �� Enter the CR number here. This number is allocated by the 3GPP support team.  It consists of at least three digits, padded with leading zeros if necessary.


�PAGE \# "'Page: '#'�'"  �� Enter the revision number of the CR here. If it is the first version, use a "-".


�PAGE \# "'Page: '#'�'"  �� Enter the version of the specification here. This number is the version of the specification to which the CR will be applied if it is approved. Make sure that the latest version of the specification (of the relevant release) is used when creating the CR. If unsure what the latest version is, go to � HYPERLINK "http://www.3gpp.org/3G_Specs/3G_Specs.htm" ��� � HYPERLINK "http://www.3gpp.org/specs/specs.htm" ��http://www.3gpp.org/specs/specs.htm�.


�PAGE \# "'Page: '#'�'"  �� For help on how to fill out a field, place the mouse pointer over the special symbol closest to the field in question.


�PAGE \# "'Page: '#'�'"  �� Mark one or more of the boxes with an X.


�PAGE \# "'Page: '#'�'"  �� SIM / USIM / ISIM applications.


�PAGE \# "'Page: '#'�'"  �� Enter a concise description of the subject matter of the CR. It should be no longer than one line.  Do not use redundant information such as "Change Request number xxx to 3GPP TS xx.xxx".


�PAGE \# "'Page: '#'�'"  �� Enter the source of the CR. This is either (a) one or several companies or, (b) if a (sub)working group has already reviewed and agreed the CR, then list the group as the source.


�PAGE \# "'Page: '#'�'"  �� Enter the acronym for the work item which is applicable to the change. This field is mandatory for category F, B & C CRs for release 4 and later. A list of work item acronyms can be found in the 3GPP work plan. See � HYPERLINK "http://www.3gpp.org/ftp/information/work_plan/" ��http://www.3gpp.org/ftp/information/work_plan/� .�The list is also included in a MS Excel file included in the zip file containing the CR cover sheet template.


�PAGE \# "'Page: '#'�'"  �� Enter the date on which the CR was last revised.  Format to be interpretable by English version of MS Windows ® applications, e.g. 19/02/2002.


�PAGE \# "'Page: '#'�'"  �� Enter a single letter corresponding to the most appropriate category listed below. For more detailed help on interpreting these categories, see the Technical Report � HYPERLINK "http://www.3gpp.org/ftp/Specs/archive/21_series/21.900/" ��21.900� "TSG working methods".


�PAGE \# "'Page: '#'�'"  �� Enter a single release code from the list below.


�PAGE \# "'Page: '#'�'"  �� Enter text which explains why the change is necessary.


�PAGE \# "'Page: '#'�'"  �� Enter text which describes the most important components of the change. i.e. How the change is made.


�PAGE \# "'Page: '#'�'"  �� Enter here the consequences if this CR was to be rejected. It is necessary to complete this section only if the CR is of category "F" (i.e. correction).


�PAGE \# "'Page: '#'�'"  �� Enter the number of each clause which contains changes.


�PAGE \# "'Page: '#'�'"  �� Tick "yes" box if any other specifications are affected by this change.  Else tick "no".  You MUST fill in one or the other.


�PAGE \# "'Page: '#'�'"  �� List here the specifications which are affected or the CRs which are linked.


�PAGE \# "'Page: '#'�'"  �� Enter any other information which may be needed by the group being requested to approve the CR. This could include special conditions for it's approval which are not listed anywhere else above.


�PAGE \# "'Page: '#'�'"  �� This is an example of pop-up text.





CR page 1

