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Introduction:

This document contains 11 agreed LSs sent from TSG CN WG1#30, and are forwarded to TSG CN Plenary
meeting #20 for information only.

| TDoc# | Status | Source | Tdoc Title Comments |
N1-030815 AGREED ' Andrew LS on Network Sharing Reply to 578.
H./Motorol [Requirements for Rel-6 To: SA1,
a Cc: SA2
N1-030817 AGREED Inma/Noki 'Reply LS on ‘Impacts on the UE Reply to 581.
a of UE-Initiated Tunnelling” To: SA2,
Cc: T2, SAS,
N1-030818 AGREED Robert/Sie Reply LS on unciphered IMEISV Reply to 777.
mens transfer To: SA3
N1-030820 AGREED Christian/ Reply LS on increasing the key | Reply to 781.
Ericsson |length for GEA3 To: SA3,
Cc: GERAN
N1-030821 AGREED Krisztian/ |Reply LS on media codecs and Reply to 783.
Nokia formats for Presence and To: SA4,
Messaging Cc: SA2
N1-030836 AGREED Robert/Sie LS on Support of additional LLC 'Reply to 813.
mens SAPIs To: SA2,
Cc: GERAN
N1-030877 AGREED Kevan/3 Reply LS on RAN WG2 Reply to 865.
terminology and impacts on CN  To: RAN2
WG1 specifications (PLMN
selection)
N1-030896 AGREED Nokia / LS on transport of unknown SIP | Linked to 895.
Georg signaling elements To: SA2, SA3, SAS
N1-030918 AGREED Kevan/3 LS on Security Association Linked to 645.
Lifetimes To: SA3,
Revised from 888.
N1-030933 AGREED Peter/Sie |LS on security solutions for the  Reply to 780.
mens Mt reference point To: SA3,
Cc: SA2
Revised from 819
N1-030944 AGREED  Atle/Ericss Reply LS on R99 and later Reply to 579.
on emergency calls when attached To: SAl, SA2,

to data only network

Cc: GERAN2, RAN2,
Revised from 816 and
932



3GPP TSG-CN1 Meeting #30 Tdoc N1-030817
San Diego, California, USA, 19 — 23 May 2003

Title: Reply LS on ‘Impacts on the UE of UE-Initiated Tunnelling”

Response to: LS (N1-030581/S2-031569) on ‘Impacts on the UE of UE-Initiated Tunnelling” from SA2
Release: Rel6

Work Item: WLAN-3GPP WI

Source: CN1

To: SA2

Cc: T2, SA3

Contact Person:
Name: Inma Carrion
Tel. Number: +358503806481
E-mail Address: inmaculada.carrion-rodrigo@nokia.com

1. Overall Description:

CN1 would like to thank SA2 for their liaison “Impact on the UE of UE-Initiated Tunnelling”. In this LS (N1-
030581/S2-031569) CN1 was requested to evaluate the UE-Initiated tunnel and to check whether tunnel
security options may impact the UE.

CN1 understands that the UE-Initiated tunnel is a feature in WLAN UEs, needed to support scenario 3 type of
service for WLAN-3GPP IW. It was discussed that this feature requires a client in the terminal, such as VPN
client.

At this point CN1 could not foresee any specific impact that would not allow Rel6 WLAN terminals to support
UE-Initiated tunnel.

There were some discussions regarding the security in UE-Initiated tunnels using e.g. IPSec. However, it was
noted that this discussion should take place in SA3.

CN1 would like to take the chance to inform SA2 that it has just started the WLAN related Stage 3 work. lItis
focussing in the WLAN authentication between the UE and 3GPP AAA Server using EAP/AKA and EAP/SIM
procedures.

2. Actions:

To SA2 group.

ACTION: None.

3. Date of Next TSG-CN1 Meetings:
CN1_31 25" — 29" August 2003 Sophia-Antipolis, France
CN1_32 27" — 31% October 2003 China



3GPP TSG-CN1 Meeting #30 Tdoc N1-030815
San Diego, California, USA, 19 - 23 May 2003

Agenda item: 9

Document for: LS Out

Title: Draft-LS on Network Sharing Requirements for Rel-6
Release: Rel-6

Work Item: Network Sharing

Source: CN1

To: SAl

Cc: SA2

Contact Person:
Name: Andrew Howell
Tel. Number: +44 1452 623967
E-mail Address: andrew.howell@motorola.com

Attachments: None

1. Overall Description:
CN1 thanks SA1 for their liaison statement on Network Sharing (TDoc S1-030533).

CNL1 has noted the 22.011 CR, covering changes to the PLMN selection requirements, and can confirm that the
CR is seen as sufficiently clear to allow CN1 to continue with the Stage 3 work, once the necessary Stage 2
information is received from SA2.

CN1 has discussed the following working assumptions:

e Multiple PLMN (MCC + MNC) information will be broadcast via the shared AN cells.

e Cell selection and re-selection and-LA-concepts are to be kept as they are, for as long as possible.

LA /RA concepts are to be kept as they are, for as long as possible.

e All UEs accessing any of the PLMNSs via the shared AN should see the same LA / RA identities and borders
to avoid problems with old mobiles, cell planning interactions with LA, and National roaming and regional
provision concepts.

e There will be a single Network Mode of Operation (NMO) for all UEs accessing the shared AN area.

* Legacy mobiles must be supported.

Based on the above working assumptions it appears that All-these-seem-to-indicate-thatonly multiple MCC +
MNC information needs to be added to the broadcast and-the rest-ofthe-system information. All other broadcast
system information- needs to be kept as it is..aslong-as-possible:

2. Actions:
To SA1 group.
ACTION:

CN1 would like to ask SA1 to confirm that the working assumptions meet their requirements.

3. Date of Next TSG-CN WG1 Meetings:
CN1#31 25 — 29 August 2003, Sophia Antipolis, hosted by ETSI

CN1#32 27 — 31 October 2003, China, Japanese Friends of 3GPP and Ericsson China



3GPP TSG-CN1 Meeting #30 Tdoc N1-030818
San Diego, California, USA, 19 — 23 May 2003

Title: Reply LS on unciphered IMEISV transfer
Response to: LS (S3-030294/N1-030777)

Release:

Work Item: Early UE

Source: CN1

To: SA3

Contact Person:
Name: Robert Zaus
Tel. Number: +49 89 636 75206
E-mail Address: robert.zaus@siemens.com

Attachments:

1. Overall Description:
CN1 would like to thank SA3 for their LS on unciphered IMEISV transfer.

CN1 has checked TS 24.008 and confirms that the stage 3 specification does not include any
timing restrictions for the MSC/VLR, SGSN, or UE on the handling of an IMEISV request. l.e.
an identity request for the IMEISV (or IMEI) before activation of the security mode control
procedure is not forbidden, and it is not forbidden for the UE to reply to such a request.

2. Actions:

3. Date of Next TSG-CN1 Meetings:

CN1_31 25" — 29™ August 2003 Sophia-Antipolis, France
CN1_32 27" — 31% October 2003 277,777



3GPP TSG-CN1 Meeting #30 Tdoc N1-030820
San Diego, California, USA, 19 —23 May 2003

Title: Reply LS on increasing the key length for GEA3
Response to: LS (S3-030308) on increasing the key length for GEA3

Source: CN1
To: SA3
Cc: GERAN

Contact Person:
Name: Christian Herrero, Ericsson
Tel. Number: +46 46 231812
E-mail Address: Christian.Herrero@emp.ericsson.se

Attachments: None.

1. Overall Description:
CN1 thanks SA3 for their LS in S3-030308 on the increase of the key length for GEA3.

CN1 would like to inform SA3 that the current definition of the MS Network Capability
information element -sub clause 10.5.5.12 in TS 24.008- already contains a code point for
GEAA4 that was defined long time ago. Hence, code point GEA4 is a suitable indication for
support of the GEA4 algorithm in the mobile station.

2. Actions:
To SA3 group.

CN1 kindly recommends SAS3 to consider this information and take it into account when
making a final decision on the increase of the key length for GEA3.

3. Date of Next TSG-CN WG1 Meetings:
TSG-CN WG1 Meeting #31 25— 29 August 2003  Sophia Antipolis, France.
TSG-CN WG1 Meeting #32 27 — 31 October 2003  TBD.



3GPP TSG-CN1 Meeting #30 Tdoc N1-030821
San Diego, California, USA, 19 — 23 May 2003

Title: Reply LS on media codecs and formats for Presence and Messaging

Response to: LS (S4-030418, N1-030783) on Reply LS on media codecs and formats for Presence and
Messaging from SA WG4

Release: 6

Work Item: PRESNC

Source: CNWG1

To: SA WG4

Cc: SAWG2

Contact Person:
Name: Krisztian Kiss
Tel. Number: +358504835363
E-mail Address: krisztian.kiss@nokia.com

Attachments: draft-lonnfors-simple-binpidf-01, draft-ietf-sip-congestsafe-01

1. Overall Description:

CN WG1 would like to inform SA WG4 that CN WGL1 has adopted draft-lonnfors-simple-binpidf-01 (and its
future revisions) on referencing external objects from the Presence Information Data Format. The draft is
referenced from TR 24.841, as well as it is part of the normative Rel-6 dependency list CN WG1 produced.

Furthermore, CN WG1 plans to adopt draft-ietf-sip-congestsafe-01 (and its future revisions) for the Rel-6 IM CN
Subsystem in order to prohibit the risk of network congestion when transmitting large SIP messages over UDP.
The Internet-Draft is part of the normative Rel-6 dependency list, its final adoption depends on the progress of
the draft in the SIP WG.

2. Actions:

To SA WG4 group.

ACTION: CN WGL1 asks SA WG4 to take into account the above discussion when progressing with the codec
and format definition work for presence and messaging.

3. Date of Next TSG-CN1 Meetings:
CN1_31 25" — 29™ August 2003 Sophia-Antipolis, France
CN1_32 27" — 31% October 2003 China



SIP -- Session Initiation Protocol D. WIllis

Wor ki ng Group B. Canpbel |
Internet-Draft dynam csoft Inc.
Expi res: August 13, 2003 Feb 12, 2003

Session Initiation Protocol Extension to Assure Congestion Safety
draft-ietf-sip-congestsafe-01

Status of this Meno

This docunent is an Internet-Draft and is in full confornmance with
all provisions of Section 10 of RFC2026.

Internet-Drafts are working documents of the Internet Engineering
Task Force (IETF), its areas, and its working groups. Note that

ot her groups may al so distribute working documents as
Internet-Drafts.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and may be updated, replaced, or obsol eted by other documents at any
time. It is inappropriate to use Internet-Drafts as reference

material or to cite themother than as "work in progress."”

The list of current Internet-Drafts can be accessed at http://
www. i etf.org/ietf/1lid-abstracts.txt.

The list of Internet-Draft Shadow Directories can be accessed at
http://ww.ietf.org/shadow htnl .

This Internet-Draft will expire on August 13, 2003.

Copyright Notice

Copyright (C) The Internet Society (2003). Al Rights Reserved.

Abstract

The Session Initiation Protocol allows the use of UDP for transport



of SIP nmessages. The use of UDP inherently risks network congestion
problems, as UDP itself does not define congestion prevention,

avoi dance, detection, or correction nechanisns. This problemis
aggravated by large SIP nessages which fragment at the UDP | evel
Transport protocols in SIP are also negotiated on a per-hop basis, at
the SIP level, so SIP proxies may convert from TCP to UDP and so
forth. This docunment defines what it nmeans for SIP nodes to be
congestion safe and specifies an extension by which a SIP User Agent
may require that its requests are treated in a congestion safe

nmanner.

WIllis & Canmpbell Expi res August 13, 2003 [ Page 1]
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1. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in RFC 2119 [ RFC2119].

2. Background

The Session Initiation Protocol RFC 3261 [4] provides application
support over nultiple transport protocols, including UDP and TCP
Transport negotiation is not "end to end" with SIP. |Instead, each
SI P hop individually determ nes which transport to use. For exanple,
a User Agent (UA) may use TCP to talk to a proxy, that proxy my use
UDP to tal k to another proxy, and that second proxy may use SCTP to
talk to a destination UA

UDP has inherent issues with congestion managenent. The protocol has

not explicit mechanisms for avoiding, detecting, or adapting to

net work congestion. SIP attenpts to deal with this in tw ways:

1. Retransmission timers with exponential back offs.

2. Attenpting to limt the size of transm ssions over UDP to reduce
the effects of fragnmentation.

This woul d appear to be an inconplete solution. One solution mght
be to deprecate UDP entirely for SIP. However, there is a large
installed base using UDP, and there are legitimtely places where UDP
appears to be quite useful such as tiny nobile phones and in

extrenely hi gh-volunme proxi es connecting over dedi cated networks.

As an alternative, this draft:

1. Defines what it nmeans for a SIP node to be "congestion-safe".

2. Defines a nechani smwhereby a congestion-safe UA may require that
any proxy processing its requests be congestion safe.

3. Defines a nechani smwhereby a proxy nmay reject a request that it
woul d be forced to fragnent, and in so doing informthe

originating UA of relevant sizing paraneters.



4. Defines a mechani sm whereby a server nmay reject requests that
woul d result in responses that might not be transmtted
congestion-safely if the request itself was not received in a

congesti on-saf e manner.

3. Definition of Congestion Safety for SIP

A SIP node can be considered "congestion safe" if it never enits a

request or response in a manner not known to be congestion safe.

Requests may be consi dered congestion-safe if any one of the

following criteria is met:

WIllis & Canmpbell Expi res August 13, 2003 [ Page 3]
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1. The transport toward the next SIP hop is TCP, SCTP, or other
transport providing congestion control and the next hop is known
to be either a UA or a congestion-safe proxy.

2. The transport toward the next hop is UDP, the next hop is known
to be a UA or congestion-safe proxy, and the network between the
two is known to support congestion managenent at a | ower |ayer.
Note that this is an unconoon case in typical Internet
applications.

3. If the only available transport toward the next hop is UDP and
the next hop is known to be a UA or congestion-safe proxy, the
request MAY be transmitted over UDP or rejected by |ocal policy.
If the request is transmtted over UDP, the procedures described
under the headi ng "Responsible use of SIP over UDP" in this
docurment MUST be fol | owed.

Responses may be consi dered congestion-safe if any one of the
following criteria is met:
1. The request was congestion-safe, as defined above.

2. The response is no larger than the request.

The precedi ng uses the phrase "the next hop is known to be either a

UA or a congestion-safe proxy." Such know edge nmay be derived either
t hrough admi nistrative configuration or through use of the
Pr oxy- Requi re nechani sm defi ned herein under the headi ng "Assuring

Transitive Congestion Safety with Proxy-Require".

4. Assuring Transitive Congestion Safety with Proxy-Require

SI P provi des a nmechani sm whereby a user agent meking a request can be
assured that any proxy servicing that request support a specific
extension or set of behavior. To do so, the user agent includes a
"Proxy-Require" header field with a value indicating a tag for the
speci fic extension or behavior required. There is an | ANA
registration process for these tags. As per [4], proxies not

recogni zing a specific tag or unwilling to support the associated

behavi or reject a request referencing that tag with a 420 response,



whi ch has the semantic "Unsupported".

We herein define a tag value of "congestion-safe". A proxy
forwardi ng a request containing a Proxy-Require with this tag val ue
MUST nmani fest the property of congestion-safety as defined by this
docurent .

5. Responsi bl e use of SIP over UDP
The fundanental problemwith UDP is that it provides no feedback

mechanismto allow a sender to pace its transm ssions against the

real performance of the network. Wile this tends to have no

WIllis & Canmpbell Expi res August 13, 2003 [ Page 4]
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significant effect on extrenely | ow vol ume sender-receiver pairs, the

i npact of high-volune relationships on the network can be severe.

Consi der the follow ng scenari o,

UAs is funnelled through a single proxy-proxy relationship

Exanpl e of large-fan out/fan-in likely to encounter

UAL- - - -\

UA9- - - -/

In this scenario

the proxy-proxy link P1&t-->P2.
this link is UDP and every UA enits a request simultaneously,
proxy will insert nine (one for each UA)
ei ght een si mul t aneous requests on the P1& t-->P2 |ink.
may require retransm ssions,

fragmentation to fit the link MU --

/----UAL10

\----UA18

Figure 1

wherein the traffic between nultiple

congesti on:

any requests from UA(L1..9) to UA(10..18) traverse

nore than one hundred packets per request,

si mul t aneousl y expressed packets in this scenario.

requests,

and |l arge requests may require

at the worst case

Assum ng current SIP practices, if

each

resulting in

Each request

produci ng
approxi mately 2,000
If the capacity

of link P1& t-->P2 is inadequate to deliver these nmessages within the

SIP retransm ssi on w ndow,

acting in transaction-stateful

the originating UAs (or the proxies, if

node) generate retransm ssions,

further compounding the probleminto a "retransm ssion storni.

Real -worl d scenarios nmay scale far

nore seriously.



unr easonabl e to assune that there may be tens of thousands of UAs on

each side of the network.

Clearly the best thing to do is to use a nore sophisticated transport
protocol (TCP, SCTP, etc.) between Pl and P2, and between each UA and
its associated proxy. |If this is not feasible, it may be necessary
to fall back to UDP

It should be noted that the fundanmental problem not just between UAs
and proxies, but whenever there is a high fan-out or fan-in ratio.
If in the above exanple, each UA were behind a "residential proxy"

the probl emwoul d occur in simlar fashion.

WIllis & Canmpbell Expi res August 13, 2003 [ Page 5]
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One might propose that SIP ALWAYS use a congestion-controlled
transport to talk to proxies, and only fall back to UDP when the next
hop is a UA. The primary problemw th this approach is that in
general, a SIP node does not and cannot know whet her the next node is
a UAor aproxy -- it is this ability to "insert" proxies into a
sequence that provides nuch of the flexibility of SIP. A secondary
problemis that even if the next hop is a UA, sone UAs are
sufficienty high volume, and some links sufficiently narrow, that

congestion mght still result fromthe incautious use of UDP.

5.1 Requirenments For Use of SIP Over UDP

The previously described problens with the general use of SIP over
UDP lead to the following two requirenents for the use of UDP as a
transport protocol for SIP:

1. Large nmessages MUST NOT be transmitted over UDP. The SIP
speci fication provi des basic guidance for UAs. Congestion-safe
proxi es MJUST follow the procedures described bel ow under the
headi ng "Proxy Rejects Request That Wul d Require UDP
Fragnentation." UAs MAY al so nake use of the MIU feedback
techni ques in that section.

2. Nodes sending requests over UDP MJUST pace those requests as
descri bed under the heading "Pacing SIP requests over UDP."

Response nessages SHOULD be constrained to be smaller than the MIUs
establ i shed for requests by the precedi ng nmechani sns, and systens
i mpl ementors should remain aware that SIP provides linmted support
for managi ng response sizes. Further experience may indicate a need

for further control over response handling.

5.2 Pacing SIP Requests Over UDP

One sinple way to describe the congestion problemis that UDP lets us
send packets wi thout knowi ng whet her those packets are arriving. The
si npl est approach to dealing with this at the application level is to

send a request, then wait for sone sort of response indicating that



the request was received before sending anything else. This produces

an effect described by sonme as "ping-ponging" -- traffic bounces back
and forth between two nodes |ike a ping-pong ball or tennis ball in a
match. Since there's only one ball in play between any two pl ayers

at any given time, nost of the potential for congestion cascades is
el i m nat ed.

This pacing or serialization approach has the side-effect of
significantly reducing the maxi num t hroughput, as transm ssion occurs
in only one direction at a tine and there is at |east a 2xRTT del ay
bet ween transni ssions. Mre sophisticated algorithns such as those
in TCP and SCTP have been devel oped to address this, and it would be
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i nappropriate to duplicate that work here. Consequently, if greater
efficiency is required than that provided by this sinple approach,

i mpl ementors should use TCP, SCTP, or another such protocol. But if
one absol utely nmust use UDP, this approach works, and is reasonably
efficient in the nost likely application of "edge proxy" to UA and
ot her proxies with large fan-outs to individual |ow volume nodes.
SIP has two sorts of request transactions: "invite" and "non-invite"
tranactions. Invite transaction use a three way sequence of

"request, response, acknow edgenent” and may include a "provisiona
response" between the request and response steps. Non-invite
transactions use a two-way "request, response" sequence, and may al so
have a provisional response although that behavi or has been

deprecat ed

Congestion-safe use of SIP over UDP requires waiting for some sort of
response to a request (or a tineout, which has backoff properties)
bef ore sendi ng another request to that sane destination. A
congestion-safe SIP node (UA or proxy) MJST NOT send a request to a
given next-hop if there is an existing request to that destination
whi ch has not received sone sort of response. The existing
transaction MJST either receive a response (final or provisional) or
ti me-out before a new request can be made to that next-hop

This effectively requires congestion-safe proxies to act in a
transacti on-stateful manner on a per-next-hop destination basis, at
| east to the extent of tracking whether some sort of request is
pending to each next-hop and correl ating provisional and final

responses to that request.

Some may argue that this puts an excessive burden onto the SIP node,
and that inplenentations that are "congestion-safe" per this
specification will have reduced performance when used with UDP over a
shared or public network. W counter that congestion-safe transport
protocols are readily avail able, and that network users which insist

on using unsafe transports (such as UDP) MJST be responsible for



assuring that they do not inpede the function of other users of the
network, even at the expense of reducing their own efficiency. It is
sinply irresponsible to "blast away" at the network w t hout regard

for congestion or its inpact on other users of the network.

5.3 Proxy Rejects Request That Whuld Require UDP Fragnentation

A proxy may be faced with a request to deliver a | arge nessage using
UDP as a transport. Fragnentation of such nmessages is problematic in
several ways. Loss of any fragment requires tine-out and
retransm ssion of the nessage. The fragments are commonly

transmtted out the interface at local interface (usually LAN) rates,
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wi t hout awareness of intervening network conditions. For these
reason, we believe it in general a bad practice to send |arge

requests over UDP

Wil e the actual MIU of a link may not be known, common practice
seenms to indicate that the local interface MTUis likely to be a
reasonabl e approximation. Were the actual path MU is known, that
val ue shoul d be used instead.

When a congestion-safe SIP proxy processing a request determ nes that
the next hop is reached via UDP, and that the request is |arger than
the effective MIU toward that hop and woul d consequently be

fragmented, the proxy MJST reject that request with a 513 response

The base SIP specification provides mniml guidance on dealing with
oversi zed requests. There is an error response code, 513, with the
semantic "request too |large" that seens applicable. However, SIP
provi des no gui dance on how to indicate what size m ght be allowed.
We define here two extension header fields that may be used in a 513
response to indicate by the rejecting proxy the size of nessage

al l oned by that proxy. The extension header field "Proxy-Mx-Size"
may be used to indicate the largest allowable request to the
originating UA. The extension header field "Proxy-Seen-Size" nay be
used to indicate the size of the rejected request as cal cul ated by
the rejecting proxy. |In both cases, the size value used indicates
the SI P nessage size, which does not include IP or transport protoco

over head.

A congestion-safe SIP proxy which rejects a request based on size
SHOULD i ncl ude a "Proxy-Max-Size" header field with a val ue

i ndi cating the | argest size nessage allowed by this proxy on this
link. |If a Proxy-Mx-Size header field is sent, the proxy MJST al so
i nclude a "Proxy-Seen-Size" header indicating the size of the request

as seen at this proxy.

A UA receiving a 513 response has the options of giving up, trying a



smal | er request, or trying a different set of proxies. Should it
choose to try a smaller request, it nay estimate the size of the

| argest nmessage that can be sent by taking the original request size,
subtracting it fromthe value of the Proxy-Seen-Size header field,
and subtracting that result fromthe value of the Proxy-max-Size
header field. Note that a UA SHOULD NOT repeatedly downsi ze and
retry a request. This technique is not an adequate repl acenment for
TCP's Path MIU Di scovery. Any request that has been rejected nore
than once with a 513 SHOULD either be abandoned or re-issued over
congesti on-saf e channel s.
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5.4 Server Rejects Request Because Response Could Not Be Sent Safely

A server receiving a SIP request generates a resposne to that
request. Delivery of this response may raise issues of
congestion-safety. Because SIP requires that responses traverse
exactly the reverse of the route taken by the request (recorded in
the Via: header fields values), the server has no options about
routing the response. |If the request was delivered in a
congestion-safe manner, it can be safely assumed that the response
will also be returned in a congestion-safe manner, as it nust
traverse exactly this recorded route. However, if the request was
NOT received in a congestion-safe nmanner, the server cannot negotiate
a congestion-safe path for the response, as the response nust follow
the path of the request.

If the size of the generated response is |less than the size of the
received request, it may be reasonably assuned that since the request
arrived intact, a response of equal or snaller size is likely to
traverse the reverse of that path succesfully. However, no such
assunptions can be nmade about responses that are larger than the

correspondi ng request.

When a congestion-safe server generates a response to a request that
is larger than the request and that request was not received over a
congestion-safe channel, it cannot be assumed that the response can
be safely transnmtted. An unsafe response cannot be transnmitted by a
congestion-safe server. |Instead the server MJUST reject the request
and return an error response using response code 514, which has the

semanti c of "Response Coul d Not Be Sent Safely"”

A UA receiving a 514 response to a request may either retry the

request in a congestion-safe manner or abandon the request.

6. Syntax of Extensions and Changes to SIP Specifications

The syntax for the Proxy-Max-Size header field is:



Proxy- Max- Si ze = "Proxy-Max- Si ze" HCOLON 1*DIG T

The syntax for the Proxy-Seen-Size header field is:

Proxy- Seen- Si ze = "Proxy-Seen-Si ze" HCOLON 1*DIA T

7. | ANA Consi derati ons

This docunent defines the SIP extension header fields

"Proxy- Max- Si ze" and "Proxy-Seen-Size" ", which IANA will add to the
registry of SIP header fields defined in [4].
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Thi s docunent also defines the SIP option tag "congestion-safe" which
IANA will add to the registry of SIP option tags defined in [4].

This docunment al so defines the SIP response code 514, with the
semanti ¢ "Response Cannot Be Sent Safely" which |ANA will add to the
registry of SIP response codes defined in [4] in the section for 5xx

cl ase response codes.

The following is the registration for the Proxy-Max-Size header
field:

RFC Number: RFCXXXX [Note to IANA: Fill in with the RFC nunber of
this specification.]

Header Field Nane: Proxy-Mx-Size

Compact Form none

The following is the registration for the Proxy-Seen-Size header

field:

RFC Number: RFCXXXX [Note to IANA: Fill in with the RFC nunber of

this specification.]

Header Field Nane: Proxy-Seen-Size

Compact Form none

The following is the registration for the congestion-safe option tag:

RFC Nurber: RFCXXXX [Note to ANA: Fill in with the RFC nunber of

this specification.]

Option Tag: congestion-safe



The following is the registration for the SIP response code 514:

RFC Nurber: RFCXXXX [Note to IANA: Fill in with the RFC nunber of

this specification.]

Response Code: 514 Response Cannot Be Sent Safely
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Abst r act



This nmeno specifies a nmethodol ogy whereby external content to a
presence information document can be referenced in XM. encoded
presence i nformati on docunent (PIDF). The external content can be
either transferred directly in the payl oad of nmessages or indirectly
as an HTTP reference. The external part nmight contain binary data

such as i nmages.
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1

| nt roduction

The Presence Information Data Format (PIDF) is described in [2]. It
defines a generic XM. encoded format to express a presentity's
presence information. However, it does not specify any mechani sm how
external objects, e.g. pictures, as a part of presence infornmation
can be represented in such XM. docunents.

The Content Indirection docunent [4] provides an extension to the URL
M ME Ext er nal - Body Access-Type [8] to allow any MME part in a SIP
nessage to be referred indirectly via a URL. In addition there is a
need to specify an extension to PIDF in order to use the Content

I ndi rection nmechanismfor the Presence in a way that the XML encoded
presence information is carried directly in MM nessage while

external objects are referenced indirectly.

Using the SIP Events [5] as transport for PIDF docunents it is
equally feasible to deliver the external objects in the payload of a
SI P nmessage, nanmely SIP NOTIFY. The MM Miltipart/Rel ated content
type [6] provides a tool for placing a reference to an externa
content as a MME nultipart. An extension to PIDF is needed for
referencing the multiparts froma PIDF formatted presence infornmation
document. A simlar kind of approach of utilizing the MME Miltipart/
Rel ated with HTM. can be found in [7].

Conventi ons

In this docunent, the key words 'MJST', 'MJST NOT', 'REQUI RED
"SHALL', 'SHALL NOTI', 'SHOULD , 'SHOULD NOT', 'RECOMMENDED , ' MAY',
and ' OPTIONAL' are to be interpreted as described in RFC 2119 [1]
and indicate requirement levels for conpliant inplenentations.

Overvi ew of Met hodol ogy

This section provides an overview for having references to the

external objects (direct and indirect content) in presence



i nformati on.

The external object can be enbedded as one part of a nultipart

payl oad of a M ME nessage, can be stored at an external |ocation
where the nultipart payload includes a URL to external object using
Content Indirection [4], or the PIDF XML part can directly contain a
URL Iink to the content. The M ME Mil tipart/Rel ated content type [6]
is used for direct delivery of the external object.

The presence information data format is extended with an object |ink

(Obj Link) XM. el enment. Each separate external content has its own
oj Li nk value within presence information. The value of the ObjLink
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is URL (see nore information about the syntax of URL from[9]). The
val ue might be either the Content ID of the external object part in
the multipart payload or a URL to the |ocation of the externa
content. The application processing the PIDF docunent is able to

di scover the location of the content fromthe schene of the URL (see
nore information about the reserved schene nanmes from[9] and [10]).
The 'cid:' schene [10] refers to a specific body part of a nessage

4. BI NPl DF El enents

4.1 Nanmespace

The namespace declaration to the PIDF extension specified in this
document is 'urn:ietf:paranms: xm :ns: pidf-ext-cont'.

4.2 ' Qbj Link' El enent

The ' Obj Link' XM el ement contains a URL reference [9] to the
external object. The schene of the URL specifies how the value of the
Qoj Link element is processed. The val ue of the CbjLink m ght
correspond to the Content ID [10] paranmeter of the nultipart nmade
according to MME Miltipart/Rel ated content type [6], or to the
"external' location of the content.

The Obj Link el ement MAY have a Content Type attribute. The Content Type
shoul d be used when the URL references directly to an external
| ocation. The value of the attribute describes the content (see

description of entity headers from[11]).

5. How To Utilize this Specification
This chapter describes how the payl oad of a SIP nessage is conposed
when there is a need to convey external objects to XM. encoded

presence i nformati on docunent between the client and presence server.

The follow ng nmethods for delivering the external object are



explained later in their own subchapters: a direct link to the
external content within a Pl DF based XM. docunment and a reference to
a nultipart having either the content of the external object enbedded
or a URL (and other information) to an external |ocation where the

content is stored.
5.1 Direct Link to External Content
The ObjLink XM. elenment is included in PIDF to point to the |ocation

where the external content is stored. The used content type in the
SI P message is one of the normal content type(s) of presence service.
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5.2 Reference to Miltipart where External Object is Enmbedded

The content type of the SIP nessage and the multiparts of the payl oad
are conposed according to [6] (MME Multipart/Rel ated). The XM
encoded presence information in PIDF is the 'root' of the body part.
The ObjLink XM. elenment is used within presence information in PlDF
to reference to the nultipart where the content of the externa

obj ect is found.

5.3 Reference to Miltipart where Link and Another Information about the
Ext ernal Object is Found

The content type of the SIP nessage and the multiparts of the payl oad
are conposed according to [6] (MME Multipart/Rel ated). The XM
encoded presence information in PIDF is the 'root' of the body part.
The ObjLink XM. elenment is used within presence information in PlDF
to reference the part in the nmultipart payl oad where the additiona
information (e.g., URL) of the external object is found. The

mul ti part of the external object is conposed according to [4].

6. Exanpl es

6.1 Binary Objects both Directly Enbedded and Indirectly Referenced in
Mil tiparts

Presence information subscription fromclient to server:

SUBSCRI BE si p: j ohn@r es. exanpl e. com SI P/ 2.0
Via: SIP/2.0/ TCP xxxxx; branch=z9hGAbKwYb6QREI CL
Max- Forwar ds: 70

To: <sip:john@res. exanpl e. conp

From <sip: adam@xanpl e. conp; t ag=i e4hbb8t
Call-1D: cdB34gLToC@ er mi nal . exanpl e. com

CSeq: 322723822 SUBSCRI BE

Contact: XXXx

Event: presence



Expires: 7200

Accept: application/cpi mpidf+xm

Accept: nultipart/rel ated

Accept: nessage/ external -body, text/htm, text/plain, inmagel*

Content-Length: O

(200 K are omtted)

The NOTI FY | ooks |ike:

NOTI FY si p:term nal . exanpl e.com SIP/ 2.0
Via: SIP/2.0/ TCP pres. exanpl e. com branch=z9h&4bKMyRenTETmm
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Max- Forwards: 70

From <sip:john@res. exanpl e. conp; t ag=zpNct bZq

To: <sip: adam@xanpl e. con; t ag=i e4hbb8t

Call-1D: cdB34gLToC@ er i nal . exanpl e. com

CSeq: 997935768 NOTI FY

Contact: <sip: pres. exanpl e. conr

Event: presence

Subscription-State: active; expi res=7200

Content-Type: nultipart/rel ated;type="application/cpi mpidf+xm";
start ="<nXYXAE@r es. exanpl e. com"; boundar y="50UBf WILSCVLt ggUPe5z"

Cont ent - Lengt h:  xxx

- - 50UBf W LSCVLt ggUPe52z

Cont ent - Transf er - Encodi ng: 8bi t

Content-1D: <nXYXAE@r es. exanpl e. conp

Cont ent - Type: applicati on/cpi m pi df +xm ; char set =" UTF- 8"

<?xm version="1.0" encodi ng="UTF-8"?>
<presence xm ns="urn:ietf:parans: xm :ns:cpi mpidf"
xm ns: obj ="urn:ietf:parans: xm : ns: pi df -ext-cont"

entity="sip:john@res. exanpl e. cont >

<tuple id="432sd">
<st at us>
<basi c>open</ basi c>

</ status>

<cont act >si p: j ohn@ m exanpl e. conx/ cont act >
<not e>At hone</ not e>
<obj : Obj Li nk>ci d: own_phot o@xanpl e. conx/ obj : Obj Li nk>
<obj : Obj Li nk>ci d: i magel@xanpl e. conk/ obj : Qoj Li nk>

</tupl e>

</ presence>

- - 50UBf W/ LSCVLt ggUPe5z
Cont ent - Type: i nmge/j peg
Content-1D: <own_phot o@xanpl e. conm>



Cont ent - Transf er - Encodi ng: bi nary
Cont ent - Descri ption: Owm photo

(encoded j peg i nage)

- - 50UBf W/ LSCVLt ggUPe5z
Cont ent - Type: nessage/ ext er nal - body
Content-1D: <i magel@xanpl e.con
Cont ent - Di sposi tion: render

Cont ent - Description: G oup photo

Cont ent - Type: mnessage/ ext er nal - body;
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access-type="URL";

expirati on="NMon, 24 June 200x 09: 00: 00 GVII";
URL="htt p: // www. ex. com conpany_party/i magel. png"
Si ze=234422

- - 50UBf W LSCVLt ggUPe5z

6.2 External Content Reference in Presence Information w thout M ME
Mul tipart Definition

Presence information subscription fromclient to server:

SUBSCRI BE si p: j ohn@r es. exanpl e.com SI P/ 2.0
Via: SIP/2.0/ TCP xxxxx; branch=z9hGAbKwYb6QREI CL
Max- Forwar ds: 70

To: <sip:john@res. exanpl e. conr

From <si p: adam@xanpl e. conP; t ag=i e4hbb8t
Call-1D: cdB34gLToC@ er mi nal . exanpl e. com
CSeq: 322723822 SUBSCRI BE

Cont act: XXxxX

Event: presence

Expires: 7200

Accept: application/cpi mpidf+xm

Accept: image/*

Content-Length: O

Notification having a link to the picture:

NOTI FY si p:term nal . exanpl e.com SIP/ 2.0

Via: SIP/2.0/ TCP pres. exanpl e. con branch=z9hG4AbKMyRenTEThm
Max- Forwards: 70

From <sip:john@res. exanpl e. conp; t ag=zpNct bZq

To: <sip: adam@xanpl e. conP; t ag=i e4hbb8t

Call-1D: cdB34gLToC@ er mi nal . exanpl e. com

CSeq: 997935768 NOTI FY



Cont act: <si p: pres. exanpl e. conp

Event: presence

Subscription-State: active; expi res=7200
Cont ent - Type: application/ cpi m pi df +xn
Cont ent - Lengt h:  xxx

<?xm version="1.0" encodi ng="UTF-8"?>
<presence xm ns="urn:ietf:paramnms: xm :ns:cpi mpidf"
xm ns:obj ="urn:ietf:parans: xm : ns: pi df -ext-cont"

entity="sip:john@res. exanpl e. cont >

<tuple id="432sd">
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<stat us>
<basi c>open</ basi c>
</ st at us>
<cont act >si p: j ohn@ m exanpl e. conx/ cont act >
<not e>At hone</ not e>

<obj : Qbj Li nk
Cont ent Type="i mage/ j peg" >htt p: // ww. exanpl e. com own_phot 0. j pg</ obj : Qoj Li nk>

</tupl e>

</ presence>

7. XML Schema Definition

<?xm version="1.0" encodi ng="UTF-8"?>
<xs: schenm target Nanmespace="urn:ietf:parans: xnl : ns: pi df -ext-cont"
xm ns: xs=http://ww. w3. org/ 2001/ XM_Schena
el ement For nDet aul t =" qual i fi ed"
attri but eFor mDef aul t ="unqual i fi ed" >
<xs: el ement nanme="0bj Li nk">
<xs: conpl exType>
<xs: si npl eCont ent >
<xs: ext ensi on base="xs:anyURl ">

<xs:attribute nanme="Content Type" type=xs:string
use="optional "/ >

</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
<xs:/ el ement >

</ xs: schema>

8. Security Considerations

Al'l security conciderations defined in [5] and [4] apply this

docunent.
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Title: LS on Support of additional LLC SAPIs

Response to: LS (S2-032177/N1-030813) on < Mapping of NSAPIs onto LLC SAPIs > from SA2
Release: Release 6

Work Item: TEI-6

Source: CN1

To: SA2

Cc: GERAN

Contact Person:
Name: Robert Zaus
Tel. Number: +49 89 636 75206
E-mail Address: robert.zaus@siemens.com

Attachments:

1. Overall Description:
CN1 would like to thank SA2 for their LS on Mapping of NSAPIs onto LLC SAPIs.

SA2 have asked CNL1 to study whether more LLC SAPIs could be made available for a UE and to extend the
number of LLC SAPIs if feasible.

CN1 have briefly discussed the issue and can provide the following preliminary answer:

- Currently, in the LLC service access point identifier IE in TS 24.008 only 4 LLC SAPI values have been
defined for GPRS data transfer. One additional codepoint ("0000") is used to indicate "LLC SAPI not
assigned".

- All the remaining code points are defined as "reserved". Therefore, it is not possible to use these code
points in the existing LLC service access point identifier IE for extension, since an old SGSN
implementation would have to reject a message containing a reserved value in a mandatory IE.
However, a new IE or an indication of support of new LLC SAPIs from the receiving entity could be used
as a workaround.

CN1 needs to study these possible solutions in more detail and will inform SA2 and GERAN when progress has
been made on the issue.

2. Actions:

3. Date of Next TSG-CN1 Meetings:
CN1_31 25" — 29™ August 2003 Sophia-Antipolis, France
CN1_32 27" — 31% October 2003 277,777
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Title: Reply LS on RAN WG2 terminology and impacts on CN WG1 specifications (PLMN
selection)

Response to: LS (N1-030865 / R2-031368) on RAN WG2 terminology and impacts on CN WG1
specifications (PLMN selection)

Release: Release 99

Work Item:

Source: CN1

To: RAN2

Cc:

Contact Person:
Name: Kevan Hobbis
Tel. Number: + 44 7782 325252
E-mail Address: kevan.hobbis@three.co.uk

Attachments:

1. Overall Description:

CN1 thanks RANZ2 for their liaison on terminology. Discussion in CN1 has concluded that the issues raised are
not purely down to terminology differences. Although it is clear that there is a discrepancy in the understanding
of the term ‘dedicated channel’ between CN1 and RAN2.

CN1 notes that TS23.122 defines the procedures and conditions for PLMN selection in the Non-Access Stratum.
CN1 has a concern that a simple alignment of terminology may result in a partial merging of the NAS and AS
layers, e.g. MM and RRC. For example the NAS does not have visibility of whether the RRC has a connection or
not. This potential merging of layers is assumed to be undesirable.

CN1 would like to clarify their understanding of the high level requirements for PLMN selection as follows

1. PLMN selection should not take place during ongoing NAS procedures (e.g. MM, GMM, CC, SM, SMS)

2. PLMN selection should not take place during an active CS domain call

3. PLMN selection should not take place during PS domain data transfer

4. PLMN selection should be allowed to take place during a PS domain connection where the user is not
currently transferring data i.e. the user is in a low activity state

5. PLMN selection should be allowed to take place when no CS call is active and no PS data transfer is

taking place

This is by no means an exhaustive list of the different scenarios, but CN1 believe it highlights the features
required and that it highlights that a simple adoption of terminology from one group to the other (in either
direction) is unlikely to provide the necessary clarification.

CN1 asks RAN2 to study the above list of scenarios and indicate if there are any Access Stratum activities that
take place that will prevent or otherwise restrict the ability to perform PLMN selection. CN1 notes that the RRC
connection status as described in the RAN2 liaison may be such an issue, but also notes that decoupling of the
NAS and AS means that this is not visible to the NAS layer.

CNL1 believes that Idle mode as defined in TS23.122 seems to clearly map to RRC-Idle. It also seems to be clear
that ‘a dedicated connection’ as understood in 23.122 clearly maps to Cell_DCH state. However, it seems that
Cell_FACH and Cell/lURA_PCH states can be considered to be either Idle or ‘connected’.

CN1 proposes that a possible interpretation is that a PLMN search is allowed provided there is no physical
channel allocated to the mobile i.e. no ongoing signalling procedures or user data transfer. CN1 asks RAN2 for
their opinion on such an interpretation.



CNZ1 will further study the issue and investigate how it may be solved, and will inform RAN2 of the progress of
this work.

2. Actions:
To [RANZ2] group.
ACTION: CN1 asks RAN2 group to consider the above discussion and inform CN1 whether they agree

with the above stated principles.

ACTION: CN1 asks RAN2 group to consider the above discussion and inform CN1 of any further
proposals they may have to solve this issue.

3. Date of Next TSG-CN1 Meetings:
CN1 31 25" — 29™ August 2003 Sophia-Antipolis, France
CN1_32 27" — 31% October 2003 China
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Title: LS on transport of unknown SIP signalling elements
Release: Rel-5

Work Item: IMS-CCR

Source: CNWG1

To: SAWG2, SA WG3, SAWG5

Cc:

Contact Person:
Name: Georg Mayer
Tel. Number: +358 504821437
E-mail Address: georg.mayer@nokia.com

Attachments:

1. Overall Description:

CN WG1 wants to inform, that CN WG1 has agreed to add a statement to 3GPP TS 24.229, which mandates
network entities in the IM CN subsystem, which act as SIP proxies, to be transparent for the following SIP
signalling elements:

- unknown SIP messages;

- unknown SIP header fields;

- unknown SIP header parameters.

The term "unknown" here makes reference to messages, header fields or parameters that are not mandatory to
be supported by CSCFs in IMS Release 5.

This behaviour is a main feature of the SIP protocol as defined by RFC3261 and was implicitly mentioned in
several parts of the IMS specification already, e.qg. in the description of filtering in 3GPP TS 23.218.
Nevertheless it was seen as necessary to put a clear statement to 3GPP TS 24.229 in order to guarantee that
implementations of IMS network elements act in conformance with the SIP specification.

Transparency means here, that a network entity passes on the unknown signalling element towards the
receiving user. This does not prevent the network element to perform certain actions on the unknown signalling
element. For example in case of an unknown SIP request, the S-CSCF will still be able to apply filter criteria on
the request.

The actions for modifications of SIP messages in 3GPP TS 24.229 have been written in a way that they apply to
both, known and unknown SIP messages.

2. Actions:
To SAWG2 and SA WG3 groups.
ACTION: CN1 kindly asks SA WG2 and SA WG3 to take the transport of unknown SIP signalling

elements into consideration. CN WG1 asks for a reply to this liaison statement, if any problem with this
behaviour is seen from architectural or security point of view.

To SA WG5S group.

ACTION: CNL1 kindly asks SA WGS5 to indicate if there are any implications or possible problems
regarding to IMS charging due to the transport of unknown SIP signalling elements.

3. Date of Next TSG-CN1 Meetings:
CN1_31 25" — 29" August 2003 Sophia-Antipolis, France



CN1 32 27" — 31% October 2003 China
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Title: LS on Security Association Lifetimes
Response to:

Release: 5

Work Item: IMS-CCR

Source: CN1

To: SA3

Cc:

Contact Person:
Name: Kevan Hobbis
Tel. Number: +44 7782 325252
E-mail Address: kevan.hobbis@three.co.uk

Attachments: N1-030493, N1-030494, N1-030496 and N1-030646917

1. Overall Description:

CN1 would like to inform SA3 of agreed changes to TS 24.229 in regard to the management of security
association lifetimes. These changes will appear in the next reference version of TS 24.229

CN1 have agreed changes to enhance the PCSCF behaviour regarding security association lifetimes during
authentication and re-authentication. These changes allow the PCSCF to increase or decrease the security
association lifetime dependent on the expiry time of still valid registrations.

The four change requests attached to this liaison show the detail of these changes.

CN1 note that this detailed operation is not aligned with 33.203 and ask SA3 to modify 33.203 to align with the
agreed operation defined in the CN1 change requests.

2. Actions:

To [SA3] group.

ACTION: CN1 asks SA3 group to make the necessary changes to 33.203 to align with the operation
agreed by CNL1.

3. Date of Next TSG-CN1 Meetings:
CN1_31 25" — 29™ August 2003 Sophia-Antipolis, France
CN1_32 27" - 31% October 2003 ?27?
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5.1.1.2 Initial registration

The UE can register a public user identity at any time that avalid PDP context exists. However, the UE shall only
initiate a new registration procedure when it has received afinal response from the registrar for the ongoing registration,
or the previous REGISTER request has timed out.

A REGISTER reguest may be integrity protected using IK, see 3GPP TS 33.203 [19], derived as aresult of an earlier
registration.

The public user identity to be registered can be extracted either from the ISIM application, if present, on the UICC or
derived from the USIM, according to the procedures described in subclause 5.1.1.1A. A public user identity may be
input by the end user.

On sending a REGISTER request, the UE shall populate the header fields as follows:
a) the Authorization header, with the username field, set to the value of the private user identity;
b) the From header set to the SIP URI that contains the public user identity to be registered;
c) the To header set to the SIP URI that contains the public user identity to be registered;

d) the Contact header set to include SIP URI(S) containing the IP address of the UE in the hostport parameter or
FQDN. If the protected port value that is bound to the security association is known by the UE, that shall be al'so
included in the hostport parameter;

NOTE 1: If the UE specifiesits FQDN in the host parameter in the Contact header, then it hasto ensure that the
given FQDN will resolve (e.g., by reverse DNS lookup) to the IP address that is bound to the security
association.

€) the Expires header, or the expires parameter within the Contact header, set to the value of 600 000 seconds as the
value desired for the duration of the registration;

NOTE 2: Theregistrar (S-CSCF) might decrease the duration of the registration in accordance with network policy.
Registration attempts with a registration period of less than a predefined minimum value defined in the
registrar will be rejected with a 423 (Interval Too Brief) response.

f) aReguest-URI set to the SIP URI of the domain name of the home network;

g) the Security-Client header field set to specify the security mechanism the UE supports, the |PSec layer
algorithms the UE supports and the parameters needed for the security association setup. For further details see
3GPP TS 33.203[19] and RFC 3329 [48];

h) the Supported header containing the option tag "path"; and

i) if asecurity association exists, a P-Access-Network-Info header that contains information concerning the access
network technology and, if applicable, the cell ID (see subclause 7.2A.4).

The UE shall extract or derive from the UICC a public user identity, the private user identity, and the domain name to
be used in the Request-URI in the registration, according to the procedures described in subclause 5.1.1.1A.

On receiving the 200 (OK) response to the REGISTER request, the UE shall store the expiration time of the registration
for the public user identities found in the To header value. The UE shall aso store thelist of URIs contained in the P-
Associated-URI header value. This list contains the URIs that are associated to the registered public user identity. The
list contains a so the identity under registration, unless this identity is barred. In order to build a proper preloaded Route
header value for new dialogs, the UE shall also store the list of Service Route headers contained in the Service-Route
header.

The UE shall use the registration expiration time received in the 200 (OK) response and compare it with all other
locally stored registration lifetimes. The UE shall select the longest registration lifetime as the SIP level lifetime for its
security association with the P-CSCF.

When a 401 (Unauthorized) response to a REGISTER isreceived the UE shall behave as described in
subclause 5.1.1.5.1.

On receiving a423 (Interval Too Brief) too brief response to the REGISTER request, the UE shall:

CR page 3
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- send another REGISTER request populating the Expires header or the expires parameter with an expiration timer
of at least the value received in the Min-Expires header of the 423 (Interval Too Brief) response.

5.1.1.4 User-initiated re-registration
The UE can reregister a previously registered public user identity at any time.

The UE shall reregister the public user identity 600 seconds before the expiration time of a previous registration, unless
either the user or the application within the UE has determined that a continued registration is not required. If the
registration period indicated from the S-CSCF is less than 600 seconds, the UE shall reregister when half of the
registration period has expired.

The UE shall integrity protect the REGISTER request using IK, see 3GPP TS 33.203 [19], derived as aresult of an
earlier registration, if IK isavailable.

On sending a REGISTER request, the UE shall popul ate the header fields as follows:
a) an Authorization header, with the username field set to the value of the private user identity;
b) aFrom header set to the SIP URI that contains the public user identity to be registered;
¢) aTo header set to the SIP URI that contains the public user identity to be registered;

d) aContact header set to include SIP URI(s) that contain(s) in the hostport parameter the | P address of the UE or
FQDN and protected port value bound to the security association;

NOTE 1: If the UE specifiesits FQDN in the host parameter in the Contact header, then it has to ensure that the
given FQDN will resolve (e.g., by reverse DNS lookup) to the IP address that is bound to the security
association.

€) an Expires header, or an expires parameter within the Contact header, set to 600 000 seconds as the value desired
for the duration of the registration;

NOTE 2: Theregistrar (S-CSCF) might decrease the duration of the registration in accordance with network policy.
Registration attempts with a registration period of less than a predefined minimum vaue defined in the
registrar will be rejected with a 423 (Interval Too Brief) response.

f) aRequest-URI set to the SIP URI of the domain name of the home network;

g) aSecurity-Client header field, set to specify the security mechanism it supports, the |PSec layer algorithms it
supports and the parameters needed for the security association setup. For further details see
3GPP TS 33.203 [19] and RFC 3329 [48];

NOTE 3: The 401 (Unauthorized) challenge sent back by the S-CSCF to the UE as a response to the REGISTER
request is piggybacked by the P-CSCF to insert the Security-Server header field init. The S-CSCF
authenticates the UE, while the P-CSCF negotiates and sets up the security association with the UE
during the same registration procedure.

h) the Supported header containing the option tag "path"; and

i) the P-Access-Network-Info header that contains information concerning the access network technology and, if
applicable, the cell ID (see subclause 7.2A.4).

The UE shall extract or derive from the UICC a public user identity, the private user identity, and the domain name to
be used in the Request-URI in the registration, according to the procedures described in subclause 5.1.1.1A.

On receiving the 200 (OK) response to the REGISTER request, the UE shall store the new expiration time of the
registration for this public user identity found in the To header value. The UE shall also store the list of URIs contained
in the P-Associated-URI header value. Thislist contains the URIs that are associated to the registered public user
identity.

CR page 4
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The UE shall use the registration expiration time received in the 200 (OK) response and compare it with all other
locally stored registration lifetimes. The UE shall select the longest registration lifetime as the SIP level lifetimefor its
security association with the P-CSCF.

When a 401 (Unauthorized) response to a REGISTER isreceived the UE shall behave as described in
subclause 5.1.1.5.1.

On receiving a423 (Interval Too Brief) response to the REGISTER request, the UE shall:

- send another REGISTER request populating the Expires header or the expires parameter with an expiration timer of
at least the value received in the Min-Expires header of the 423 (Interval Too Brief) response.

CR page 5
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5.1.1.7 Network-initiated deregistration

Upon receipt of aNOTIFY regquest on the dialog which was generated during subscription to the reg event package as
described in subclause 5.1.1.3, including one or more <registration> element(s) with the state attribute set to
"terminated" and the event attribute set to "rejected" or "deactivated", the UE shall remove all registration details
relating to these public user identities. In case of a"deactivated" event attribute, the UE shall start the reregistration
procedure as described in subclause 5.1.1.4.

If there are no more public user identities registered, the UE shall delete the security associations and related keys it
may have towards the P-CSCF.

If there are other remaining public user identities registered, the UE shall update the SIP level lifetime of the security
association to the longest registration expiration time of the remaining public user identities.

Upon receipt of aNOTIFY request with all <registration> element(s) having their state attribute set to "terminated” (i.e.
al public user identities are deregistered) and the Subscription-State header contains the value of "terminated”, the UE
shall remove the security associations towards the P-CSCF after the server transaction (as defined in RFC 3261 [26])
pertaining to the NOTIFY request terminates.

NOTE 1: If the security association towards the P-CSCF is removed, then the UE considers the subscription to the
registration event package terminated (i.e. asif the UE had sent a SUBSCRIBE request with an Expires
header containing a value of zero, or aNOTIFY request was received with Subscription-State header
containing the value of "terminated").

NOTE 2: When the P-CSCF has removed the security association established between the P-CSCF and the UE,
further SIP signalling (e.g. the NOTIFY contaning the deregistration event) will not reach the UE.

5.2.5.2 Network-initiated deregistration

Upon receipt of aNOTIFY request on the dialog which was generated during subscription to the reg event package as
described in subclause 5.2.3, including one or more <registration> element(s) with the state attribute set to "terminated”
the P-CSCF shall remove al stored information for these public user identities.

If there are no more public user identities registered, the P-CSCF shall delete the security associations and related keys
it may have towards the UE.

If there are other remaining public user identities registered, the P-CSCF shall update the SIP level lifetime of the
security association to the longest registration expiration time of the remaining public user identities that utilse this
security association.

Upon receipt of aNOTIFY request with all <registration> element(s) having their state attribute set to "terminated” (i.e.
all public user identities are deregistered), the P-CSCF shall remove the security associations towards the UE.

NOTE: When the P-CSCF has removed the security association established between the P-CSCF and the UE,
further SIP signalling (e.g. the NOTIFY contaning the deregistration event) will not reach the UE.
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5.1.1.6 Mobile-initiated deregistration
The UE can deregister aprevioudly registered public user identity at any time.

The UE shall integrity protect the REGISTER request using IK, see 3GPP TS 33.203 [19], derived as aresult of an
earlier registration, if IK isavailable.

On sending a REGISTER request, the UE shall populate the header fields asfollows:
a) the Authorization header, with the username field, set to the value of the private user identity;
b) the From header set to the SIP URI that contains the public user identity to be deregistered;
c) the To header set to the SIP URI that contains the public user identity to be deregistered;

d) the Contact header set to either the value of "*" or SIP URI(s) that contain(s) in the hostport parameter the IP
address of the UE or FQDN and protected port value bound to the security association;

€) the Expires header, or the expires parameter of the Contact header, set to the value of zero, appropriate to the
deregistration requirements of the user;

f) aReguest-URI set to the SIP URI of the domain name of the home network; and

g) aP-Access-Network-Info header that contains information concerning the access network technology and, if
applicable, the cell ID (see subclause 7.2A.4).

The UE shall extract or derive from the UICC a public user identity, the private user identity, and the domain name to
be used in the Request-URI in the registration, according to the procedures described in subclause 5.1.1.1A.

On receiving the 200 (OK) response to the REGISTER request, the UE shall remove al registration details relating to
this public user identity.

The UE shall release all dialogs prior to deregistering the last registered public user identity.

If there are other remaining public user identities registered, the UE shall update the SIP level lifetime of the security
association to the longest registration expiration time of the remaining public user identities.

If there are no more public user identities regi stered the UE shaII del ete the securlty assouanons and rel ated keysiit
may have towardsthe P- CSCF ‘ Mai :

If al public user identities are deregistered and the security association is removed, then the UE shall consider
subscription to the reg event package cancelled (i.e. asif the UE had sent a SUBSCRIBE request with an Expires
header containing a value of zero).

NOTE: When the UE hasreceived the 200 (OK) for the REGISTER request of the last registered public user
identity, the UE removes the security association established between the P-CSCF and the UE. Therefore
further SIP signalling (e.g. the NOTIFY contaning the deregistration event) will not reach the UE.

5.25.1 User-initiated deregistration

When the P-CSCF receives a 200 (OK) response to a REGISTER request (sent according to subclause 5.2.2), it shall
check the value of the Expires header field and/or expires parameter in the Contact header field. When the value of the
Expires header field or expires parameter equals zero, then the P-CSCF shall:

1) remove the public user identity found in the To header field, and all the associated public user identities, from
the registered public user identities list and all related stored information; and

2) check if the user hasleft any other registered public user identity. Due to that, the P-CSCF shall:
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- iHf there are other remaining public user identities registered,-the P-CSCF-shall update the SIP level lifetime
of the security association to the longest registration expiration time of the remaining public user identities;

or

- iHf When-all-ef-the public user identities of a user are deregistered;-the P-CSCFshall;

-—remove the security associations towards that user after the server transaction (as defined in
RFC 3261 [26]) pertaining to this deregistration terminates..—and

NOTE 1: Deleting a security association is an internal procedure of the P-CSCF and does not involve any SIP
procedures.
NOTE 24: Thereis no requirement to distinguish a REGISTER request relating to aregistration from that relating to

a deregistration. For administration reasons the P-CSCF may distinguish such requests, however this has
no impact on the SIP procedures.

| NOTE 32:When the P-CSCF has sent the 200 (OK) for the REGISTER request of the last registered public user
identity, the P-CSCF removes the security association established between the P-CSCF and the UE.
Therefore further SIP signalling (e.g. the NOTIFY contaning the deregistration event) will not reach the

UE.
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Source: CN1
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Contact Person:
Name: peter.leis@siemens.com
Tel. Number: +49 89 636 75208
E-mail Address: peter.leis@siemens.com

Attachments:

1. Overall Description:

CN1 thanks SA3 for their liaison statement on security solutions for the Mt reference point (=Ut reference point).
CN1 is aware that SA3 is responsible for the security architecture in 3GPP. CN1 has discussed the issue and
provides the following answer:

CN1 sees that the solutions described in the liasion are feasible. However from a CN1 point of view the
solutions have the following drawbacks:

» This would be the first case where a Release-6 service in an Application Server requires the S-CSCF to
be updated to Release-6 which causes backward compatibility problems.

« ltis anticipated that the key derivation in the S-CSCF puts additional processing load on the S-CSCF
which is multiplied by the number of application servers involved.

* CNL1 thinks that registration should be used exclusively for authentication of the UE to the IMS.

During the discussion it was also mentioned that the Sh interface might be used for providing the necessary
keying material to an Application Server.

CN1 will closer study the item and try to provide a solution.

2. Actions:

ACTION:
NONE

3. Date of Next TSG-CN1 Meetings:
CN1_31 25" — 29" August 2003 Sophia-Antipolis, France
CN1_32 27" - 31% October 2003 China
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Attachments: -

1. Overall Description:

CN1 thanks SA1 for their LS that clarify questions on R99, R4 and R5 when attached to data only network. For
R6, CN1 acknowledges the principle to allow support for emergency calls when attached to data only networks.

CN1 has reviewed the CR to 22.101 provided in S1-030538 and would like to raise the following questions and
comments:

1.

In the UE action required for the case described in section 10.3 (... attempt to find a connection that
could support emergency calls. Note that this may or may not require change of serving network...") the
term "attempt to find a connection” is quite unclear. Does that mandate the UE to perform a service
based cell selection before entering "any PLMN" search? (In CN1s opinion probably not, as there is no
possibility for the UE to detect the support of voice service (see item 5), neither for the support of the PS
nor CS domain.)

Is the UE as discussed in item 1, due to the lack of such an indicator, required to perform several call
establishment attempts on all available PLMNs? This would cause a significant delay of the call setup
time that is probably not acceptable at all. Furthermore, as stated in item 4 below, a PLMN reselection
would cause a complete interruption of the PS service even for UEs that are capable to maintain a CS
and PS connection in parallel. CN1 assumes that the intention is not to mandate any call re-attempts.

The table in section 10.1 does not distinguish whether a UE supports CS based voice services or not. In
the case that the UE does not support CS based voice services, certain requirements are not
applicable.

The fourth case in the table in section 10.1 ("CS and PS capable only") introduces a new requirement
for non-IMS capable UEs. Up to now there was no requirement to change the serving network for a CS
emergency call. CN1 would also like to highlight that such a change of the serving PLMN will cause an
interruption of the PS service even for UEs which are capable to maintain a CS and PS connection in
parallel (UMTS, A/Gb Mode class A, or A/Gb Mode-DTM). Such a requirement was estimated to cause
a non-trivial change of CN1 specifications. CN1 would like to ask whether this was the intention. CN1
would also like to highlight that a CS emergency call may be established also if the UE is not attached to
the CS domain. The same applies for the seventh case ("CS and IMS capable") in the table in section
10.1.

The new requirement given in section 10.3 is unclear. What is a PLMN that “does not support voice
services for the UE"? Does this mean that the PLMN does not support CS domain at all (PS only) or the
case when the PS + CS capable network offers only PS domain service for PS + CS capable UE (for
whatever reason). There is no specific indicator available to the UE either for the "presence of a CS



domain”, or for the support of "voice services" by the network. Is the term "voice services" covering both
PS domain based IMS and CS domain based speech calls?

6. For CS emergency calls, the characteristics of TS11 are well defined. For IMS, the characteristics for
“IMS speech calls” are unclear and should be clarified.

2. Actions:
To SA1 group.

ACTION: CN1 would like to ask SAL1 to study the issues raised above and inform CN1 about the outcome
of the discussion for each of the bulleted items.

To SA2 group.
ACTION: CN1 kindly asks SAZ2 to:
1 acknowledge that the scenario with ‘data only’ UE is incorporated into the TR 23.867.

2 take the comments raised in each bullet above into consideration for further work with this
topic.

3. Date of Next TSG-CN1 Meetings:

CN1#31 25" — 29" of August 2003, Sophia Antipolis, France

CN1#32 27 — 31 of October 2003, ???,??7?
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