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1. Introduction

TpPAM Capability is a data type defined to designate the communication capability for which availability isrequested.
Currently the data type consists of four pre-defined values for Voice, SMS, IM and MMS. This data type definition is
fine in the 3GPP subset of the PAM specifications since there are no methods to create, change or delete capabilities.
However, this conflicts with the provisioning PAM SCF which contains methods to creste new capabilities and to
assign attributes to capahilities. In addition, the capabilities areidentified by TpString in the Capability Management
Interface which isinconsistent with the use of TpPAM Capability and TpPAM CapahilityList anwhere in the
specifications. So theresult isthat the capability management interface is useless asit exists since the capabilities
created viathose interfaces cannot be used in any context in the specificationsnor isit possible to assign some attributes
to the pre-defined capabilities.

This contribution proposes a change to the type definition of TpPAM Capability to TpString.

2. Proposal

11.3.1 TpPAMCapability

This defines the extensible communication capabilities. Thisdatatypeisidentical to a TpString, and is defined asa
string of characters that specify the communication capabilities. The following strings are pre-defined.

Character String Value Description
P_PAM VO CE Capability for voice calls
P_PAM SMS Capability for SMS
P_PAM | M Capability for Instant Messaging
P_PAM MVS Capability for Multi-media messaging

his defi | . bilit

Name Value Deserptien

PAMAC-CE 9 Capabihyto—vrolceestls
PAM-SNS 1 Capability for SMS
PAMA-M 2 Capabiity-fortnstant-Messaging
PAMMVE 3 Capabiity-for Mutti-media-messaging
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1. Introduction

The getAuthToken method present in each of the top level managersin the PAM SCFs takes a askerData parameter to
identify the entity for whom the authentication token is to be generated. Currently it is defined as alist of unspecified
attributes since the data available on the asker can vary from application to application. However, one of the attributes
must identify who the asker isif the name is known. For inter-operability, the name of this attribute must be fixed just
asit isdonein the description of askerData member of TpPAM Context for exactly the same reason.

This contribution is a change reguest to include the same wording as used in TpPAM Context be included nesr al
descriptions of getAuthToken.

2. Proposal
8.1.1.1 Method getAuthToken()

Get an authentication token for access to the interface methods.

Returns an implementati on-dependent authentication credential that can be verified.
Parameters

askerData : in TpAttributelLi st

Specifies information about the asker. Can be an empty array. The exact attributesin thislist are dependent on the
application. PAM reserves the attribute “name”’ with type ToPAMFOName to contain the identity of the asker if known.

Returns

TpPAMCr edent i al

Raises

TpCommonExceptions, P_PAM | NVALI D_CREDENTI AL

8.2.1.1 Method getAuthToken()

Get an authentication token for access to the interface methods.

Returns an implementati on-dependent authentication credential that can be verified.
Parameters

askerData : in TpAttributelLi st

Specifies information about the asker. Can be an empty array. The exact attributesin thislist are dependent on the
application. PAM reserves the attribute “name’ with type ToPAMFOName to contain the identity of the asker if known.

Returns
TpPAMCr edent i al

Raises
TpCommonExcepti ons, P_PAM | NVALI D_CREDENTI AL
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1. Introduction

The getAvailability method takes an authentication token parameter that optionally provides the credentials of the entity
reguesting the information. The availability returnd by the method may need to take into account information about the
asking entity to determine the type of availahility information isreturned.

The availabiliy determination is done via an external application interface registered with the availability management
interface using the setPreference method. This externa application interface needs to get access to the authToken
parameter provided to the getAvailability method. Currently this parameter is missing (inadvertantly) from the
computeAvailability method in this application interface and hence the external availability computation module may
not be able to determine the identity of the person requesting the information. Thisis a serious omission in the
specification.

This contribution is a change request to add the missing parameter to the computeAvailability method.

2. Proposal
The changes apply to the IpAppPAM PreferenceCheck interface.

Interface Class IpAppPAMPreferenceCheck
Inherits from: IpInterface.

The purpose of thisinterface isto provide methods to be called by the PAM service to check for access control or to
compute availability using an implementation provided by an application. Instances of thisinterface are registered using
the setPreference() method in the availability management interface.

<<Interface>>
IpAppPAMPreferenceCheck

allowAccess (identity : in TpPAMFQName, methodName : in TpString, askerData : in TpAttributeList) :
TpBoolean

allowSubscription (identity : in ToPAMFQName, eventName : in TpPAMEventName, askerData : in
TpAttributeList) : TpBoolean

computeAvailability (identity : in TpPAMFQName, pamContext : in TpPAMContext, attributeNames : in
TpStringList, authToken : in ToPAMCredential) : TpPAMAvailabilityProfileList

Method computeAvailability()

Compute the availability for an identity for a given context. The data provided is the same as the data provided for the
getAvailability call. The application implementing thisinterface uses the identity presence interface to get the current
presence data and maintains its own user preferences to compute the availability.

Returns a value containing alist of attributes as available to the asker in the requested context. If noinformation is
available to the asker an empty list isreturned.

Parameters
identity : in TpPAMFQNane
pecifies the identity for which the availability is being requested.

CR page 2
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panContext : in TpPAMCont ext
specifies the context for which the availahility is requested.

attributeNanes : in TpStringLi st
specifies the attributes of interest. Can be an empty list to indicate al attributes.

aut hToken : in TpPAMCredenti al
of the entity who wishes to do this operation.

Returns
TpPAMAvailabilityProfilelist
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1. Introduction

There are 2 method signatures where IpInterfaceRef is used as an input parameter when reference to a specific
application interface derived from Iplnterface and defined within the PAM specifications is meant to be passed in.
Passing any other interface referenceisan error but thiswill not be caught until runtime.

This proposal isto tighten the signature to specify the exact interface reference expected so that errors can be caught at
runtime. There isno backward compatibilty issue here since al of the interfaces derive from IpinterfaceRef

2. Proposal

Firs two new interface definitions are defined for the two Application interfacesin Section 11
IpAppPAMEventHandlerRef

Defines a Reference to type | pAppPAMEventHandler.

IpAppPAMPreferenceCheckRef
Defines a Reference to type | pAppPAMPreferenceCheck.

Next we replace the use of IplnterfaceRef in two places. In section 8.2.3

<<Interface>>
IpPPAMEventHandler

isRegistered (clientID : in TpPAMClientID, authToken : in TpPAMCredential) : TpBoolean

registerApplnterface (applnterface : in iptaterfaceReflpAppPAMEventHandlerRef, authToken : in
TpPAMCredential) : TpPAMClientID

registerForEvent (clientID : in TpPAMClientID, eventList : in TpPAMEventinfoList, authToken : in
TpPAMCredential) : TpPAMEventID

deregisterApplinterface (clientlD : in TpPAMClientID, authToken : in TpPAMCredential) : void
deregisterFromEvent (eventID : in TpPAMEventID, authToken : in TpPAMCredential) : void

Andthenin 11.8.5

11.8.5 TpPAMPreferenceData

Thisisat agged choi ce of data el ements that specifiesthe preference data. The data depends on the type
of preference being specified.

Tag Element Type

TpPAMPr ef er enceType

Tag Element Value Choice Element Type Choice Element Name
PAM_ACCESS_LI ST TpPAMAccessCont r ol Dat a AccessControl
PAM_EXTERNAL_CONTROL FplnterfaceRef| pAppPAVPref ere | External Control I nterface

nceCheckRef
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1. Introduction

Watchers subscribe to presence information viathe PAM Event SCF interfaces. Currently, a subscription can be one
time (i.e., removed after immediate notification) or kept until explicitly removed by the watcher. Thisistoo much of a
burden on the watcher when they need the registration for afixed period of time. The changerequest isto add a
paremeter whileregistering for an event so that watchers can specify a valid duration for theregistartion after which the
registration is automatically cancelled.

2. Proposal

Sincethis feature is common to all allowed event regigrations, the proposal isto introduce a“valid for” parameter
whileregistering for an event in section 8.2.3.

<<Interface>>
IpPPAMEventHandler

isRegistered (clientID : in TpPAMClientID, authToken : in TpoPAMCredential) : TpBoolean
registerApplnterface (applinterface : in IpinterfaceRef, authToken : in TpPAMCredential) : TpPAMClientID

registerForEvent (clientID : in TpPAMClIientID, eventList : in TpPAMEventinfoList, validFor: in TpDuration,
authToken : in TpPAMCredential) : TpPAMEventID

deregisterApplinterface (clientlD : in TpPAMClientID, authToken : in TpPAMCredential) : void
deregisterFromEvent (eventID : in TpPAMEventID, authToken : in TpPAMCredential) : void

8.2.3.3 Method registerForEvent()
Register a client application’'sinterest in one or more events.

Returns an ID returned by the service that uniquely identifies thisregistration for the event.

Parameters

clientID: in TpPAMClientlD
specifies theregistration ID provided at registration.

eventList : in TpPAVEvent | nfoLi st
specifies the events of interest.

validFor : in TpDuration

specifies theinterval in milliseconds until which the subscription is held and notifications provided. A timeinterval of 0 or negative
values indicate a subscription that never expires until explicitly canceled.

aut hToken : in TpPAMCredenti al
Credential of the entity who wishes to do this operation.

CR page 2
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Returns
TpPAMEvent | D

Raises

TpCormonExcept i ons, P_PAM NOT_REG STERED, P_PAM | NVALI D_CREDENTI AL
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1. Introduction
Watchers subscribe to presence information via the PAM Event SCF interfaces. Currently, if a subscription is cancelled

by the presence service for any reason (e.g., change in access control rules that do not permit that subscription anymore)
no natification is sent to the watcher who had subscribed.

2. Proposal

Currently the presence service communicates notifications via the |pAPPPAM EventHandler interface which already
contains a eventNotifyErr method for informing the watcher of exception conditions.

<<Interface>>
IpAppPAMEventHandler

eventNotify (eventID : in TpPAMEventID, eventinfo : in TpPAMNotificationInfoList) : void
eventNotifyErr (eventID : in ToPAMEventID, errorinfo : in TpPAMErrorinfo) : void

The proposal isto send the event cancellation natification for any event using the eventNotifyErr. Thisrequiresan
extension to the error codes sent.

11.13.1 TpPAMErrorCause
This defines the types of errors reported by PAM.

Name Value Description
P_PAM_CAUSE_UNDEFI NED 0 Undefined.
P_PAM CAUSE_| NVALI D_ADDRESS 1 Thereguest cannot be handled because the address specified is not valid.
P_PAM CAUSE_SYSTEM FAI LURE 2 System failure.

Therequest cannot be handled because of a general problem in the service
or in the underlying network.

P_PAM CAUSE_| NFO_UNAVAI LABLE 3 Theinformation is currently not available.

P_PAM CAUSE_EVENT_REG STRATI ON_CANCELLED

I

Theregigration for the event has been cancelled by the service.

11.13.2 TpPAMETrrorinfo

ThisisaSequence of Data El ements to specify the error notification data

Sequence Element Name Sequence Element Description
Type
Cause TpPANET r or Cause Containsinformation about the reason for the error
Error Dat a TpPAMNot i fi cati onl nfo Containsinformation relevant to each error such asthe
identity for which the error exists and/or the attributes for
which the error exists
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1. Introduction

PAM provides for two types of privacy controls. Oneis an access control mechanism to control access to any data
maintained by the Presence Service. The other is the availability management mechanism itself that determines what
presence data (including the value of the data) is provided to the asker. These privacy controls can be created, deleted or
modified at any time using the SetPreference method in the Availability Management interface.

The current mechansim is problematic for several reasons. One, it is not a feasible design to specify access controls for
al interfaces in each of the 3 SCFsvia one method in asingle interface. Second, it complicates the trestment of
preferences that are used primarily for availability management.

This contribution proposes moving the access control mechanism to separate methods in each of the toplevel manager
interfaces in the PAM SCFs

2. Proposal

Firgt the option to specify access control list isremoved in the definition of TpPAMPreferenceData.

11.8.5 TpPAMPreferenceData

Thisisat agged choi ce of data el ements that specifiesthe preference data. The data depends on the type
of preference being specified.

Tag Element Type

TpPAMPr ef er enceType

Tag Element Value Choice Element Type Choice Element Name
A ACCEEE LT TplPAMAscessContb-ol-Dala LAeeessCont-ok
PAM_EXTERNAL _ CONTROL I pl nt erfaceRef Ext ernal Control I nterface

Next two new methods are introduced into each top level menager interfacesin sections 8.1.1, and 8.2.1. The signatures
and semantics are the samein al three sections.

8.1.1 Interface Class IpPAMPresenceAvailabilityManager
Inherits from: IpService.

The purpose of thisinterface isto supply the various interfaces available in this service to the application and to provide
the authentication credentials. Thisinterface isthe only discoverable interface from the framework.

All PAM methods optionally use an authentication token as a parameter since the outcome of the operations may
depend on the entity requesting the operation. To enable this, the getAuthToken() method is used to obtain an
implementation dependent token. An application that has authenticated itself with the OSA framework, can get an
authentication token for itsdlf. Alternatively, if the application isrequesting PAM operations on behaf of multiple
entities, authentication tokens may be requested for each such entity after providing any available data about the asker.
These tokens can then be used repeatedly for operations within a session without further need to identify the asker.
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<<lInterface>>

IpPAMPresenceAvailabilityManager

getAuthToken (askerData : in TpAttributeList) : TpPAMCredential
obtaininterface (interfaceName : in TpPAMPresenceAvailabilitylnterfaceName) : IpinterfaceRef

getAccessControl (identity : in ToPAMFOQName, authToken : in ToPAMCredential) :
TpPAMAccessControlData

setAccessControl (identity : in ToPAMFOName, operation : in ToPAMPreferenceOp, newAccessControl : in
TpPAMAccessControlData, authToken : in ToPAMCredential) : void

8.2.1 Interface Class IpPAMEventManager

Inherits from: IpService.

The purpose of thisinterface isto supply the various interfaces available in this service to the application and to provide
the authentication credentials. Thisinterface isthe only discoverable interface from the framework.

All PAM methods use an authentication token as a parameter since the outcome of the operations may depend on
the entity requesting the operation. To enable this, the getAuthToken() method is used to obtain an implementation
dependent token. An application that has authenticated itself with the OSA framework, can get an authentication token
for itsalf. Alternativey, if the application is requesting PAM operations on behalf of multiple entities, authentication
tokens may be requested for each such entity after providing any available data about the asker. These tokens can then
be used repeatedly for operations within a session without further need to identify the asker.

<<Interface>>

IpPPAMEventManager

getAuthToken (askerData : in TpAttributeList) : TpPAMCredential
obtaininterface (interfaceName : in TpPAMEventinterfaceName) : IpInterfaceRef

getAccessControl (identity : in ToPAMFQName, authToken : in ToPAMCredential) :
TpPAMAccessControlData

setAccessControl (identity : in ToPAMFOName, operation : in ToPAMPreferenceOp, newAccessControl : in
TpPAMAccessControlData, authToken : in ToPAMCredential) : void

Method getAccessControl()

Get the access control associated with the data belonging to an identity. The data associated with an identity includes
the static and dynamic attributes of an identity as well as data about agents associated with an identity.

This method should be used in conjunction with the setAccessControl method.

Returns the access control if previously specified for theidentity. Isnull if thereisno access control associated.
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Parameters
identity : in TpPAMFONane
specifies theidentity of interest.

aut hToken : in TpPAMCredenti al
of the entity who wishes to do this operation.

Returns
TpPAVAccessCont r ol Dat a

Raises
TpCommonExcepti ons, P PAM UNKNOAN | DENTI TY, P PAM | NVALI D CREDENTI AL

Method setAccessControl()

Set the access controls for the data associated with the specified identity. If theidentity is Null, the access control is set
for all identities (if authorized to do so). The data associated with an identity includes the static and dynamic attributes
of an identity as well as data about agents associated with an identity.

Any existing access control will be modified based on the operation.

If the new access control is specified as Null for replace operation , an existing access control will be removed.

Parameters
identity : in TpPAMFONane
specifies theidentity of interest.

operation : in TpPAMPreference(
specifies the operation to be performed with the specified preference

newAccessControl : in TpPAMAccessControl Dat a
specifies the access controls to add.

aut hToken : in TpPAMCredenti al
of the entity who wishes to do this operation.

Raises
TpCommonExcepti ons, P PAM UNKNOAN | DENTI TY, P PAM | NVALI D CREDENTI AL

Two methods are removed in the I pAppPAM PreferenceCheck that are no longer needed because of the new access
control mechanism.

8.1.4 Interface Class IpAppPAMPreferenceCheck

Inherits from: IpInterface.
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The purpose of thisinterface isto provide methods to be called by the PAM service to check for access control or to
compute availability using an implementation provided by an application. Instances of thisinterface are registered using
the setPreference() method in the availability management interface.

<<Interface>>
IpAppPAMPreferenceCheck

computeAvailability (identity : in TpPAMFQName, pamContext : in TpPAMContext, attributeNames : in
TpStringList) : TpPAMAvailabilityProfileList
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