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2 References

The following documents contain provisions which, through reference in thistext, constitute provisions of the present
document.

» References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

» For aspecific reference, subsegquent revisions do not apply.
» For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including

a GSM document), a non-specific reference implicitly refersto the latest version of that document in the same
Release as the present document.

[1 3GPP TR 01.04: "Abbreviations and acronyms".

[2] 3GPP TS 02.60: "General Packet Radio Service (GPRS); Service Description; Stage 1"

[3] 3GPP TS 03.60: "Generd Packet Radio Service (GPRS); Service Description; Stage 2.

[4] 3GPP TS 03.61: "Genera Packet Radio Service (GPRS); Point to Multipoint Multicast Service
Description; Stage 2".

[5] 3GPP TS 03.62: "Genera Packet Radio Service (GPRS); Point to Multipoint Group Call Service
Description; Stage 2".

[6] 3GPP TS 03.64: "Genera Packet Radio Service (GPRS); Overdl description of the GPRS radio
interface; Stage 2".

[7] 3GPP TS 04.60: "Genera Packet Radio Service (GPRS); Mobile Station (MS) - Base Station
System (BSS) interface; Radio Link Control / Medium Access Control (RLC/MAC) protocol”.

[8] 3GPP TS 04.64: "Genera Packet Radio Service (GPRS); Mobile Station - Serving GPRS Support
Node (MS-SGSN) Logical Link Control (LLC) layer specification”.

[9] 3GPP TS 04.65: "Generd Packet Radio Service (GPRS); Mobile Station (MS) - Serving GPRS
Support Node (SGSN); Subnetwork Dependent Convergence Protocol (SNDCP)".

[10] 3GPP TS 07.60: "General Packet Radio Service (GPRS); Mobile Station (MS) supporting GPRS'.

[17] ITU-T Recommendation E.164: "The international public telecommunication numbering plan”.

[12] ITU-T Recommendation X.25: "Interface between Data Terminal Equipment (DTE) and Data

Circuit-terminating Equipment (DCE) for terminal s operating in the packet mode and connected to
public data networks by dedicated circuit".

[13] ITU-T Recommendation X.75: "Packet-switched signalling system between public networks
providing data transmission services'.

[14] ITU-T Recommendation X.121: "International numbering plan for public data networks".

[15] IETF RFC 768 (1980): "User Datagram Protocol” (STD 6).

[16] IETF RFC 791 (1981): "Internet Protocol" (STD 5).

[17] IETF RFC 792 (1981): "Internet Control Message Protocol” (STD 5).

[18] IETF RFC 793 (1981): "Transmission Control Protocol” (STD 7).

[19] IETF RFC 1034 (1987): "Domain names - concepts and facilities' (STD 7).

[20] Bellcore GR-000301 Issue 2 December 1997; "Public Packet Switched Network Generic

Requirements (PPSNGR)".
[214] IETF RFC 1661 (1994): "The Poaint-to-Point Protocal (PPP)" (STD 51).
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[21b] IETF RFC 1662 (1994): "PPP in HDLC-like Framing".

[22] IETF RFC 1700 (1994): "Assigned Numbers' (STD 2).

[23] IETF RFC 2865 (2000): "Remote Authentication Dial In User Service (RADIUS), C. Rigney,
S. Willens, A. Rubens, W. Simpson".

[24] IETF RFC 2866 (2000): "RADIUS Accounting”, C. Rigney, Livingston.

[25] 3GPP TS 03.03: "Numbering, addressing and identification”.

[26] IETF RFC 2882 (2000): "Network Access Servers Requirements: Extended RADIUS Practices’,
D. Mitton.

[27] IETF RFC 1035 (1987): "Domain names - implementation and specification™.

[28] IETF RFC 1771 (1995): "A Border Gateway Protocol 4 (BGP-4)".

[29] IETF RFC 1825 (1995): "Security Architecture for the Internet Protocol”.

[30] IETF RFC 1826 (1995): "1P Authentication Header".

[31] IETF RFC 1827 (1995): "1P Encapsulating Security Payload (ESP)".

[32] 3GPP TS 04.08: " Mobileradio interface layer 3 specification".

[33] 3GPP TS 09.60: "Generd Packet Radio Service (GPRS); GPRS Tunnelling Protocol (GTP) across
the Gn and Gp interface .

[34] |[ETF RFC 2044 (1996): "UTF-8, atransformation format of Unicode and SO 10646".

16.4.7 Sub-attributes of the 3GPP Vendor-Specific attribute

Table 7 describes the sub-attributes of the 3GPP Vendor-Specific attribute of the Access-Request, Accounting-Request
START, Accounting-Request STOP and Accounting-Request Interim-Update messages.
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Table 7: The sub-attributes of the 3GPP Vendor-Specific attribute of the Access-Request,
Accounting-Request START, Accounting-Request STOP
and Accounting-Request Interim-Update messages

Sub-attr # Sub-attribute Name Description Presence Associated attribute
Requirement (Location of Sub-attr)
1 3GPP-IMSI IMSI for this user Optional Access-Request, Accounting-
Request START, Accounting-
Request STOP, Accounting-
Request Interim-Update

2 3GPP-Charging-1d Charging ID for this Optional Access-Request, Accounting-
PDP Context (this Request START, Accounting-
together with the Request STOP, Accounting-
GGSN-Address Request Interim-Update
constitutes a unique
identifier for the PDP
context).

3 3GPP-PDP Type Type of PDP context, Conditional Access-Request,

e.g. IP or PPP (mandatory if Accounting-Request START,
attribute 7 is Accounting-Request STOP,
present) Accounting-Request Interim-

Update
4 3GPP-CG-Address Charging Gateway IP Optional Access-Request, Accounting-
address Request START, Accounting-
Request STOP, Accounting-
Request Interim-Update
5 3GPP-GPRS- QoS profile applied by | Optional Access-Request, Accounting-
Negotiated-QoS-Profile | GGSN Request START, Accounting-
Request STOP, Accounting-
Request Interim-Update

6 3GPP-SGSN-Address SGSN IP address that | Optional Access-Request, Accounting-
is used by the GTP Request START, Accounting-
control plane for the Request STOP, Accounting-
handling of control Request Interim-Update
messages. It may be
used to identify the
PLMN to which the
user is attached.

7 3GPP-GGSN-Address | GGSN IP address that | Optional Access-Request, Accounting-
is used by the GTP Request START, Accounting-
control plane for the Request STOP, Accounting-
context establishment. Request Interim-Update
It is the same as the
GGSN IP address
used in the GCDRs.

8 3GPP-IMSI-MCC-MNC | MCC and MNC Optional Access-Request, Accounting-
extracted from the Request START, Accounting-
user's IMSI (first 5 or 6 Request STOP, Accounting-
digits, as applicable Request Interim-Update
from the presented
IMSI).

9 3GPP-GGSN- MCC- MCC-MNC of the Optional Access-Request, Accounting-

MNC network the GGSN Request START, Accounting-
belongs to. Request STOP, Accounting-
Request Interim-Update

10 3GPP-NSAPI Identifies a particular Optional Access-Request, Accounting-
PDP context for the Request START, Accounting-
associated PDN and Request STOP Accounting-
MSISDN/IMSI from Request Interim-Update
creation to deletion.

11 3GPP- Session-Stop- Indicates to the AAA Optional Accounting Request STOP

Indicator

server that the last
PDP context of a
session is released
and that the PDP
session has been
terminated.
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Sub-attr # Sub-attribute Name Description Presence Associated attribute
Requirement (Location of Sub-attr)

12 3GPP- Selection-Mode | Contains the Selection | Optional Access-Request, Accounting-
mode for this PDP Request START, Accounting-
Context received in the Request STOP, Accounting-
Create PDP Context Request Interim-Update
Request Message

18 3GPP-SGSN-MCC- MCC and MNC Optional Access-Request, Accounting-

MNC

extracted from the RAI
within the Create PDP
Context Request or
Update PDP Context
Request message.

Request START, Accounting-
Request STOP, Accounting-
Request Interim-Update

The RADIUS vendor Attribute is encoded as follows (as per RFC 2865 [23]).

Octets

n=7
3GPP Vendor Id=10415

The string part is encoded as follows:

Octets
1
2
3-m

m=2andm < 248

Bits

5 4 3

Type =26

Length =n

Vendor id octet 1

Vendor id octet 2

Vendor id octet 3

Vendor id octet 4

String

8 7 6

Bits

5 4 3

3GPP type =

3GPP Length =m

3GPP value

The 3GPP specific attributes encoding is clarified below.

1- 3GPP-IMS
Octets
1
2
3-m
3GPP Type: 1
n<15
Length: m <=17
IMSI value: Text:

8 7 6

Bits

5 4 3

3GPPtype=1

3GPP Length=m

IMSI digits 1-n (UTF-8 encoded)

Thisisthe UTF-8 encoded IMSI; The definition of IMS| shall be in accordance with 3GPP TS 03.03 [25] and 3GPP TS
09.60 [33]. There shall be no padding characters between the MCC and MNC, and between the MNC and MSIN. If the
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IMS isless than 15 digits, the padding in the GTP information e ement shall be removed by the GGSN and not
encoded in this sub-attribute.

2 - 3GPP-Charging ID

Bits
Octets 8 7 6 5 4 3 2 1
1 3GPP type=2

2 3GPP Length=6
3 Charging ID value Octet 1
4 Charging ID value Octet 2
5 Charging ID value Octet 3
6 Charging ID value Octet 4
3GPP Type: 2
Length: 6

Charging ID value: 32 bits unsigned integer
3- 3GPP-PDP type

Bits
Octets 8 7 6 5 4 3 2 1
1 3GPP type =3

2 3GPP Length=6
3 PDP type octet 1
4 PDP type octet 2
5 PDP type octet 3
6 PDP type octet 4
3GPP Type: 3
Length: 6

PDP type value: Unsigned 32 bits integer
PDP type octet possible values:
0=IP
1=PPP

4 - 3GPP-Charging Gateway address

Bits
Octets 8 7 6 5 4 3 2 1
1 3GPPtype=4

2 3GPP Length=6
3 Charging GW addr Octet 1
4 Charging GW addr Octet 2
5 Charging GW addr Octet 3
6 Charging GW addr Octet 4
3GPP Type 4
Length: 6

Charging GW address value: Address
5 - 3GPP-GPRS Negotiated QoS profile
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Bits
Octets 8 7 6 5 4 3 2 1
1 3GPP type =5
2 3GPP Length=L
3-L UTF-8 encoded QoS profile

3GPP Type 5
Length: 27 (release 99) or 11 (release 98)
QoS profile value: Text
UTF-8 encoded QoS prafile syntax:
"<Release indicator> — <release specific QoS |IE UTF-8 encoding>"
<Release indicator> = UTF-8 encoded number :
"98" = Release 98
"99"= Release 99

<release specific QoS profile UTF-8 encoding> = UTF-8 encoded QoS profile for the release indicated by the
release indicator.

The UTF-8 encoding of a QoS IE isdefined as follows: each octet is described by 2 UTF-8 encoded digits,
defining its hexadecimal representation. The QoS profile definition isin 3GPP TS 04.08 [32].

Thereease 98 QoS profile datais 3 octets long, which then resultsin a 6 octets UTF-8 encoded string,
Therdease 99 QoS profile datais 11 octets long, which resultsin a 22 octets UTF-8 encoded string.
6 - 3GPP-SGSN address

Bits
Octets 8 7 6 5 4 3 2 1
1 3GPP type = 6

2 3GPP Length=6
3 SGSN addr Octet 1
4 SGSN addr Octet 2
5 SGSN addr Octet 3
6 SGSN addr Octet 4
3GPP Type: 6
Length: 6

SGSN address value: Address
7 - 3GPP-GGSN address

Bits
Octets 8 7 6 5 4 3 2 1
1 3GPPtype=7

3GPP Length=6
GGSN addr Octet 1
GGSN addr Octet 2
GGSN addr Octet 3
GGSN addr Octet 4

OO0 WN

3GPP Type: 7
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Length: 6
GGSN address value: Address
8 - 3GPP-IMSI MCC-MNC

Bits
Octets 8 7 6 5 4 3 2 1
1 3GPP type = 8

3GPP Length=n
MCC digitl (UTF-8 encoded)
MCC digit2 (UTF-8 encoded)
MCC digit3 (UTF-8 encoded)
MNC digitl (UTF-8 encoded)
MNC digit2 (UTF-8 encoded)
MNC digit3 if present (UTF-8 encoded)

oO~NO OB~ WN

3GPP Type 8
Length: n shall be 7 or 8 octets depending on the presence of MNC digit 3
MS address value: text

Thisisthe UTF-8 encoding of the MS MCC-MNC values. In accordance with 3GPP TS 03.03 [25] and 3GPP TS 09.60
[33] the MCC shall be 3 digits and the MNC shall be either 2 or 3 digits. There shall be no padding characters between
the MCC and MNC.

9 - 3GPP-GGSN MCC-MNC

Bits
Octets 8 7 6 5 4 3 2 1
1 3GPP type =9

3GPP Length=n
MCC digitl (UTF-8 encoded)
MCC digit2 (UTF-8 encoded)
MCC digit3 (UTF-8 encoded)
MNC digitl (UTF-8 encoded)
MNC digit2 (UTF-8 encoded)
MNC digit3 if present (UTF-8 encoded)

oO~NO OB~ WN

3GPP Type: 9
Length: n shall be 7 or 8 octets depending on the presence of MNC digit 3
GGSN address value: text

Thisisthe UTF-8 encoding of the GGSN MCC-MNC values. In accordance with 3GPP TS 03.03 [25] and 3GPP TS
09.60 [33] the MCC shall be 3 digits and the MNC shall be either 2 or 3 digits. There shdl be no padding characters
between the MCC and MNC.

10 - 3GPP-NSAPI
Bits
Octets 8 7 6 5 4 3 2 1
1 3GPP type = 10
2 3GPP Length=3
3 NSAPI

3GPP Type: 10
Length: 3
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NSAPI value: text

It isthevalue of the NSAPI of the PDP context the RADIUS message isrelated to. It isencoded asits hexadecimal
representation, usng 1UTF-8 encoded digit.

11 - 3GPP-Session Stop | ndicator

Bits
Octets 8 7 6 5 4 3 2 1
1 3GPP type =11
2 3GPP Length=3
3 11111111
3GPP Type: 11
Length: 3
Valueissettoall 1.
12 - 3GPP-Selection-Mode
Bits
Octets 8 7 6 5 4 3 2 1
1 3GPP type = 12
2 3GPP Length=1
3 UTF-8 encoded Selection mode string

3GPP Type: 12
Length: 3
Selection mode value: Text

The format of this attribute shall be a character string consigting of a single digit, mapping from the binary value of the
selection mode in the Create PDP Context message (3GPP TS 09.60 [33]). Where 3GPP TS 09.60 provides for
interpretation of the value, e.g. map '3'to '2, this shal be done by the GGSN.

18 - 3GPP-SGSN_ MCC-MNC

Bits
Octets 8 7 6 5 4 3 2 1
1 3GPP type = 18

3GPP Length=n
MCC digitl (UTF-8 encoded)
MCC digit2 (UTF-8 encoded)
MCC digit3 (UTF-8 encoded)
MNC digitl (UTF-8 encoded)
MNC digit2 (UTF-8 encoded)
MNC digit3 if present (UTF-8 encoded)

oO~NO OB~ WN

3GPP Type: 18
Length: n shall be 7 or 8 octets depending on the presence of MNC digit 3
SGSN address value: text

Thisisthe UTF-8 encoding of the RAl MCC-MNC values. In accordance with 3GPP TS 03.03 [25] and 3GPP TS 09.60
[33]the MCC shall be 3 digits and the MNC shall be either 2 or 3 digits. There shall be no padding characters between
the MCC and MNC.
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2 References

The following documents contain provisions which, through reference in thistext, constitute provisions of the present
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» References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.
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» For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
a GSM document), a non-specific reference implicitly refersto the latest version of that document in the same
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[ 3GPP TS 01.04: "Abbreviations and acronyms’.

[2] 3GPP TS 22.060: "General Packet Radio Service (GPRS); Service Description; Stage 1".

[3] 3GPP TS 23.060: "General Packet Radio Service (GPRS); Service Description; Stage 2".

[4] 3GPP TS 03.61: "Genera Packet Radio Service (GPRS); Point-to-Multipoint Multicast Service
Description; Stage 2".

[5] 3GPP TS 03.62: "Genera Packet Radio Service (GPRS); Point-to-Multipoint Group Call Service
Description; Stage 2".

[6] 3GPP TS 03.64: "Genera Packet Radio Service (GPRS); Overdl description of the GPRS radio
interface; Stage 2".

[7] 3GPP TS 04.60: "Genera Packet Radio Service (GPRS); Mobile Station (MS) - Base Station
System (BSS) interface; Radio Link Control/Medium Access Control (RLC/MAC) protocol”.

[8] 3GPP TS 04.64: "Genera Packet Radio Service (GPRS); Mobile Station - Serving GPRS Support
Node (MS-SGSN) Logical Link Control (LLC) layer specification”.

[9] 3GPP TS 24.065: "Genera Packet Radio Service (GPRS); Mobile Station (MS) - Serving GPRS
Support Node (SGSN); Subnetwork Dependent Convergence Protocol (SNDCP)".

[10] 3GPP TS 27.060: "Packet Domain; Mobile Station (MS) supporting Packet Switched Services'.

[17] ITU-T Recommendation E.164: "The international public telecommunication numbering plan”.

[12] Voaid.

[13] Void.

[14] Voaid.

[15] IETF RFC 768 (1980): "User Datagram Protocol” (STD 6).

[16] IETF RFC 791 (1981): "Internet Protocol” (STD 5).

[17] IETF RFC 792 (1981): "Internet Control Message Protocol” (STD 5).

[18] IETF RFC 793 (1981): "Transmission Control Protocol” (STD 7).

[19] IETF RFC 1034 (1987): "Domain names - concepts and facilities' (STD 7).

[20] Voaid.

[214] IETF RFC 1661 (1994): "The Point-to-Point Protocol (PPP)" (STD 51).

[21b] IETF RFC 1662 (1994): "PPP in HDLC-like Framing" (STD 51).

[22] IETF RFC 1700 (1994): "Assigned Numbers' (STD 2).3.

CR page 3



3GPP TS aa.bbb vX.Y.Z (YYYY-MM) CR page 4

(23]
[24]

[25]

[26]
(27]
(28]
[29]
(30]
(31]
(32]
(33]
(34]

[35]

[36]

(37]
(38]

[39]
[40]
[41]

[42]
[43]
[44]

[45]
[46]

[47]
(48]

[49]
[50]
(51]

3GPP TS 24.008: "Mobile radio interface layer 3 specification; Core Network protocols; Stage 3.

3GPP TS 29.060: "Generd Packet Radio Service (GPRS); GPRS Tunnelling Protocol (GTP)
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IETF RFC 2882 (2000): "Network Access Servers Requirements: Extended RADIUS Practices’,
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3GPP TS 24.229: "1P Multimedia Call Control Protocol based on SIP and SDP; Stage 3".

IETF RFC 2710 (1999): "Multicast Listener Discovery (MLD) for IPv6", S. Deering, W. Fenner,
B. Haberman.

IETF RFC 2460 (1998): "Internet Protocol, Version 6 (1Pv6) Specification”, S.Deering,, R.Hinden.
IETF RFC 3162 (2001): "RADIUS and IPv6", B. Adoba, G. Zorn, D. Mitton.
IETF RFC 2548 (1999): "Microsoft Vendor-specific RADIUS Attributes', G.Zorn.
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[52] IETF RFC 1035 (1987): "Domain names - implementation and specification™.

[53] IETF RFC 1771 (1995): "A Border Gateway Protocol 4 (BGP-4)".

[54] IETF RFC 1825 (1995): "Security Architecture for the Internet Protocol”.

[55] IETF RFC 1826 (1995): "1P Authentication Header".

[56] IETF RFC 1827 (1995): "IP Encapsul ating Security Payload (ESP)".

[57] |[ETF RFC 2044 (1996): "UTF-8, atransformation format of Unicode and 1SO 10646".

16.4.7 Sub-attributes of the 3GPP Vendor-Specific attribute

Table 7 describes the sub-attributes of the 3GPP Vendor-Specific attribute of the Access-Request, Accounting-Request
START, Accounting-Request STOP and Accounting-Request Interim-Update messages.

Table 7: The sub-attributes of the 3GPP Vendor-Specific attribute of the Access-Request,
Accounting-Request START, Accounting-Request STOP

and Accounting-Request Interim-Update messages

Sub-attr # Sub-attribute Name Description Presence Associated attribute
Requirement | (Location of Sub-attr)
1 3GPP-IMSI IMSI for this user Optional Access-Request,
Accounting-Request
START, Accounting-
Request STOP,
Accounting-Request
Interim-Update
2 3GPP-Charging-1d Charging ID for Optional Access-Request,
this PDP Context Accounting-Request
(this together with START, Accounting-
the GGSN- Request STOP,
Address Accounting-Request
constitutes a Interim-Update
unique identifier
for the PDP
context).
3 3GPP-PDP Type Type of PDP Conditional Access-Request,
context, e.g. IP or | (mandatory if Accounting-Request
PPP attribute 7 is START, Accounting-
present) Request STOP,
Accounting-Request
Interim-Update
4 3GPP-CG-Address Charging Optional Access-Request,
Gateway IP Accounting-Request
address START, Accounting-
Request STOP,
Accounting-Request
Interim-Update
5 3GPP-GPRS-Qo0S- QoS profile Optional Access-Request,
Negotiated-Profile applied by GGSN Accounting-Request
START, Accounting-
Request STOP,
Accounting-Request
Interim-Update
6 3GPP-SGSN-Address SGSN IP address | Optional Access-Request,
that is used by the Accounting-Request
GTP control plane START, Accounting-
for the handling of Request STOP,
control messages. Accounting-Request
It may be used to Interim-Update
identify the PLMN
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Sub-attr # Sub-attribute Name Description Presence Associated attribute
Requirement | (Location of Sub-attr)
to which the user
is attached.

7 3GPP-GGSN-Address GGSN IP address | Optional Access-Request,
that is used by the Accounting-Request
GTP control plane START, Accounting-
for the context Request STOP,
establishment. It Accounting-Request
is the same as the Interim-Update
GGSN IP address
used in the
GCDRs.

8 3GPP-IMSI-MCC-MNC | MCC and MNC Optional Access-Request,
extracted from the Accounting-Request
user's IMSI (first 5 START, Accounting-
or 6 digits, as Request STOP,
applicable from Accounting-Request
the presented Interim-Update
IMSI).

9 3GPP-GGSN- MCC- MCC-MNC of the | Optional Access-Request,

MNC network the Accounting-Request
GGSN belongs to. START, Accounting-

Request STOP,
Accounting-Request

Interim-Update

10 3GPP-NSAPI Identifies a Optional Access-Request,
particular PDP Accounting-Request
context for the START, Accounting-
associated PDN Request STOP
and MSISDN/IMSI Accounting-Request
from creation to Interim-Update
deletion.

11 3GPP- Session-Stop- Indicates to the Optional Accounting Request

Indicator AAA server that STOP
the last PDP
context of a
session is
released and that
the PDP session
has been
terminated.

12 3GPP- Selection-Mode | Contains the Optional Access-Request,
Selection mode Accounting-Request
for this PDP START, Accounting-
Context received Request STOP,
in the Create PDP Accounting-Request
Context Request Interim-Update
Message

13 3GPP-Charging- Contains the Optional Access-Request,

Characteristics charging Accounting-Request
characteristics for START, Accounting-
this PDP Context Request STOP,
received in the Accounting-Request
Create PDP Interim-Update
Context Request
Message (only
available in R99
and later
releases)

14 3GPP-CG-IPv6- Charging Optional Access-Request,

Address Gateway IPv6 Accounting-Request
address START, Accounting-

Request STOP,
Accounting-Request
Interim-Update

15 3GPP-SGSN-IPv6- SGSN IPv6 Optional Access-Request,

Address address that is Accounting-Request
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Sub-attr #

Sub-attribute Name

Description

Presence
Requirement

Associated attribute
(Location of Sub-attr)

used by the GTP
control plane for
the handling of
control messages.
It may be used to
identify the PLMN
to which the user

START, Accounting-
Request STOP,
Accounting-Request
Interim-Update

Context Request
or Update PDP
Context Request
message.

is attached.
16 3GPP-GGSN-IPv6- GGSN IPv6 Optional Access-Request,
Address address that is Accounting-Request
used by the GTP START, Accounting-
control plane for Request STOP,
the context Accounting-Request
establishment. Interim-Update
17 3GPP- IPv6-DNS- List of IPv6 Optional Access-Accept
Servers addresses of DNS
servers for an
APN
18 3GPP-SGSN-MCC- MCC and MNC Optional Access-Request,
MNC extracted from the Accounting-Request
RAI within the START, Accounting-
Create PDP Request STOP,

Accounting-Request
Interim-Update

The RADIUS vendor Attribute is encoded as follows (as per RFC 2865 [38])

n=7

3GPP Vendor 1d = 10415

Octets 8

Bits
6 5

Type =26

Length =n

Vendor id octet 1

Vendor id octet 2

Vendor id octet 3

Vendor id octet 4

String

The string part is encoded as follows:

m=2andm < 248

Octets 8

Bits
6 5

3GPP type =

3GPP Length =m

3GPP value

The 3GPP specific attributes encoding is clarified below.

1-3GPP-IMSI

Bits
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Octets 8 7 6 5 4 3 2 1
1 3GPPtype=1
2 3GPP Length=m
3-m IMSI digits 1-n (UTF-8 encoded)

3GPP Type: 1
n<15
Length: m <=17
IMSI value: Text:

Thisisthe UTF-8 encoded IMSI; The definition of IMS| shall be in accordance with 3GPP TS 23.003 [40] and 3GPP
TS 29.060 [24]. There shall be no padding characters between the MCC and MNC, and between the MNC and MSIN. If
the IMSl isless than 15 digits, the padding in the GTP information e ement shall be removed by the GGSN and not
encoded in this sub-attribute.

2 - 3GPP-Charging ID

Bits
Octets 8 7 6 5 4 3 2 1
1 3GPP type =2

2 3GPP Length=6
3 Charging ID value Octet 1
4 Charging ID value Octet 2
5 Charging ID value Octet 3
6 Charging ID value Octet 4
3GPP Type: 2
Length: 6

Charging ID value: 32 bits unsigned integer
3 - 3GPP-PDP type

Bits
Octets 8 7 6 5 4 3 2 1
1 3GPP type =3

2 3GPP Length=6
3 PDP type octet 1
4 PDP type octet 2
5 PDP type octet 3
6 PDP type octet 4
3GPP Type: 3
Length: 6

PDP type value: Unsigned 32 bits integer
PDP type octet possible values:
0=1Pv4
1=PPP
2=1Pv6
4 - 3GPP-Charging Gateway address
Bits
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Octets 8 7 6 5 4 3 2 1
1 3GPP type =4
3GPP Length=6
Charging GW addr Octet 1
Charging GW addr Octet 2
Charging GW addr Octet 3
Charging GW addr Octet 4

o0 WN

3GPP Type: 4

Length: 6

Charging GW address value: Address

5 - 3GPP-GPRS Negotiated QoS profile

Bits
Octets 8 7 6 5 4 3 2 1
1 3GPP type =5
2 3GPP Length=L
3-L UTF-8 encoded QoS profile

3GPP Type: 5
Length: 27 (release 99) or 11 (release 98)
QoS profile value: Text
UTF-8 encoded QoS profile syntax:
"<Release indicator> — <rel ease specific QoS IE UTF-8 encoding>"
<Release indicator> = UTF-8 encoded number :
"98" = Release 98
"99"= Release 99

<release specific QoS profile UTF-8 encoding> = UTF-8 encoded QoS profile for the release indicated by the
release indicator.

The UTF-8 encoding of a QoS IE isdefined as follows: each octet is described by 2 UTF-8 encoded digits,
defining its hexadecimal representation. The QoS profile definition isin 3GPP TS 24.008 [23].

Thereease 98 QoS profile datais 3 octets long, which then resultsin a 6 octets UTF-8 encoded string,
Therdease 99 QoS profile datais 11 octets long, which resultsin a 22 octets UTF-8 encoded string.
6 - 3GPP-SGSN address

Bits
Octets 8 7 6 5 4 3 2 1
1 3GPP type = 6

2 3GPP Length=6
3 SGSN addr Octet 1
4 SGSN addr Octet 2
5 SGSN addr Octet 3
6 SGSN addr Octet 4
3GPP Type: 6
Length: 6
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SGSN address value: Address
7 - 3GPP-GGSN address

Bits
Octets 8 7 6 5 4 3 2 1
1 3GPPtype=7

2 3GPP Length=6
3 GGSN addr Octet 1
4 GGSN addr Octet 2
5 GGSN addr Octet 3
6 GGSN addr Octet 4
3GPP Type: 7
Length: 6

GGSN address value: Address
8 - 3GPP-IMSI MCC-MNC

Bits
Octets 8 7 6 5 4 3 2 1
1 3GPP type = 8

3GPP Length=n
MCC digitl (UTF-8 encoded)
MCC digit2 (UTF-8 encoded)
MCC digit3 (UTF-8 encoded)
MNC digitl (UTF-8 encoded)
MNC digit2 (UTF-8 encoded)
MNC digit3 if present (UTF-8 encoded)

oO~NO OB~ WN

3GPP Type: 8
Length: n shall be 7 or 8 octets depending on the presence of MNC digit 3
MS address value: text

Thisisthe UTF-8 encoding of the MS MCC-MNC values. In accordance with 3GPP TS 23.003 [40] and 3GPP TS
29.060 [24]the MCC shall be 3 digits and the MNC shall be either 2 or 3 digits. There shall be no padding characters
between the MCC and MNC.

9 - 3GPP-GGSN MCC-MNC

Bits
Octets 8 7 6 5 4 3 2 1
1 3GPP type =9

3GPP Length=n
MCC digitl (UTF-8 encoded)
MCC digit2 (UTF-8 encoded)
MCC digit3 (UTF-8 encoded)
MNC digitl (UTF-8 encoded)
MNC digit2 (UTF-8 encoded)
MNC digit3 if present (UTF-8 encoded)

oO~NO U~ WN

3GPP Type: 9
Length: n shall be 7 or 8 octets depending on the presence of MNC digit 3
GGSN address value: text
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Thisisthe UTF-8 encoding of the GGSN MCC-MNC values. In accordance with 3GPP TS 23.003 [40] and 3GPP TS
29.060 [24] the MCC shall be 3 digits and the MNC shall be either 2 or 3 digits. There shall be no padding characters
between the MCC and MNC.

10 - 3GPP-NSAPI
Bits
Octets 8 7 6 5 4 3 2 1
1 3GPP type = 10
2 3GPP Length=3
3 NSAPI

3GPP Type: 10
Length: 3
NSAPI value: text

It isthevalue of the NSAPI of the PDP context the RADIUS message isrelated to. It isencoded asits hexadecimal
representation, usng 1UTF-8 encoded digit.

11 - 3GPP-Session Stop Indicator

Bits
Octets 8 7 6 5 4 3 2 1
1 3GPP type = 11
2 3GPP Length=3
3 11111111
3GPP Type: 11
Length: 3
Valueissettoall 1.
12 - 3GPP-Selection-Mode
Bits
Octets 8 7 6 5 4 3 2 1
1 3GPP type =12
2 3GPP Length=1
3 UTF-8 encoded Selection mode string

3GPP Type: 12
Length: 3
Selection mode value: Text

The format of this attribute shall be a character string consigting of a single digit, mapping from the binary value of the
selection mode in the Create PDP Context message (3GPP TS 29.060 [24]). Where 3GPP TS 29.060 [24] provides for
interpretation of the value, e.g. map '3'to '2, this shal be done by the GGSN.

13 - 3GPP-Charging-Characteristics

Bits
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Octets

3-6

3GPP Type: 13
Length: 6

Charging characterigtics value: Text

8 7 6 5 4 3

3GPP type = 13

3GPP Length=6

UTF-8 encoded Charging Characteristics value

CR page 12

The charging characterigicsisvalueis the value of the 2 octets value field taken from the GTP |E described in
3GPP TS 29.060 [24], subclause 7.7.23.

Each octet of this|E field valueis represented via 2 UTF-8 encoded digits, defining its hexadecimal

representation.

14 - 3GPP-Charging Gateway |1Pv6 address

Octets

3GPP Type: 14
Length: 18

Bits

8 7 6 5 4 3 2

3GPP type = 14

3GPP Length= 18

Charging GW IPv6 addr Octet 1

Charging GW IPv6 addr Octet 2

Charging GW IPv6 addr Octet 3-16

Charging GW IPv6 address value: 1Pv6 Address

15 - 3GPP-SGSN | Pv6 address

Octets

3GPP Type: 15

Length: 18

SGSN IPv6 address value: |Pv6 Address
16 - 3GPP-GGSN | Pv6 address

3GPP Type: 16

Bits

8 7 6 5 4 3 2

3GPP type = 15

3GPP Length= 18

SGSN IPv6 addr Octet 1

SGSN IPv6 addr Octet 2

SGSN IPv6 addr Octet 3-16

Bits

8 7 6 5 4 3 2

3GPP type = 16

3GPP Length= 18

GGSN IPv6 addr Octet 1

GGSN IPv6 addr Octet 2

GGSN IPv6 addr Octet 3-16
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Length: 18
GGSN |Pv6 address value: |Pv6 Address
17 - 3GPP-1 Pv6-DNS-Servers

Bits
Octets 8 7 6 5 4 3 2 1
1 3GPP type = 17
2 3GPP Length=m
3-18 (1st) DNS IPv6 addr Octet 1-16
19-34 (2nd) DNS IPv6 addr Octet 1-16
k-m (n-th) DNS IPv6 addr Octet 1-16

3GPP Type: 17
Length: m=nx 16+ 2, n>1andn < 15; k =m-15

IPv6 DNS Server value: IPv6 Address The 3GPP- | Pv6-DNS-Servers Attribute provides alist of one or more ('n’) 1Pv6
addresses of Domain Name Server (DNS) serversfor an APN. The DNS sarvers arelisted in the order of preference for
use by aclient resolver, i.e. thefirst is'Primary DNS Server’, the second is 'Secondary DNS Server' etc. The attribute
may be included in Access-Accept packets.

18 - 3GPP-SGSN MCC-MNC

Bits
Octets 8 7 6 5 4 3 2 1
1 3GPP type = 18

3GPP Length=n
MCC digitl (UTF-8 encoded)
MCC digit2 (UTF-8 encoded)
MCC digit3 (UTF-8 encoded)
MNC digitl (UTF-8 encoded)
MNC digit2 (UTF-8 encoded)
MNC digit3 if present (UTF-8 encoded)

oO~NO OB~ WN

3GPP Type: 18
Length: n shall be 7 or 8 octets depending on the presence of MNC digit 3
SGSN address value: text

Thisisthe UTF-8 encoding of the RAl MCC-MNC values. In accordance with 3GPP TS 23.003 [40] and 3GPP TS
29.060 [24] the MCC shall be 3 digits and the MNC shall be either 2 or 3 digits. There shall be no padding characters
between the MCC and MNC.
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16.4.7 Sub-attributes of the 3GPP Vendor-Specific attribute

Table 7 describes the sub-attributes of the 3GPP Vendor-Specific attribute of the Access-Request, Accounting-Request
START, Accounting-Request STOP and Accounting-Request Interim-Update messages.

Table 7: The sub-attributes of the 3GPP Vendor-Specific attribute of the Access-Request,
Accounting-Request START, Accounting-Request STOP

and Accounting-Request Interim-Update messages

Sub-attr # Sub-attribute Name Description Presence Associated attribute
Requirement | (Location of Sub-attr)
1 3GPP-IMSI IMSI for this user Optional Access-Request,
Accounting-Request
START, Accounting-
Request STOP,
Accounting-Request
Interim-Update
2 3GPP-Charging-1d Charging ID for Optional Access-Request,
this PDP Context Accounting-Request
(this together with START, Accounting-
the GGSN- Request STOP,
Address Accounting-Request
constitutes a Interim-Update
unique identifier
for the PDP
context).
3 3GPP-PDP Type Type of PDP Conditional Access-Request
context, e.g. IP or | (mandatory if Accounting-Request
PPP attribute 7 is START, Accounting-
present) Request STOP,
Accounting-Request
Interim-Update
4 3GPP-CG-Address Charging Optional Access-Request,
Gateway IP Accounting-Request
address START, Accounting-
Request STOP,
Accounting-Request
Interim-Update
5 3GPP-GPRS- QoS profile Optional Access-Request,
Negotiated-QoS-Profile | applied by GGSN Accounting-Request
START, Accounting-
Request STOP,
Accounting-Request
Interim-Update
6 3GPP-SGSN-Address SGSN IP address | Optional Access-Request,
that is used by the Accounting-Request
GTP control plane START, Accounting-
for the handling of Request STOP,
control messages. Accounting-Request
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Sub-attr # Sub-attribute Name Description Presence Associated attribute
Requirement | (Location of Sub-attr)
It may be used to Interim-Update
identify the PLMN
to which the user
is attached.

7 3GPP-GGSN-Address GGSN IP address | Optional Access-Request,
that is used by the Accounting-Request
GTP control plane START, Accounting-
for the context Request STOP,
establishment. It Accounting-Request
is the same as the Interim-Update
GGSN IP address
used in the
GCDRs.

8 3GPP-IMSI-MCC-MNC | MCC and MNC Optional Access-Request,
extracted from the Accounting-Request
user's IMSI (first 5 START, Accounting-
or 6 digits, as Request STOP,
applicable from Accounting-Request
the presented Interim-Update
IMSI).

9 3GPP-GGSN- MCC- MCC-MNC of the | Optional Access-Request,

MNC network the Accounting-Request
GGSN belongs to. START, Accounting-

Request STOP,
Accounting-Request

Interim-Update

10 3GPP-NSAPI Identifies a Optional Access-Request,
particular PDP Accounting-Request
context for the START, Accounting-
associated PDN Request STOP
and MSISDN/IMSI Accounting-Request
from creation to Interim-Update
deletion.

11 3GPP- Session-Stop- Indicates to the Optional Accounting Request

Indicator AAA server that STOP
the last PDP
context of a
session is
released and that
the PDP session
has been
terminated.

12 3GPP- Selection-Mode | Contains the Optional Access-Request,
Selection mode Accounting-Request
for this PDP START, Accounting-
Context received Request STOP,
in the Create PDP Accounting-Request
Context Request Interim-Update
Message

13 3GPP-Charging- Contains the Optional Access-Request,

Characteristics charging Accounting-Request
characteristics for START, Accounting-
this PDP Context Request STOP,
received in the Accounting-Request
Create PDP Interim-Update
Context Request
Message (only
available in R99
and later
releases)

14 3GPP-CG-IPv6- Charging Optional Access-Request,

Address Gateway IPv6 Accounting-Request
address START, Accounting-

Request STOP,
Accounting-Request
Interim-Update
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Sub-attr # Sub-attribute Name Description Presence Associated attribute
Requirement | (Location of Sub-attr)
15 3GPP-SGSN-IPv6- SGSN IPv6 Optional Access-Request,
Address address that is Accounting-Request
used by the GTP START, Accounting-
control plane for Request STOP,
the handling of Accounting-Request
control messages. Interim-Update
It may be used to
identify the PLMN
to which the user
is attached.
16 3GPP-GGSN-IPv6- GGSN IPv6 Optional Access-Request,
Address address that is Accounting-Request
used by the GTP START, Accounting-
control plane for Request STOP,
the context Accounting-Request
establishment. Interim-Update
17 3GPP- IPv6-DNS- List of IPv6 Optional Access-Accept
Servers addresses of DNS
servers for an
APN
18 3GPP-SGSN-MCC- MCC and MNC Optional Access-Request,
MNC extracted from the Accounting-Request
RAI within the START, Accounting-
Create PDP Request STOP,
Context Request Accounting-Request
or Update PDP Interim-Update
Context Request
message.
The RADIUS vendor Attribute is encoded as follows (as per RFC 2865 [38])
Bits
Octets 8 6 5 3 2 1
1 Type = 26
2 Length =n
3 Vendor id octet 1
4 Vendor id octet 2
5 Vendor id octet 3
6 Vendor id octet 4
7-n String
n=7
3GPP Vendor Id = 10415
The string part is encoded as follows:
Bits
Octets 8 6 5 4 1
1 3GPP type =
2 3GPP Length=m
3-m 3GPP value
m=2andm< 248
The 3GPP specific attributes encoding is clarified below.
1-3GPP-IMS
Bits
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Octets 8 7 6 5 4 3 2 1
1 3GPPtype=1
2 3GPP Length=m
3-m IMSI digits 1-n (UTF-8 encoded)

3GPP Type: 1
n<15
Length: m == 17
IMSI value: Text:

Thisisthe UTF-8 encoded IMSI; The definition of IMS| shall be in accordance with 3GPP TS 23.003 [40] and 3GPP
TS 29.060 [24]. There shall be no padding characters between the MCC and MNC, and between the MNC and MSIN. If
the IMSl isless than 15 digits, the padding in the GTP information e ement shall be removed by the GGSN and not
encoded in this sub-attribute.

2 - 3GPP-Charging ID

Bits
Octets 8 7 6 5 4 3 2 1
1 3GPP type =2

2 3GPP Length=6
3 Charging ID value Octet 1
4 Charging ID value Octet 2
5 Charging ID value Octet 3
6 Charging ID value Octet 4
3GPP Type: 2
Length: 6

Charging ID value: 32 bits unsigned integer
3 - 3GPP-PDP type

Bits
Octets 8 7 6 5 4 3 2 1
1 3GPP type =3

2 3GPP Length=6
3 PDP type octet 1
4 PDP type octet 2
5 PDP type octet 3
6 PDP type octet 4
3GPP Type: 3
Length: 6

PDP type value: Unsigned 32 bits integer
PDP type octet possible values:
0=IPv4
1=PPP
2=1Pv6

4 - 3GPP-Charging Gateway address
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Bits
Octets 8 7 6 5 4 3 2 1
1 3GPP type=4

2 3GPP Length=6
3 Charging GW addr Octet 1
4 Charging GW addr Octet 2
5 Charging GW addr Octet 3
6 Charging GW addr Octet 4
3GPP Type 4
Length: 6

Charging GW address value: Address
5 - 3GPP-GPRS Negotiated QoS profile

Bits
Octets 8 7 6 5 4 3 2 1
1 3GPP type =5
2 3GPP Length=L
3-L UTF-8 encoded QoS profile

3GPP Type: 5
Length: 27 (release 99) or 11 (release 98)
QoS profile value: Text
UTF-8 encoded QoS prafile syntax:
"<Release indicator> — <rel ease specific QoS IE UTF-8 encoding>"
<Release indicator> = UTF-8 encoded number :
"98" = Release 98
"99"= Release 99

<release specific QoS profile UTF-8 encoding> = UTF-8 encoded QoS profile for the release indicated by the
release indicator.

The UTF-8 encoding of a QoS I E is defined as follows: each octet is described by 2 UTF-8 encoded digits,
defining its hexadecimal representation. The QoS profile definition isin 3GPP TS 24.008 [23].

Thereease 98 QoS profile datais 3 octets long, which then resultsin a 6 octets UTF-8 encoded string,
Theredease 99 QoS profile datais 11 octets long, which resultsin a 22 octets UTF-8 encoded string.
6 - 3GPP-SGSN address

Bits
Octets 8 7 6 5 4 3 2 1
1 3GPP type = 6

3GPP Length=6
SGSN addr Octet 1
SGSN addr Octet 2
SGSN addr Octet 3
SGSN addr Octet 4

OO0 WN

3GPP Type: 6
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Length: 6
SGSN address value: Address
7 - 3GPP-GGSN address

Bits
Octets 8 7 6 5 4 3 2 1
1 3GPPtype=7

2 3GPP Length=6
3 GGSN addr Octet 1
4 GGSN addr Octet 2
5 GGSN addr Octet 3
6 GGSN addr Octet 4
3GPP Type: 7
Length: 6

GGSN address value: Address
8 - 3GPP-IMSI MCC-MNC

Bits
Octets 8 7 6 5 4 3 2 1
1 3GPP type = 8

3GPP Length=n
MCC digitl (UTF-8 encoded)
MCC digit2 (UTF-8 encoded)
MCC digit3 (UTF-8 encoded)
MNC digitl (UTF-8 encoded)
MNC digit2 (UTF-8 encoded)
MNC digit3 if present (UTF-8 encoded)

o~NO OB~ WN

3GPP Type 8
Length: n shall be 7 or 8 octets depending on the presence of MNC digit 3
MS address value: text

Thisisthe UTF-8 encoding of the MS MCC-MNC values. In accordance with 3GPP TS 23.003 [40] and 3GPP TS
29.060 [24] the MCC shall be 3 digits and the MNC shall be either 2 or 3 digits. There shall be no padding characters
between the MCC and MNC.

9 - 3GPP-GGSN MCC-MNC

Bits
Octets 8 7 6 5 4 3 2 1
1 3GPP type =9

3GPP Length=n
MCC digitl (UTF-8 encoded)
MCC digit2 (UTF-8 encoded)
MCC digit3 (UTF-8 encoded)
MNC digitl (UTF-8 encoded)
MNC digit2 (UTF-8 encoded)
MNC digit3 if present (UTF-8 encoded)

oO~NO OB~ WN

3GPP Type: 9
Length: n shall be 7 or 8 octets depending on the presence of MNC digit 3
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GGSN address value: text

Thisisthe UTF-8 encoding of the GGSN MCC-MNC values. In accordance with 3GPP TS 23.003 [40] and 3GPP TS
29.060 [24] the MCC shall be 3 digits and the MNC shall be either 2 or 3 digits. There shall be no padding characters
between the MCC and MNC.

10 - 3GPP-NSAPI
Bits
Octets 8 7 6 5 4 3 2 1
1 3GPP type = 10
2 3GPP Length=3
3 NSAPI

3GPP Type: 10
Length: 3
NSAPI value: text

It isthevalue of the NSAPI of the PDP context the RADIUS message isrelated to. It isencoded asits hexadecimal
representation, usng 1UTF-8 encoded digit.

11 - 3GPP-Session Stop Indicator

Bits
Octets 8 7 6 5 4 3 2 1
1 3GPP type =11
2 3GPP Length=3
3 11111111
3GPP Type: 11
Length: 3
Valueissettoall 1.
12 - 3GPP-Selection-Mode
Bits
Octets 8 7 6 5 4 3 2 1
1 3GPP type =12
2 3GPP Length=1
3 UTF-8 encoded Selection mode string

3GPP Type: 12
Length: 3
Selection mode value: Text

The format of this attribute shall be a character string consigting of a single digit, mapping from the binary value of the
selection mode in the Create PDP Context message (3GPP TS 29.060 [24]). Where 3GPP TS 29.060 [24] provides for
interpretation of the value, e.g. map '3'to '2, this shdl be done by the GGSN.
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13 - 3GPP-Charging-Characteristics

Bits
Octets 8 7 6 5 4 3
1 3GPP type = 13
2 3GPP Length=6
3-6 UTF-8 encoded Charging Characteristics value

3GPP Type: 13
Length: 6

Charging characterigics value: Text

CR page 12

The charging characterigicsis valueis the value of the 2 octets value field taken from the GTP IE described in

3GPP TS 29.060 [24], subclause 7.7.23.

Each octet of this|E field valueis represented via 2 UTF-8 encoded digits, defining its hexadecimal

representation.

14 - 3GPP-Charging Gateway 1Pv6 address

Octets 8

Bits

7 6 5 4 3 2

3GPP type = 14

3GPP Length= 18

Charging GW IPv6 addr Octet 1

Charging GW IPv6 addr Octet 2

Charging GW IPv6 addr Octet 3-16

3GPP Type: 14

Length: 18

Charging GW IPv6 address value: 1Pv6 Address
15 - 3GPP-SGSN | Pv6 address

Octets 8

Bits

7 6 5 4 3 2

3GPP type = 15

3GPP Length= 18

SGSN IPv6 addr Octet 1

SGSN IPv6 addr Octet 2

SGSN IPv6 addr Octet 3-16

3GPP Type: 15
Length: 18
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SGSN |Pv6 address value: |Pv6 Address
16 - 3GPP-GGSN | Pv6 address

Bits
Octets 8 7 6 5 4 3 2 1
1 3GPP type = 16
2 3GPP Length=18
3 GGSN IPv6 addr Octet 1
4 GGSN IPv6 addr Octet 2
5-18 GGSN IPv6 addr Octet 3-16
3GPP Type: 16
Length: 18
GGSN IPv6 address value: 1Pv6 Address
17 - 3GPP-1 Pv6-DNS-Servers
Bits
Octets 8 7 6 5 4 3 2 1
1 3GPP type = 17
2 3GPP Length=m
3-18 (1st) DNS IPv6 addr Octet 1-16
19-34 (2nd) DNS IPv6 addr Octet 1-16
k-m (n-th) DNS IPv6 addr Octet 1-16

3GPP Type: 17
Length: m=nx 16+ 2, n>1andn < 15; k =m-15

IPv6 DNS Server value: IPv6 Address The 3GPP- | Pv6-DNS-Servers Attribute provides alist of one or more ('n’) 1Pv6
addresses of Domain Name Server (DNS) serversfor an APN. The DNS sarvers arelisted in the order of preference for
use by aclient resolver, i.e. thefirst is'Primary DNS Server’, the second is 'Secondary DNS Server' etc. The attribute
may be included in Access-Accept packets.

18 - 3GPP-SGSN MCC-MNC

Bits
Octets 8 7 6 5 4 3 2 1
1 3GPP type = 18

3GPP Length=n
MCC digitl (UTF-8 encoded)
MCC digit2 (UTF-8 encoded)
MCC digit3 (UTF-8 encoded)
MNC digitl (UTF-8 encoded)
MNC digit2 (UTF-8 encoded)
MNC digit3 if present (UTF-8 encoded)

o~NO OB~ WN

3GPP Type: 18
Length: n shall be 7 or 8 octets depending on the presence of MNC digit 3
SGSN address value: text

Thisisthe UTF-8 encoding of the RAl MCC-MNC values. In accordance with 3GPP TS 23.003 [40] and 3GPP TS
29.060 [24] the MCC shall be 3 digits and the MNC shall be either 2 or 3 digits. There shall be no padding characters
between the MCC and MNC.
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16.4.7 Sub-attributes of the 3GPP Vendor-Specific attribute

Table 7 describes the sub-attributes of the 3GPP Vendor-Specific attribute of the Access-Request, Accounting-Request
START, Accounting-Request STOP and Accounting-Request Interim-Update messages.

Table 7: The sub-attributes of the 3GPP Vendor-Specific attribute of the Access-Request,
Accounting-Request START, Accounting-Request STOP

and Accounting-Request Interim-Update messages

Sub-attr # Sub-attribute Name Description Presence Associated attribute
Requirement | (Location of Sub-attr)
1 3GPP-IMSI IMSI for this user Optional Access-Request,
Accounting-Request
START, Accounting-
Request STOP,
Accounting-Request
Interim-Update
2 3GPP-Charging-1d Charging ID for Optional Access-Request,
this PDP Context Accounting-Request
(this together with START, Accounting-
the GGSN- Request STOP,
Address Accounting-Request
constitutes a Interim-Update
unique identifier
for the PDP
context).
3 3GPP-PDP Type Type of PDP Conditional Access-Request
context, e.g. IP or | (mandatory if Accounting-Request
PPP attribute 7 is START, Accounting-
present) Request STOP,
Accounting-Request
Interim-Update
4 3GPP-CG-Address Charging Optional Access-Request,
Gateway IP Accounting-Request
address START, Accounting-
Request STOP,
Accounting-Request
Interim-Update
5 3GPP-GPRS- QoS profile Optional Access-Request,
Negotiated-QoS-Profile | applied by GGSN Accounting-Request
START, Accounting-
Request STOP,
Accounting-Request
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Sub-attr # Sub-attribute Name Description Presence Associated attribute
Requirement | (Location of Sub-attr)
Interim-Update

6 3GPP-SGSN-Address SGSN IP address | Optional Access-Request,
that is used by the Accounting-Request
GTP control plane START, Accounting-
for the handling of Request STOP,
control messages. Accounting-Request
It may be used to Interim-Update
identify the PLMN
to which the user
is attached.

7 3GPP-GGSN-Address GGSN IP address | Optional Access-Request,
that is used by the Accounting-Request
GTP control plane START, Accounting-
for the context Request STOP,
establishment. It Accounting-Request
is the same as the Interim-Update
GGSN IP address
used in the
GCDRs.

8 3GPP-IMSI-MCC-MNC | MCC and MNC Optional Access-Request,
extracted from the Accounting-Request
user's IMSI (first 5 START, Accounting-
or 6 digits, as Request STOP,
applicable from Accounting-Request
the presented Interim-Update
IMSI).

9 3GPP-GGSN- MCC- MCC-MNC of the | Optional Access-Request,

MNC network the Accounting-Request
GGSN belongs to. START, Accounting-

Request STOP,
Accounting-Request

Interim-Update

10 3GPP-NSAPI Identifies a Optional Access-Request,
particular PDP Accounting-Request
context for the START, Accounting-
associated PDN Request STOP
and MSISDN/IMSI Accounting-Request
from creation to Interim-Update
deletion.

11 3GPP- Session-Stop- Indicates to the Optional Accounting Request

Indicator AAA server that STOP
the last PDP
context of a
session is
released and that
the PDP session
has been
terminated.

12 3GPP- Selection-Mode | Contains the Optional Access-Request,
Selection mode Accounting-Request
for this PDP START, Accounting-
Context received Request STOP,
in the Create PDP Accounting-Request
Context Request Interim-Update
Message

13 3GPP-Charging- Contains the Optional Access-Request,

Characteristics charging Accounting-Request
characteristics for START, Accounting-
this PDP Context Request STOP,
received in the Accounting-Request
Create PDP Interim-Update
Context Request
Message (only
available in R99
and later
releases)
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Sub-attr # Sub-attribute Name Description Presence Associated attribute
Requirement | (Location of Sub-attr)
14 3GPP-CG-IPv6- Charging Optional Access-Request,
Address Gateway IPv6 Accounting-Request
address START, Accounting-
Request STOP,
Accounting-Request
Interim-Update
15 3GPP-SGSN-IPv6- SGSN IPv6 Optional Access-Request,
Address address that is Accounting-Request
used by the GTP START, Accounting-
control plane for Request STOP,
the handling of Accounting-Request
control messages. Interim-Update
It may be used to
identify the PLMN
to which the user
is attached.
16 3GPP-GGSN-IPv6- GGSN IPv6 Optional Access-Request,
Address address that is Accounting-Request
used by the GTP START, Accounting-
control plane for Request STOP,
the context Accounting-Request
establishment. Interim-Update
17 3GPP- IPv6-DNS- List of IPv6 Optional Access-Accept
Servers addresses of DNS
servers for an
APN
18 3GPP-SGSN-MCC- MCC and MNC Optional Access-Request,
MNC extracted from the Accounting-Request
RAI within the START, Accounting-
Create PDP Request STOP,
Context Request Accounting-Request
or Update PDP Interim-Update
Context Request
message.

The RADIUS vendor Attribute is encoded as follows (as per RFC 2865 [38])

n=7

3GPP Vendor 1d = 10415

The string part is encoded as follows:

m=2andm < 248

Bits
Octets 8 6 5 4 1
1 Type = 26
2 Length =n
3 Vendor id octet 1
4 Vendor id octet 2
5 Vendor id octet 3
6 Vendor id octet 4
7-n String
Bits
Octets 8 6 5 4 1
1 3GPP type =
2 3GPP Length =m
3-m 3GPP value
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The 3GPP specific attributes encoding is clarified below.

1-3GPP-IMS
Bits
Octets 8 7 6 5 4 3 2 1
1 3GPPtype=1
2 3GPP Length=m
3-m IMSI digits 1-n (UTF-8 encoded)

3GPP Type: 1
n <15
Length: m == 17
IMSI value: Text:

Thisisthe UTF-8 encoded IMSI; The definition of IMS| shall be in accordance with 3GPP TS 23.003 [40] and 3GPP
TS 29.060 [24]. There shall be no padding characters between the MCC and MNC, and between the MNC and MSIN. If
the IMSl isless than 15 digits, the padding in the GTP information e ement shall be removed by the GGSN and not
encoded in this sub-attribute.

2 - 3GPP-Charging ID

Bits
Octets 8 7 6 5 4 3 2 1
1 3GPP type =2

2 3GPP Length=6
3 Charging ID value Octet 1
4 Charging ID value Octet 2
5 Charging ID value Octet 3
6 Charging ID value Octet 4
3GPP Type: 2
Length: 6

Charging ID value: 32 bits unsigned integer
3 - 3GPP-PDP type

Bits
Octets 8 7 6 5 4 3 2 1
1 3GPP type =3

2 3GPP Length=6
3 PDP type octet 1
4 PDP type octet 2
5 PDP type octet 3
6 PDP type octet 4
3GPP Type: 3
Length: 6

PDP type value: Unsigned 32 bits integer
PDP type octet possible values:
0=1Pv4

CR page 8



3GPP TS aa.bbb vX.Y.Z (YYYY-MM)

1=PPP
2=1Pv6

4 - 3GPP-Charging Gateway address

Bits
Octets 8 7 6 5 4 3
1 3GPP type=4

2 3GPP Length=6
3 Charging GW addr Octet 1
4 Charging GW addr Octet 2
5 Charging GW addr Octet 3
6 Charging GW addr Octet 4
3GPP Type 4
Length: 6

Charging GW address value: Address
5 - 3GPP-GPRS Negotiated QoS profile

Bits
Octets 8 7 6 5 4 3
1 3GPP type =5
2 3GPP Length=L
3-L UTF-8 encoded QoS profile

3GPP Type 5
Length: 27 (release 99) or 11 (release 98)
QoS profile value: Text
UTF-8 encoded QoS profile syntax:
"<Release indicator> — <rel ease specific QoS IE UTF-8 encoding>"
<Release indicator> = UTF-8 encoded number :
"98" = Release 98
"99"= Release 99

CR page 9

<release specific QoS profile UTF-8 encoding> = UTF-8 encoded QoS profile for the release indicated by the

release indicator.

The UTF-8 encoding of a QoS IE isdefined as follows: each octet is described by 2 UTF-8 encoded digits,

defining its hexadecimal representation. The QoS profile definition isin 3GPP TS 24.008 [54].

Thereease 98 QoS profile datais 3 octets long, which then resultsin a 6 octets UTF-8 encoded string.

Therdease 99 QoS profile datais 11 octets long, which resultsin a 22 octets UTF-8 encoded string.

6 - 3GPP-SGSN address

Bits
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Octets 8 7 6 5 4 3 2 1
1 3GPP type = 6
3GPP Length=6
SGSN addr Octet 1
SGSN addr Octet 2
SGSN addr Octet 3
SGSN addr Octet 4

o0 WN

3GPP Type: 6

Length: 6

SGSN address value: Address
7 - 3GPP-GGSN address

Bits
Octets 8 7 6 5 4 3 2 1
1 3GPPtype=7

2 3GPP Length=6
3 GGSN addr Octet 1
4 GGSN addr Octet 2
5 GGSN addr Octet 3
6 GGSN addr Octet 4
3GPP Type: 7
Length: 6

GGSN address value: Address
8 - 3GPP-IMSI MCC-MNC

Bits
Octets 8 7 6 5 4 3 2 1
1 3GPP type = 8

3GPP Length=n
MCC digitl (UTF-8 encoded)
MCC digit2 (UTF-8 encoded)
MCC digit3 (UTF-8 encoded)
MNC digitl (UTF-8 encoded)
MNC digit2 (UTF-8 encoded)
MNC digit3 if present (UTF-8 encoded)

o~NO UG~ WN

3GPP Type: 8
Length: n shall be 7 or 8 octets depending on the presence of MNC digit 3
MS address value: text

Thisisthe UTF-8 encoding of the MS MCC-MNC values. In accordance with 3GPP TS 23.003 [40] and 3GPP TS
29.060 [24] the MCC shall be 3 digits and the MNC shall be either 2 or 3 digits. There shall be no padding characters
between the MCC and MNC.

9 - 3GPP-GGSN MCC-MNC
Bits
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Octets 8 7 6 5 4 3 2 1
1 3GPP type =9
3GPP Length=n
MCC digitl (UTF-8 encoded)
MCC digit2 (UTF-8 encoded)
MCC digit3 (UTF-8 encoded)
MNC digitl (UTF-8 encoded)
MNC digit2 (UTF-8 encoded)
MNC digit3 if present (UTF-8 encoded)

o~NO OB~ WN

3GPP Type: 9
Length: n shall be 7 or 8 octets depending on the presence of MNC digit 3
GGSN address value: text

Thisisthe UTF-8 encoding of the GGSN MCC-MNC values. In accordance with 3GPP TS 23.003 [40] and 3GPP TS
29.060 [24] the MCC shall be 3 digits and the MNC shall be either 2 or 3 digits. There shall be no padding characters
between the MCC and MNC.

10 - 3GPP-NSAPI
Bits
Octets 8 7 6 5 4 3 2 1
1 3GPP type = 10
2 3GPP Length=3
3 NSAPI

3GPP Type: 10
Length: 3
NSAPI value: text

It isthevalue of the NSAPI of the PDP context the RADIUS message isrelated to. It isencoded asits hexadecimal
representation, usng 1UTF-8 encoded digit.

11 - 3GPP-Session Stop Indicator

Bits
Octets 8 7 6 5 4 3 2 1
1 3GPP type =11
2 3GPP Length=3
3 11111111
3GPP Type: 11
Length: 3
Valueissettoall 1.
12 - 3GPP-Selection-Mode
Bits
Octets 8 7 6 5 4 3 2 1
1 3GPP type = 12
2 3GPP Length=1
3 UTF-8 encoded Selection mode string

3GPP Type: 12
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Length: 3
Selection mode value: Text

The format of this attribute shall be a character string consigting of a single digit, mapping from the binary value of the
selection mode in the Create PDP Context message (3GPP TS 29.060 [24]). Where 3GPP TS 29.060 [24] provides for
interpretation of the value, e.g. map '3'to '2, this shal be done by the GGSN.

13 - 3GPP-Charging-Characteristics

Bits
Octets 8 7 6 5 4 3 2 1
1 3GPP type = 13
2 3GPP Length=6
3-6 UTF-8 encoded Charging Characteristics value

3GPP Type: 13
Length: 6
Charging characterigics value: Text

The charging characterigicsisvalueis the value of the 2 octets value field taken from the GTP IE described in
3GPP TS 29.060 [24], subclause 7.7.23.

Each octet of this|E field valueis represented via 2 UTF-8 encoded digits, defining its hexadecimal
representation.

14 - 3GPP-Charging Gateway |1Pv6 address

Bits
Octets 8 7 6 5 4 3 2 1
1 3GPP type = 14
2 3GPP Length=18
3 Charging GW IPv6 addr Octet 1
4 Charging GW IPv6 addr Octet 2
5-18 Charging GW IPv6 addr Octet 3-16
3GPP Type: 14
Length: 18
Charging GW IPv6 address value: 1Pv6 Address
15 - 3GPP-SGSN |1 Pv6 address
Bits
Octets 8 7 6 5 4 3 2 1
1 3GPP type = 15
2 3GPP Length=18
3 SGSN IPv6 addr Octet 1
4 SGSN IPv6 addr Octet 2
5-18 SGSN IPv6 addr Octet 3-16

3GPP Type: 15
Length: 18
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SGSN |Pv6 address value: |Pv6 Address
16 - 3GPP-GGSN | Pv6 address

Bits
Octets 8 7 6 5 4 3 2 1
1 3GPP type = 16
2 3GPP Length=18
3 GGSN IPv6 addr Octet 1
4 GGSN IPv6 addr Octet 2
5-18 GGSN IPv6 addr Octet 3-16
3GPP Type: 16
Length: 18
GGSN IPv6 address value: 1Pv6 Address
17 - 3GPP-1 Pv6-DNS-Servers
Bits
Octets 8 7 6 5 4 3 2 1
1 3GPP type = 17
2 3GPP Length=m
3-18 (1st) DNS IPv6 addr Octet 1-16
19-34 (2nd) DNS IPv6 addr Octet 1-16
k-m (n-th) DNS IPv6 addr Octet 1-16

3GPP Type: 17
Length: m=nx 16+ 2, n>1andn < 15; k =m-15

IPv6 DNS Server value: IPv6 AddressThe 3GPP- | Pv6-DNS-Servers Attribute provides alist of one or more ('n’) IPv6
addresses of Domain Name Server (DNS) serversfor an APN. The DNS sarvers arelisted in the order of preference for
use by aclient resolver, i.e. thefirst is'Primary DNS Server’, the second is 'Secondary DNS Server' etc. The attribute
may be included in Access-Accept packets.

18 - 3GPP-SGSN MCC-MNC

Bits
Octets 8 7 6 5 4 3 2 1
1 3GPP type = 18

3GPP Length=n
MCC digitl (UTF-8 encoded)
MCC digit2 (UTF-8 encoded)
MCC digit3 (UTF-8 encoded)
MNC digitl (UTF-8 encoded)
MNC digit2 (UTF-8 encoded)
MNC digit3 if present (UTF-8 encoded)

o~NO OB~ WN

3GPP Type: 18
Length: n shall be 7 or 8 octets depending on the presence of MNC digit 3
SGSN address value: text

Thisisthe UTF-8 encoding of the RAl MCC-MNC values. In accordance with 3GPP TS 23.003 [40] and 3GPP TS
29.060 [24] the MCC shall be 3 digits and the MNC shall be either 2 or 3 digits. There shall be no padding characters
between the MCC and MNC.
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