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5.2.2 Registration

When the P-CSCF receives a REGISTER request from the UE, the P-CSCF shall:

1)

2)
3

4)

5)

6)

7)

8)

insert a Path header in the request including an entry containing:
- the SIP URL identifying the P-CSCF;

- anindication that requests routed in this direction of the path (i.e. from the S-CSCF to the P-CSCF) are
expected to be treated as for the mobile-terminating case. This indication may e.g. be in a parameter in the
URL, acharacter string in the user part of the URL, or be a port number in the URL;

insert a Require header containing the option tag "path”;

for the initial REGISTER request for a public user identity create a new, globally unique value for icid, save it
locally and insert it into the icid parameter of the P-Charging-V ector header (see subclause 7.2.5);

insert the parameter "integrity-protected” (described in subclause 7.2A.2) with avaue "yes' into the
Authorization header field in case the REGISTER request was received integrity protected, otherwise insert the
parameter with the value "no";

in case the REGISTER request was received without integrity protection, then check the existence of the
Security-Client header. If the header is present, then remove and store it. The P-CSCF shall remove the * sec-
agree’ item from the Require header, and the header itself if thisisthe only entry. If the header is not present,
then the P-CSCF shall return a suitable 4xx response;

in case the REGISTER request was received integrity protected, then the P-CSCF shall:

- check the security association which protected the request. If that has atemporary lifetime, then the request
shall contain a Security-Verify header. If there is no such header, then the P-CSCF shall return a suitable 4xx
error code. If there is such header, then compare the content of the Security-Verify header with the local
static list. If those do not match, then there is a potential man-in-the-middle attack. The request should be
rejected by sending a suitable 4xx response. If the contents match, the P-CSCF shall remove the Security-
Verify header, and the "sec-agree" item from the Require header, and the header itself if thisisthe only entry;

- if the security association the REGISTER request came is an established one, then a Security-Verify header
is not expected to be included. If the Security-Verify header is present, then the P-CSCF shall remove that
header together with the 'Require: sec-agree' header; and

- check if the private user identity conveyed in the integrity-protected REGISTER request isthe same asthe
private user identity which was previously challenged or authenticated. If the private user identities are
different, the P-CSCF shall reject the REGISTER request by returning a 403 (Forbidden) response;

insert a P-Visited-Network-1D header field, with the value of a pre-provisioned string that identifies the visited
network at the home network; and

determine the 1-CSCF of the home network and forward the request to that 1-CSCF.

When the P-CSCF receives a 401 (Unauthorized) response to a REGISTER request, the P-CSCF shall:

1

2)

3)

remove the CK and IK values contained in the 401 (Unauthorized) response and bind them to the proper private
user identity and security association. The P-CSCF shall forward the 401 (Unauthorized) response to the UE if
and only if the CK and IK have been removed,;

insert the Security-Server header in the response, containing the P-CSCF static security list. For further
information see 3GPP TS 33.203 [19]; and

set up the security association with atemporary lifetime between the UE and the P-CSCF for the user identified
with the private user identity. For further details see 3GPP TS 33.203 [19] and draft-sip-sec-agree [48]. The P-
CSCF shall set the SIP level lifetime of the security association to be long enough to permit the UE to finalize
the registration procedure (bigger than 64*T1). The P-CSCF shall set the IPSec level lifetime of the security
association to the maximum.
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When the P-CSCF receives a 200 (OK) response to a REGISTER request, the P-CSCF shall check the value of the
Expires header field and/or Expires parameter in the Contact header. When the value of the Expires header field and/or
expires parameter in the Contact header is different than zero, then the P-CSCF shall:

1) savethelist of Service-Route headers preserving the order. The P-CSCF shall store thislist during the entire
registration period of the respective public user identity. The P-CSCF shall use thislist to validate the routeing
information in the requests originated by the UE. If thisregistration is a reregistration, the P-CSCF shall replace
the already existing list of Service-Route headers with the new list;

2) associate the Service-Route header list with the registered public user identity;

3) storethe public user identities found in the P-Associated-URI header value, as those that are authorized to be
used by the UE;

4) store the default public user identity for use with procedures for the P-Asserted-1dentity. The default public user
identity isthefirst on thelist of URIs present in the P-Associated-URI header;

NOTE 1: There may be more then one default public user identities stored in the P-CSCF, as the result of the
multiple registrations of public user identities.

5) storethe values received in the P-Charging-Function-Addresses header;
6) update the SIP level lifetime of the security association with the value found in the Expires header;
7) protect the response within the same security association to that in which the associated requestwas protected;

8) delete al earlier security associations and related keys it may have towards the UE, when a message protected
within the newly set up security association is received; and

9) delete the new security associations that it was trying to establish with the UE, in case the P-CSCF receives a
message from the UE protected with the old security association.

NOTE 2: The P-CSCF will maintain two Route header lists. The first Route header list - created during the
registration procedure - is used only to validate the routeing information in the initial requests that
originate from the UE. Thislist isvalid during the entire registration of the respective public user identity.
The second Route list - constructed from the Record Route headersin theinitial INVITE and associated
response - is used during the duration of the call. Once the call isterminated, the second Routelistis
discarded.

The P-CSCF shall delete any security association from the |PSec database when their SIP level lifetime expires. If there
are still active dialogs associated with the user —-after the security associations were deleted,— the P-CSCF shall silenthy
discard all information pertaining to these dialogs without performing any further SIP transactions with the peer entities
of the P-CSCF.

NOTE 3: At the same time, the P-CSCF will also indicate via the Go interface that the all resources associated with
these dialogs should be released..

3GPP
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Abbreviations

For the purposes of the present document, the following abbreviations apply:

Ixx
2XX
AS
APN
AUTN
B2BUA
BGCF
C

CCF
CDR
CK
CN
CSCF
DHCP
DNS
DTD
ECF
GCID
GGSN
GPRS
i
I-CSCF
ICID
IK

IM
IMS
IMSI
101

IP
IPv4
IPv6
ISC
ISIM
m
MAC
MCC
MGCF
MGW
MNC
MRFC
MRFP
PDP
PLMN
PSTN
n/a
NAI

o]
P-CSCF
PDU
RAND
RES
RTCP
RTP
S-CSCF

A status-code in the range 101 through 199, and excluding 100

A status-code in the range 200 through 299
Application Server

Access Point Name

Authentication TokeN

Back-to-Back User Agent

Breakout Gateway Control Function
conditional

Charging Collection Function

Charging Data Record

Ciphering Key

Core Network

Call Session Control Function
Dynamic Host Configuration Protocol
Domain Name System

Document Type Definition

Event Charging Function

GPRS Charging Identifier

Gateway GPRS Support Node

General Packet Radio Service
irrelevant

Interrogating CSCF

IM CN subsystem Charging Identifier
Integrity Key

IP Multimedia

IP Multimedia core network Subsystem
International Mobile Subscriber |dentity
Inter Operator |dentifier

Internet Protocol

Internet Protocol version 4

Internet Protocol version 6

IP multimedia Subsystem Service Control
IMS Suscriber Identity Module
mandatory

Message Authentication Code

Mobile Country Code

Media Gateway Control Function
Media Gateway

Mobile Network Code

Multimedia Resource Function Controller
Multimedia Resource Function Processor
Packet Data Protocol

Public Land Mobile Network

Public Switched Telephone Network
not applicable

Netework Access Identifier

optional

Proxy CSCF

Protocol Data Unit

RANDom challenge

RESponse

Real-time Transport Control Protocol
Real-time Transport Protocol

Serving CSCF

CR page 3
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SDP Session Description Protocol
SGSN Serving GPRS Support Node
SIP Session Initiation Protocol

SLF Subscription Locator Function
SON SeQuence Number

UA User Agent

UAC User Agent Client

UAS User Agent Server

UE User Equipment

uicC Universal Integrated Circuit Card
URI Universal Resource Identifier
URL Universal Resource Locator
UsiIM UMTS Subscriber Identity Module
X prohibited

XMAC expected MAC

XML eXtensible Markup Language
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Authentication

5.1.1.5.1 General

Authentication is achieved via the registration and re-registration procedures. When the network requires authentication
or re-authentication of the UE, the UE will receive a401 (Unauthorized) response to the REGISTER request.

On receiving a 401 (Unauthorized) response to the REGISTER request, the UE shall:

- extract the RAND and AUTN parameters

- check the validity of areceived authentication challenge, as described in 3GPP TS 33.102 [18] i.e. the locally
calculated MAC must match the MAC parameter derived from the AUTN part of the challenge; and the SON
parameter derived from the AUTN part of the challenge must be within the correct range; and

- check the existence of the Security-Server header as described in draft-sip-sec-agree [48]. If the header is not
present, the UE shall send a new REGISTER request.

In the case that the 401 (Unauthorized) response to the REGISTER request is deemed to be valid the UE shall:

- extractthe RAND-and AUTN-parameters-and-derive-calcul ate the RES parameter and derive the keys CK and
IK_from RAND as described in 3GPP TS 33.203[19];

- set up the security association based on the static list it received in the 401 (Unauthorized) and its capabilities
sent in the Security-Client header in the REGISTER request. The UE shall set up the security association using
the most preferred mechanism and a gorithm returned by the P-CSCF and supported by the UE and using CK
and IK as shared keys; and

- send another REGISTER request using the derived IK to integrity protect the message. The header fields are
populated as defined for the initial request, with the addition that the UE shall include an Authorization header
containing the private user identity and the authentication challenge response (RES parameter). Instead of the
Security-Client header the UE shall insert the Security-Verify header into the request, by mirroring in it the
content of the Security-Server header received in the 401 (Unauthorized) response. The Call-1D of the integrity
protected REGISTER request which carries RES must be the same as the Call-ID of the 401 (Unauthorized)
response which carried the challenge.

On receiving the 200 (OK) for the integrity protected REGISTER request, the UE shall start using the security
association the 200 (OK) was protected with.
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Whenever the 200 (OK) response is not received after atime-out, the UE shall consider the registration to have failed.
The UE shall delete the new security associations it was trying to establish, and use the old security association.

In the case that the 401 (Unauthorized) response is deemed to be invalid then the UE shall behave as defined in
subclause 5.1.1.5.3.

CR page 5
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5.4.3 General treatment for all dialogs and standalone transactions
excluding requests terminated by the S-CSCF

5431 Determination of mobile-originated or mobile-terminated case
Upon receipt of aninitial request or atarget refresh request or a stand-alone transaction, the S-CSCF shall:

- perfiorm the procedures for the mobile-originating case as described in subclause 5.4.3.2 if the request makes
use of the information for mobile-originating calls, which was added to the Path-Service-Route header entry of
the S-CSCF during registration (see subclause 5.4.1.2), e.g. the message is received at a certain port or the
topmost Route header contains a specific user part or parameter; or,

- perform the procedures for the mobile-terminating case as described in subclause 5.4.3.3 if thisinformation is
not used by the request.
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Start of change

5.2.7 Initial INVITE

5.27.1 Introduction

In addition to following the procedures for initial requests defined in subclause 5.2.6, initial INVITE requests also
follow the procedures of this subclause.

5.2.7.2 Mobile-originating case
The P-CSCF shall respond to all INVITE requests with a 100 (Trying) provisional response.
Upon receiving aresponse (e.g. 183 (Session Progress), 200 (OK)) to theinitial INVITE request, the P-CSCF:

- if amedia authorization token is generated by the PDF as specified in RFC 3313 [31] (i.e. when service-based
local policy control is applied), insert the P-Media-Authorization header containing that media authorization
token.

NOTE: Typicaly, thefirst 183 (Session Progress) response contains an SDP answer including one or more "m="
media descriptions, but it is aso possible that the response does not contain an SDP answer or the SDP
does not include at least an "m=" media description. However, the media authorization token is generated
independently of the presence or absence of "m=" media descriptions and sent to the UE in the P-Media-
Authorization header value._The same media authorization token is used until the session is terminated.

When the P-CSCF sends the UPDATE request towards the S-CSCF, the P-CSCF shall also include the access-network-
charging-info parameter in the P-Charging-V ector header. See subclause 5.2.7.4 for further information on the access
network charging information.

5.2.7.3 Mobile-terminating case

When the P-CSCF receives an initial INVITE request destined for the UE, it will contain the URL of the UE in the
Request-URI, and a single preloaded Route header. The received initial INVITE request will also have alist of Record-
Route headers. Prior to forwarding theinitial INVITE to the URL found in the Request-URI, the P-CSCF shall:

- if amediaauthorization token is generated by the PDF as specified in RFC 3313 [31] (i.e. when service-based
local policy control is applied), insert the P-Media-Authorization header containing that media authorization
token.

NOTE: Typicaly, theinitial INVITE request contains an SDP offer including one or more "m=" media
descriptions, but it is aso possible that the INVITE request does not contain an SDP offer or the SDP
does not include at least an "m= media description. However, the media authorization token is generated
independently of the presence or absence of "m=" media descriptions and sent to the UE in the P-Media-
Authorization header value. . The same media authorization token is used until the session is terminated.

In addition, the P-CSCF shall respond to all INVITE requests with a 100 (Trying) provisional response.

When the P-CSCF sends 180 (Ringing) or 200 (OK) (to INVITE) towards the S-CSCF, the P-CSCF shall also include
the access-network-charging-info parameter in the P-Charging-V ector header. See subclause 5.2.7.4 for further
information on the access network charging information.

End of change
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Start of first Change

4.5 Charging correlation principles for IM CN subsystems

45.1 Overview

This subclause describes charging correlation principles to aid with the readability of charging related proceduresin
clause 5. See 3GPP TS 32.200 [16] and 3GPP TS 32.225 [17] for further information on charging. The interface
between the PDF and P-CSCEF is not defined in this release.

TheIM CN subsystem generates and retrieves the following charging correlation information for later use with offline
and online charging:

1. IM CN subsystem Charging Identifier (ICID);
2. Access network information:
a & GPRS Charging Information;
3. Inter Operator Identifier (101);
4. Charging function addresses:
a. Charging Collection Function (CCF);
b. Event Charging Function (ECF).

How to use and where to generate the parametersin IM CN subsystems are described further in the subclauses that
follow. The charging correlation information is encoded in the P-Charging-V ector header as defined in subclause 7.2.
The P-Charging-V ector header contains the following parameters: icid, access network information and ioi.

The offline and online charging function addresses are encoded in the P-Charging-Function-Addresses as defined in
subclause 7.2. The P-Charging-Function-Addresses header contains the following parameters: CCF and ECF.

45.2 IM CN subsystem charging identifier (ICID)

The ICID isthe session level data shared among the IM CN subsystem entities including ASs in both the calling and
called IM CN subsystems.

Thefirst IM CN subsystem entity involved in adialog (session) or standalone (non-session) method will generate the
ICID and includeit in theicid parameter of the P-Charging-Vector header in the SIP request. See 3GPP TS 32.225 [17]
for requirements on the format of ICID. The P-CSCF will generate an ICID for mobile-originated calls. The I-CSCF
will generate an ICID for mobile-terminated callsif thereisno ICID received in the initial request (e.g. the calling party
network does not behave as an IM CN subsystem). The AS will generate an ICID when acting as an originating UA.
The MGCF will generate an ICID for PSTN/PLMN originated calls. Each entity that processes the SIP request will
extract the ICID for possible later usein a CDR. The I-CSCF and S-CSCF are also allowed to generate anew ICID for
mobile terminated calls received from another network.

Thereisaso an ICID generated by the P-CSCF with a REGISTER request that is passed in a unique instance of P-
Charging-Vector header. This|CID isvalid for the duration of the registration and is associated with the signalling PDP
context.

Theicid parameter isincluded in any requests that include the P-Charging-V ector header. However, the P-Charging-
Vector (and ICID) is hot passed to the UE.

The ICID is aso passed from the P-CSCF/PDF to the GGSN, but the ICID is hot passed to the SGSN. The interface
supporting this operation is outside the scope of this document.

CR page 3



3GPP TS aa.bbb vX.Y.Z (YYYY-MM) CR page 4

45.3 Access network information

453.1 General

The access network information are the media component level data shared among the IM CN subsystem entities for
one side of the session (either the calling or called side). GPRS charging information (GGSN identifier and PDP context
information) is an example of access network information.

45.3.2 GPRS charging information

The GGSN provides the GPRS charging information to the IM CN subsystem, which is the common information used
to correlate GGSN CDRs with IM CN subsystem CDRs.

The GPRS charging information is generated at the first opportunity after the resources are allocated at the GGSN. The
GPRS charging ingormation is passed from GGSN to P-CSCF/PDF. GPRS charging information will be updated with
new information during the session as media streams are added or removed. The P-CSCF provides the GPRS charging
information to the S-CSCF. The S-CSCF may a so pass the information to an AS, which may be needed for online pre-
pay applications. The GPRS charging information for the originating network is used only within that network, and
similarly the GPRS charging information for the terminating network is used only within that network. Thus the GPRS
charging information are not shared between the calling and called networks. The GPRS charging information is not
passed towards the external ASs from its own network.

The GPRS charging information is populated in the P-Charging-V ector using the gprs-charging-info parameter. The
details of the gprs-charging-info parameter is described in subclause 7.2.6.

4.5.4 Inter operator identifier (101)

The Inter Operator Identifier (101) isaglobally unique identifier to share between operator networks/service
providers/content providers. There are two possible instances of an 10l to be exchanged between networks/service
providers/content providers: one for the originating side, orig-ioi, and one for the terminating side, term-ioi.

The S-CSCF in the originating network populates the orig-ioi parameter of the P-Charging-V ector header in the initial
request, which identifies the operator network from which the request originated. Also in theinitial request, the term-ioi
parameter isleft out of the P-Charging-Vector parameter. The S-CSCF in the originating network retrieves the term-ioi
parameter from the P-Charging-V ector header within the message sent in response to theinitial request, which identifies
the operator network from which the response was sent.

The S-CSCF in the terminating network retrieves the orig-ioi parameter from the P-Charging-V ector header in the
initial request, which identifies the operator network from which the request originated. The S-CSCF in the terminating
network populates the term-ioi parameter of the P-Charging-V ector header in the response to the initial request, which
identifies the operator network from which the response was sent.

The MGCF takes responsibility for populating the orig-ioi parameter when a call/session is originated from the
PSTN/PLMN. The MGCF takes responsibility for populating the term-ioi parameter when a call/session is terminated at
the PSTN/PLMN.

[Ols will not be passed along within the network, except when proxied by BGCF and I-CSCF to get to MGCF and S
CSCF. However, I0Is will be sent to the AS for accounting purposes.

45.5 Charging function addresses

Charging function addresses are distributed to each of the IM CN subsystem entities in the home network for one side
of the session (either the calling or called side) and are to provide a common location for each entity to send charging
information. Charging Collection Function (CCF) addresses are used for offline billing. Event Charging Function (ECF)
addresses are used for online billing.

There may be multiple addresses for CCF and ECF addresses populated into the P-Charging-Function-Addresses header
of the SIP request or response. The parameters are ccf and ecf. Only one instance of ccf isrequired. Additional ccf
addresses may be included by each network for redundancy purposes, but the first instance of ccf is the primary address.
If ecf address isincluded for online charging, then additional instances may also be included for redundancy.
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The CCF addresses and ECF addresses are retrieved from an HSS via the Cx interface and passed by the S-CSCF to
subsequent entities. The charging function addresses are passed from the S-CSCF to the IM CN subsystem entitiesin its
home network, but are not passed to the visited network or the UE. When the P-CSCF is alocated in the visited
network, then the charging function addresses are obtained by means outside the scope of this document. The AS
receives the charging function addresses from the S-CSCF via the 1SC interface. CCF and/or ECF addresses may be
alocated aslocally preconfigured addresses. The AS may also retrieve the charging function address from the HSS via
Shinterface.
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End of first Change
Start of second Change

7.2.6.2 Syntax

The P-Charging-V ector header field has the syntax described in draft-garcia-sipping-3gpp-p-headers [52]. Table 7.3
describes extensions required for 3GPP to that syntax.

Table 7.3: Syntax of extensions to P-Charging-Vector header

access- networ k-charging-info = (gprs-charging-info / generic-paran
gprs-charging-info = ggsn *(SEM pdp-info) [ SEM extension-parani
ggsn = "ggsn" EQUAL gen-val ue

pdp-info = pdp-sig SEM gcid SEM aut h-token *(SEM flowid)
pdp-sig = "pdp-sig" EQUAL ("yes" / "no")

gcid = "gcid' EQUAL gen-val ue

aut h-t oken = "aut h-token" EQUAL gen-val ue

flowid = "flowid" EQUAL gen-val ue

ext ensi on-param = token [ EQUAL (token | quoted-string)]

The access-network-charging-info parameter is an instance of generic-param from the current charge-params
component of P-Charging-V ector header

The access-network-charging-info parameter includes aternative definitions for different types access networks.

GPRS istheinitialy supported access network (gprs-charging-info parameter). For GPRS there are the following
components to track: GGSN address (ggsn parameter) and one or more PDP contexts (pdp-info parameter). Each PDP
context has an indicator if itisan IM CN subsystem signalling PDP context (pdp-sig parameter), an associated GPRS
Charging Identifier (gcid parameter), a media authorization token (auth-token parameter) and one or more flow
identifiers (flow-id parameter) that identify associated m-lines within the SDP from the SIP signalling. These
parameters are transferred from the GGSN to the P-CSCF (PDF) over the Go interface, see 3GPP TS 29.207[12].

For a PDP context that is only used for SIP signalling, i.e. no media stream requested reguested-for a session, then there
is no authorisation activity or information exchange over the Go interface. Since there are no GCID, media
authorization token or flow identifiersin this case, the GCID and media authorization token are set to zero and no flow
identifier parameters are constructed by the P-CSCF/PDF.

7.2.6.3 Operation

The operation of this header is described in subclauses 5.2, 5.3, 5.4, 5.5, 5.6, 5.7 and 5.8.
7.2.7 Void
7.2.8 Void

7.2.9 P-Asserted-ldentity header

7.29.1 Introduction

The P-Asserted-ldentity header is the mechanism whereby the first element in the trust domain (see subclause 4.4) may
assert a public user identity identifying the user. The P-Asserted-1dentity header can also be used as a hint to the first
element in the trust domain when it selects the asserted public user identity.

The header isinserted at the first opportunity when initialising dialogs and with standal one transactions. The header
may be included in requests and responses.
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End of second Change
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Start of first change

4.5 Charging correlation principles for IM CN subsystems

45.1 Overview

This subclause describes charging correlation principles to aid with the readability of charging related proceduresin
clause 5. See 3GPP TS 32.200 [16] and 3GPP TS 32.225 [17] for further information on charging.

The IM CN subsystem generates and retrieves the following charging correlation information for later use with offline
and online charging:

1. IM CN subsystem Charging Identifier (ICID);
2. Access network information:
a. GPRS Charging Information;
3. Inter Operator Identifier (10I);
4. Charging function addresses:
a. Charging Collection Function (CCF);
b. Event Charging Function (ECF).

How to use and where to generate the parametersin IM CN subsystems are described further in the subclauses that
follow. The charging correlation information is encoded in the P-Charging-V ector header as defined in subclause 7.2.
The P-Charging-V ector header contains the following parameters: icid, access network information and ioi.

The offline and online charging function addresses are encoded in the P-Charging-Function-Addresses as defined in
subclause 7.2. The P-Charging-Function-Addresses header contains the following parameters. CCF and ECF.

45.2 IM CN subsystem charging identifier (ICID)

The ICID isthe session level data shared among the IM CN subsystem entities including ASs in both the calling and
called IM CN subsystems.

Thefirst IM CN subsystem entity involved in adialog (session) or standalone (non-session) method will generate the
ICID and includeit in the icid parameter of the P-Charging-Vector header in the SIP request. See 3GPP TS 32.225 [17]
for requirements on the format of ICID. The P-CSCF will generate an ICID for mobile-originated calls. The I-CSCF
will generate an ICID for mobile-terminated callsif thereisno ICID received in theinitial request (e.g. the calling party
network does not behave as an IM CN subsystem). The AS will generate an ICID when acting as an originating UA.
The MGCF will generate an ICID for PSTN/PLMN originated calls. Each entity that processes the SIP request will
extract the ICID for possible later use in a CDR. The I-CSCF and S-CSCF are also allowed to generate anew ICID for
mobile terminated calls received from another network.

Thereisaso an ICID generated by the P-CSCF with a REGISTER request that is passed in a unique instance of P-
Charging-Vector header. ThisICID isvalid for the duration of the registration and is associated with the signalling PDP
context.

Theicid parameter isincluded in any requests that include the P-Charging-V ector header. However, the P-Charging-
Vector (and ICID) is not passed to the UE.

The ICID isalso passed from the P-CSCF/PDF to the GGSN, but the ICID is not passed to the SGSN. Theinterface
supporting this operation is outside the scope of this document.
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45.3 Access network charging information

453.1 General

The access network charging information are the media eempenent-flow level data shared among the IM CN subsystem
entities for one side of the session (either the calling or called side). GPRS charging information (GGSN identifier and
PDP context information) is an example of access network charging information.

45.3.2 GPRS charging information

The GGSN provides the GPRS charging information to the IM CN subsystem, which is the common information used
to correlate GGSN CDRs with IM CN subsystem CDRs._The GPRS charging information is used to correlate the bearer
level (i.e. PDP context) with session level.

The GPRS charging information is generated at the first opportunity after the resources are allocated at the GGSN. The
GPRS charging ingormation is passed from GGSN to P-CSCF/PDF. GPRS charging information will be updated with
new information during the session as media streams-flows are added or removed. The P-CSCF provides the GPRS
charging information to the SS-CSCF. The S-CSCF may aso pass the information to an AS, which may be needed for
online pre-pay applications. The GPRS charging information for the originating network is used only within that
network, and similarly the GPRS charging information for the terminating network is used only within that network.
Thus the GPRS charging information are not shared between the calling and called networks. The GPRS charging
information is not passed towards the external ASs from its own network.

The GPRS charging information is populated in the P-Charging-V ector using the gprs-charging-info parameter. The
details of the gprs-charging-info parameter is described in subclause 7.2.6.

End of first change
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5.1.2A Generic procedures applicable to all methods excluding the
REGISTER method

5.1.2A.1 Mobile-originating case

The procedures of this subclause are general to all requests and responses, except those for the REGISTER method.

In accordance with RFC 3325 [34] the UE may insert a P-Preferred-ldentity header in any initial request for adialog or
request for a standalone transaction as a hint for creation of an asserted identity within the IM CN subsystem. The UE
may include any of the following in the P-Preferred-1dentity header:

- apublic user identity stored in the USIM which has been registered by the user;

- apublic user identity returned in a registration-state event package of aNOTIFY request as aresult of an implict
registration that was not subsequently deregistered or has expired; or

- any other public user identity which the user has assumed by mechanisms outside the scope of this specification
to have a current registration.

NOTE 1: Thetemporary public user identity specified in subclause 5.1.1.1 is not a public user identity suitable for
use in the P-Preferred-ldentity header.

Where privacy is required, in any initial request for adialog or request for a standalone transaction, the UE shall set the
From header to "Anonymous'.

NOTE 2: The contents of the From header are modified by the network based on any privacy specified by the user
either within the UE indication of privacy or by network subscription or network policy. Therefore the
user should include the value "Anonymous" whenever privacy is not explicitly required. Asthe user may
well have privacy requirements, terminal manufacturers should not automatically derive and include
valuesin this header from the public user identity or other values stored in the USIM. Where the user has
not expressed a preference in the configuration of the terminal implementation, the implementation
should assume that privacy is required. Users that require to identify themselves, and are making callsto
SIP destinations beyond the IM CN subsystem, where the destination does not implement RFC 3325 [34],
will need to include avaue in the From header other than Anonymous.

The UE can indicate privacy of the P-Preferred-1dentity in accordance with RFC 3323 [33], and the additional
requirements contained within RFC 3325 [34].

The UE shall insert a P-Access-Network-Info header into any request for a dialog, any subsequent request (except ACK
requests and CANCEL requests) or response (except CANCEL responses) within adialog or any request for a
standalone method. This header shall contain information concerning the access network technology and, if applicable,
the cell ID (see subclause 7.2.3).

The UE shall build a proper preloaded Route header value for al new dialogs and standal one transactions. The UE shall
build alist of Route header values made out of, in this order, the P-CSCF URI (learnt through the P-CSCF discovery
procedures) and the values received in the Service-Route header saved from the 200 (OK) response to the last
registration or re-registration.

5.1.2A.2 Mobile-terminating case

The procedures of this subclause are general to all requests and responses, except those for the REGISTER method.

The UE can indicate privacy of the P-Preferred-1dentity in accordance with RFC 3323 [33].

NOTE: Inthe mobile-terminating case, this version of the document makes no provision for the UE to provide an
P-Preferred-I1dentity in the form of a hint.

The UE shall insert a P-Access-Network-Info header into any response to arequest for a dialog, any subsequent request
(except CANCEL requests) or response (except CANCEL responses) within a dialog or any response to a standalone
method. This header shall contain information concerning the access network technology and, if applicable, the cell 1D
(see subclause 7.2.3).
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5.4.3.2 Requests initiated by the served user

When the S-CSCF receives from the served user an initial request for adialog or arequest for a standalone transaction,
prior to forwarding the request, the S-CSCF shall:

1

2)
3)

4)

5)

6)

7)

8)

9)

determine whether the reguest contains a barred public user identity in the P-Asserted-ldentity or From header
fields of the request or not. In case any of the said header fields contains a barred public user identity for the
user, then the S-CSCF shall reject the request by generating a 403 (Forbidden) response. The response may
include a Warning header containing the warn-code 399. Otherwise, continue with the rest of the steps;

remove its own SIP URL from the topmost Route header;

check if an original dialog identifier that the S-CSCF previoudy placed in a Route header is present in the
topmost Route header of the incoming request. If present, it indicates an association with an existing dialog, the
request has been sent from an Application Server in response to a previously sent request;

check whether the initial request matches the initial filter criteria based on a public user identity in the P-
Asserted-ldentity header, the S-CSCF shall forward this request to that application server, then check for
matching of the next following filter criteria of lower priority, and apply the filter criteria on the SIP method
received from the previously contacted application server as described in 3GPP TS 23.218 [5] subclause 6.4.
Depending on the result of the previous process, the S-CSCF may contact one or more application server(s)
before processing the outgoing Request-URI. In case of contacting one or more application server(s) the S-CSCF
shal:

a) insert the ASURL to be contacted into the Route header as the topmost entry followed by its own URL
populated as specified in the subclause 5.4.3.4; and

b) if the ASislocated outside the trust domain then the S-CSCF shall retain-remove the P-Access-Network-Info
header field and its valuesin the request; if the ASislocated within the trust domain, then the S-CSCF shall
remeveretain the P-Access-Network-Info header field and its valuesin the request that is forwarded to the
AS:

store the value of the icid parameter received in the P-Charging-V ector header and retain the icid parameter in
the P-Charging-V ector header. Optionally, the S-CSCF may generate a new, globally uniqueicid and insert the
new valuein theicid parameter of the P-Charging-Vector header when forwarding the message. If the S-CSCF
createsanew icid, then it is responsible for maintaining the two icid values in the subsequent messaging;

insert an orig-ioi parameter into the P-Charging-V ector header. The S-CSCF shall set the orig-ioi parameter to a
value that identifies the sending network. The S-CSCF shall not include the term-ioi parameter;

insert a P-Charging-Function-Addresses header (see subclause 7.2.5) populated with values received from the
HSS if the message is forwarded within the S-CSCF home network, including towards AS;

in the case where the S-CSCF has knowledge of an associated tel-URI for a SIP URL contained in the received
P-Asserted-1dentity header, add a second P-Asserted-ldentity header containing thistel-URI;

if the outgoing Request-URI isa TEL URL, the S-CSCF shall trandate the E.164 address (see RFC 2806 [22]) to
aglobally routeable SIP URL using an ENUM/DNS translation mechanism with the format specified in

RFC 2916 [24]. Databases aspects of ENUM are outside the scope of the present document. If this trandation
fails, the request may be forwarded to a BGCF or any other appropriate entity (e.gaMRFC to play an
announcement) in the originator's home network or the S-CSCF may send an appropriate SIP response to the
originator;

10) determine the destination address (e.g. DNS access) using the URL placed in the topmost Route header if

present, otherwise based on the Request-URI;

11)if network hiding is needed due to local policy, put the address of the I-CSCF(THIG) to the topmost route

header;

12)in case of aninitial request for a dialog the S-CSCF shall create a Record-Route header containing its own SIP

URL and save the necessary Record-Route header fields and the Contact header from the request in order to
release the dialog when needed;
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13)in case the request is forwarded to the destination network (either via an I-CSCFH(THIG) or directly) -erto-an-AS
located-outside the trust-demain, remove the P-Access-Network-1nfo header; and

14) route the request based on SIP routeing procedures.

When the S-CSCF receives any response to the above request, the S-CSCF may:
1) apply any privacy required by RFC 3323 [33] to the P-Asserted-ldentity header.
NOTE 1: This header would normally only be expected in 1xx or 2xx responses.

NOTE 2: The optional procedure above isin addition to any procedure for the application of privacy at the edge of
the trust domain specified by RFC 3323 [33].

When the S-CSCF receives aresponse to theinitial request for adialog, it shall save the necessary Record-Route header
fields and the Contact header from the response in order to release the dialog if needed.

When the S-CSCF receives from the served user atarget refresh request for adiaog, prior to forwarding the request the
S-CSCF shall:

1) removeits own URL from the topmost Route header;

2) create a Record-Route header containing its own SIP URL and save the Contact header from the request in order
to release the dialog when needed;

3) in casethe request isforwarded to the destination network or to an AS located outside the trust domain, remove
the P-Access-Network-Info header; and

4) route the request based on the topmost Route header.

When the S-CSCF receives a response to the target refresh request for adialog, it shall save the necessary Record-Route
header fields and the Contact header from the response in order to release the dialog if needed.

When the S-CSCF receives from the served user a subsequent request other than a target refresh request for a dialog,
prior to forwarding the request the S-CSCF shall:

1) removeits own URL from the topmost Route header;

2) in casethe request is forwarded to the destination network or to an AS located outside the trust domain, remove
the P-access-network-info header; and

3) route the request based on the topmost Route header.

5.4.3.3 Requests terminated at the served user

When the S-CSCF receives, destined for aregistered served user, an initial request for adialog or arequest for a
standal one transaction, prior to forwarding the request, the S-CSCF shall:

1) determine whether the request contains a barred public user identity in the Request-URI of the request or not. In
case the Request URI contains a barred public user identity for the user, then the S-CSCF shall reject the request
by generating a 404 (Not Found) response. Otherwise, continue with the rest of the steps;

2) remove itsown URL from the topmost Route header;

3) check if an original dialog identifier that the S-CSCF previously placed in a Route header is present in the
topmost Route header of the incoming request. If present, it indicates an association with an existing dialog, the
request has been sent from an Application Server in response to a previously sent request;

4) check whether theinitial request matches the initial filter criteria based on the public user identity in the
Request-URI, the S-CSCF shall forward this request to that application server, then check for matching of the
next following filter criteria of lower priority, and apply the filter criteria on the SIP method received from the
previously contacted application server as described in 3GPP TS 23.218 [5] subclause 6.5. Depending on the
result of the previous process, the S-CSCF may contact one or more application server(s) before processing the
outgoing Request-URI. In case of contacting one or more application server(s) the S-CSCF shall:
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5)

6)

7)

8)

9)

insert the AS URL to be contacted into the Route header as the topmost entry followed by its own URL
populated as specified in the subclause 5.4.3.4;

insert a P-Charging-Function-Addresses header (see subclause 7.2.4) populated with values received from the
HSS if the message is forwarded within the S-CSCF home network, including towards AS;

store the value of the icid parameter received in the P-Charging-V ector header and retain the icid parameter in
the P-Charging-V ector header;

store the value of the orig-ioi parameter received in the P-Charging-V ector header, if present. The orig-ioi
parameter identifies the sending network of the request message. The orig-ioi parameter shall only be retained in
the P-Charging-Vector header if the next hop isto an AS;

in case there are no Route headers in the request, then determine, from the destination public user identity, the
list of preloaded routes saved during registration or re-registration, as described in subclause 5.4.1.2;

build the Route header field with the values determined in the previous step;

10) determine, from the destination public user identity, the saved Contact URL where the user is reachable saved at

registration or reregistration, as described in subclause 5.4.1.2;

11) build a Request-URI with the contents of the saved Contact URL determined in the previous step;

12)insert a P-Called-Party-1D SIP header field including the Regquest-URI received in the INVITE;

13)in case of aninitia request for adialog create a Record-Route header containing its own SIP URL and save the

necessary Record-Route header fields and the Contact header from the request in order to release the dialog
when needed; and

14) optionally, apply any privacy required by RFC 3323 [33] to the P-Asserted-ldentity header; and

NOTE: Theoptional procedure above isin addition to any procedure for the application of privacy at the edge of

the trust domain specified by RFC 3323 [33].

15)forward the request based on the topmost Route header.

When the S-CSCF receives, destined for an unregistered user, an initial request for adialog or arequest for a standalone
transaction, the S-CSCF shall:

1

2)

3)

4)

5)

execute the procedures described in the steps 1, 2 and 3 in the above paragraph (when the S-CSCF receives,
destined for the registered served user, aninitia request for adialog or arequest for a standalone transaction);

if the S-CSCF does not have the user profile, then initiate the S-CSCF Registration/deregistration notification
with the purpose of downloading the relevant user profile (i.e. for unregistered user) and informing the HSS that
the user is unregistered, but this SS-CSCF will assess triggering of services for the unregistered user, as described
in 3GPP TS 29.228 [14];

keep the user registration status as unregistered for the duration of the dialog. When the dialog expires, the S
CSCF shall inform appropriately the HSS according to the procedures described in 3GPP TS 29.228 [14];

execute the procedure described in step 4 and 5 in the above paragraph (when the S-CSCF receives, destined for
the registered served user, an initial request for a dialog or arequest for a standal one transaction).

In case that no AS needs to be contacted, then S-CSCF shall return an appropriate unsuccessful SIP response.
This response may be a 480 (Temporarily unavailable) and terminate these procedures; and

execute the procedures described in the steps 6, 7, 12, 13, 14 and 15 in the above paragraph (when the S-CSCF
receives, destined for the registered served user, an initial request for adialog or arequest for a standalone
transaction).

When the S-CSCF receives aresponse to the initial request for a dialog (whether the user is registered or not), it shall
save the necessary Record-Route header fields and the Contact header field from the response in order to release the
dialog if needed. In the case where the S-CSCF has knowledge of an associated tel-URI for a SIP URL contained in the
received P-Asserted-1dentity header, the S-CSCF shall add a second P-Asserted-ldentity header containing this tel-URI.
In case the responseis forwarded to an AS that is located within the trust domain, the S-CSCF shall retain the P-Access-
Network-Info header; otherwise, the S-CSCF shall remove the P-Access-Network-Info header.
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When the S-CSCF receives a response to areguest for a standal one transaction (whether the user is registered or not), in
the case where the S-CSCF has knowledge of an associated tel-URI for aSIP URL contained in the received P-
Asserted-ldentity header, the SSCSCF shall add a second P-Asserted-ldentity header containing thistel-URI. In case the
response is forwarded to an ASthat is located within the trust domain, the S-CSCF shall retain the P-Access-Network-
Info header; otherwise, the S-CSCF shall remove the P-Access-Network-Info header.

When the S-CSCF receives the 200 (OK) response for a standal one transaction request, the S-CSCF shall insert a P-
Charging-Function-Addresses header (see subclause 7.2.5) populated with values received from the HSS if the message
is forwarded within the S-=CSCF home network, including towards an AS.

When the S-CSCF receives, destined for a served user, atarget refresh request for adialog, prior to forwarding the
request, the S-CSCF shall:

1) removeitsown URL from the topmost Route header;

2) create a Record-Route header containing its own SIP URL and save the Contact header from the target refresh
request in order to release the dialog when needed; and

3) forward the request based on the topmost Route header.

When the S-CSCF receives a response to the target refresh request for a dialog (whether the user isregistered or not), it
shall save the necessary Record-Route header fields and the Contact header field from the response in order to release
thedialog if needed. In case the response is forwarded to an AS that is located within the trust domain, the S-CSCF
shall retain the P-Access-Network-Info header; otherwise, the S-CSCF shall remove the P-Access-Network-Info header.

When the S-CSCF receives, destined for the served user, a subsequent request other than target refresh request for a
dialog, prior to forwarding the request, the S-CSCF shall:

1) removeits own URL from the topmost Route header; and
2) forward the request based on the topmost Route header.

When the S-CSCF receives a response to a a subsequent request other than target refresh request for adialog, in case
the response is forwarded to an AS that islocated within the trust domain, the S-CSCEF shall retain the P-Access-
Network-Info header; otherwise, the S-CSCF shall remove the P-Access-Network-Info header.
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A.2.1.2 Major capabilities

Table A.4: Major capabilities

Item Does the implementation support Reference RFC status Profile status

Capabilities within main protocol

1 client behaviour for registration? [26] subclause 10.2 m c3

2 registrar? [26] subclause 10.3 0 c4

3 client behaviour for INVITE requests? [26] subclause 13.2 m 0

4 server behaviour for INVITE requests? [26] subclause 13.3 m 0

5 session release? [26] subclause 15.1 m cl

6 timestamping of requests? [26] subclause 8.2.6.1 0 0

7 authentication between UA and UA? [26] subclause 22.2 0 0

8 authentication between UA and [26] subclause 22.2 o] n/a
registrar?

8A authentication between UA and proxy? | [26] 20.28, 22.3 0 0

9 server handling of merged requests due | [26] 8.2.2.2 m m
to forking

10 client handling of multiple responses [26] 13.2.2.4 m m
due to forking

11 insertion of date in requests and [26] subclause 20.17 o] o]
responses?

12 downloading of alerting information? [26] subclause 20.4 0 0
Extensions

13 The SIP INFO method? [25] 0 n/a

14 Reliability of provisional responses in [27] o] m
SIP?

15 the REFER method? [36] 0 0

16 Integration of resource management [30] o] m
and SIP?

17 the SIP UPDATE method [29] c5 m

19 SIP extensions for media authorization? | [31] 0 m

20 SIP specific event notification [28] 0 Oc9

21 the use of NOTIFY to establish a dialog | [28] 4.2 0 n/a

22 acting as the notifier of event [28] c2 c2
information

23 acting as the recipient of event [28] c2 c2
information

24 Session Initiation Protocol Extension [35] o] c6
Header Field for Registering Non-
Adjacent Contacts

25 private extensions to the Session [34] o] m
Initiation Protocol (SIP) for Network
Asserted Identity within Trusted
Networks

26 a Privacy Mechanism for the Session [33] o] m
Initiation Protocol (SIP)

27 a messaging mechanism for the [50] o] c7
Session Initiation Protocol (SIP)

28 Session Initiation Protocol Extension [38] o] m
Header Field for Service Route
Discovery During Registration

29 Compressing the Session Initiation [55] o] c8
Protocol
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cl: IF A.4/3 OR A.4/4 THEN m ELSE o - - client behaviour or server behaviour for INVITE requests.

c2: IF A.4/20 THEN 0.1 ELSE n/a - - SIP specific event notification extension.

c3: IF A.3/1 OR A.3/4 THEN m ELSE n/a - - UA or S-CSCF functional entity.

c4: IF A.3/4 OR A.3/7 THEN m ELSE n/a - - S-CSCF or AS functional entity.

c5: IF A.4/16 THEN m ELSE o - - integration of resource management and SIP extension.

c6: IF A.3/4 OR A.3/1 THEN m ELSE n/a. - - S-CSCF or UE.

c7: IF A.3/1 OR A.3/7B OR A.3/7D THEN m ELSE n/a - - UE or AS acting as originating UA, or AS performing
3rd party call control

c8: IF A.3/1 THEN m ELSE n/a - - UE behaviour.

c9: IF A.3/1 THEN m ELSE o - - UE behaviour.

0.1: At least one of these capabilities is supported.
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