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5.4.1.2
Initial registration and user-initiated reregistration

5.4.1.2.1
Normal procedures

When the S-CSCF receives a REGISTER request, the S-CSCF shall verify that the "path" option-tag is contained in the Proxy-Require header. If the "path" option-tag is present, the S-CSCF shall store the information contained in the Path header so that it can be used for mobile terminated requests.

Editor's Note: If the S-CSCF receives a Path header without the "path" option tag in the Proxy-Require header, we have an error condition in the I-CSCF. The I-CSCF behavior for this scenario is FFS.

The S-CSCF shall:

-
check the existence of a Path header in the request;

Editor's note: The action S-CSCF has to take when a Path header is not present in the request is FFS.

-
when a Path header exists in the request, insert its own FQDN, or IP address, in the form of SIP URL at the top of the list found in the Path header saved from the REGISTER request;

-
save the Contact header value for the entire duration of the registration;

-
construct a list of preloaded Route headers from the list of entries in the Path header. The order in the lists is preserved;

-
include an expiration time in the 200 OK response, using one value provided within the S-CSCF, according to the local policy of the network, if this expiration time is shorter than the requested expiry time received from the UE;

-
save the list of preloaded Route headers for the entire duration of the registration;

NOTE 1:
If this registration is a reregistration, then a list of pre-loaded Route headers will already exist. The new list replaces the old list.

-
bind to each individual public user identity all contact information under which the public user identity has been registered (either manually by means of a REGISTER message or automatically upon the registration of another public user identity);

NOTE 2:
There might be more then one contact information available for one public user identity.

-
bind to each contact information the respective Path header entries, that were received in the same REGISTER message as that contact information;

-
add its Path header on the top of the received list of Path headers, and returns this list in the 200 OK response;

-
check whether the message contains information indicating that it was received with a valid integrity check by the P-CSCF; and

Editor's Note: The method by which the P-CSCF indicates this is FFS.

-
send a third-party REGISTER request, as described in subclause 5.4.1.7, to each Application Server that matches the Filter Criteria from the HSS for the REGISTER event.

On receiving a failure response to one of the third-party REGISTER requests, the S-CSCF may initiate network-initiated deregistration procedure based on the information in the Filter Criteria. If the Filter Criteria does not contain instruction to the S-CSCF regarding the failure of the contact to the Application Server, the S-CSCF shall not initiate network-initiated deregistration procedure.

The S-CSCF may require authentication of the user for any REGISTER request, and shall always require authentication for initial registration. The information that a REGISTER has a valid integrity check may be used as part of the decision to authenticate the registration. The S-CSCF shall request authentication by responding to the REGISTER request with a 401 Unauthorized with:

-
the Authorization header containing the authentication parameters (RAND, AUTN, CK and IK).

5.4.1.2.2
Abnormal cases

In the case that the authentication response (RES) from the UE does not match with XRES and the request was correctly integrity protected (it is indicated by the P-CSCF), or the S-CSCF determines that no response will be received from the UE (e.g. it may be unreachable due to loss of radio coverage), and the authentication response was triggered by an initial registration or a UE initiated reauthentication, the S-CSCF shall either:

-
start a network initiated re-authentication procedure as defined in subclause 5.4.1.6; or

-
send a further challenge 401 (Unauthorized) to the UE.

In the case that the authentication response (RES) from the UE does not match with XRES and the request was correctly integrity protected (it is indicated by the P-CSCF), or the S-CSCF determines that no response will be received from the UE (e.g. it may be unreachable due to loss of radio coverage), and the authentication response was triggered by a network initiated reauthentication the S-CSCF shall either:

-
attempt a further authentication challenge; or

-
deregister the user and terminate any ongoing sessions for all public user identities associated with the private user identity being authenticated, and release resources allocated to those sessions.





In the case that the response from the UE indicates that the authentication challenge was invalid with no RES or AUTS parameter in the subsequent REGISTER message, the S-CSCF shall:

-
respond with the relevant 4xx response (e.g. 401 Unauthorized to initiate a further authentication attempt, or 403 Forbidden if the authentication attempt is to be abandoned).

In the case that the response from the UE indicates that the authentication challenge was invalid with the AUTS parameter in the subsequent REGISTER message, the S-CSCF shall:

-
fetch new authentication vectors from the HSS, including AUTS and RAND in the request to indicate a resynchronisation; and

-
on receipt of the new vectors send a 401 Unauthorized to initiate a further authentication attempt, using these new vectors.

In the case that the expiration timer from the UE is too short to be accepted by the S-CSCF, the S-CSCF shall:

-
reject the REGISTER with a 423 Registration Too Brief, containing a Min-Expires header with the minimum registration time the S-CSCF will accept.

5.4.1.6
Network-initiated reauthentication

The S-CSCF may request a subscriber to reauthenticate at any time, based on a number of possible operator settable triggers as described in subclause 5.4.1.2.

If the S-CSCF is informed that a private user identity needs to be re-authenticated, the S-CSCF shall generate a NOTIFY request on all dialogs (i.e. the dialog between S-CSCF and the UE and additionally between S-CSCF and P-CSCF) which have been established due to subscription to the registration-state event package of that user. The S-CSCF shall populate the content of the NOTIFY request and additionally shall:

-
set the Request-URI and Route header to the saved route information during subscription;

-
set the Event header to the "registration-state" value; and

-
indicate a public user identity of the user for which the private user identity needs to be re-authenticated in the body of the NOTIFY request with registration state "re-authenticate".

Afterwards the S-CSCF shall:

-
wait for the user to reauthenticate (see subclause 5.4.1.2).

NOTE:
Network initiated re-authentication might be requested from the HSS or may occur due to internal processing within the S-CSCF.

In case S-CSCF receives no data it can authenticate the subscriber from, the S-CSCF may as an implementation option try to request the UE by other means to re-authenticate, e.g. by sending a REFER method in order to request a REGISTER message.

When generating the NOTIFY request, the S-CSCF shall shorten the validity of subscriber's registration timer to an operator defined value that will allow the user to be re-authenticated. If user fails to reauthenticate while its registration is still valid, the S-CSCF shall deregister the private user identity as described in subclause 5.4.1.5 and terminate the ongoing sessions of that user.
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