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FIRST REVISION

1
Scope

The present document defines the Logical Link Control (LLC) layer protocol to be used for packet data transfer between the Mobile Station (MS) and Serving GPRS Support Node (SGSN).

It defines the frame structure, elements of procedure, format of fields, and procedures for the proper operation of the logical link control layer. It is based on ideas contained in IS-130 [21], ISO 3309 [16], ISO 4335 [17], and ISO 7809 [18, 19, 20] (HDLC of ISO), as well ITU-T Q.920 [13] and Q.921 [14] (LAPD). The concepts, the overview description of LLC layer functions and procedures, and the relationship with other Technical Specifications are described in general terms in 3GPP TS 23.060 [5].

….
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Definitions and abbreviations

3.1
Definitions

For the purposes of the present document, the following terms and definitions apply. Additional applicable definitions can be found in 3GPP TS 21.905 [1] and 3GPP TS 22.060 [3].

frame rejection condition: a condition that results from the receipt of an undefined or incorrect frame.

inquiry process: a process performed in the peer receiver busy condition in which the LLE checks that the peer LLE is still in the own receiver busy condition.

invalid frame condition: a condition that results from the receipt of an invalid frame.

logical link connection: the logical connection between two LLE peers. A logical link connection is identified with a Data Link Connection Identifier (DLCI). A logical link connection is always in one of three states: TLLI Unassigned, TLLI Assigned / ADM, or ABM.

logical link control layer: the protocol layer between an MS and an SGSN consisting of one or more logical link management entities, one or more logical link entities, and a multiplex procedure.

logical link entity: the LLC layer protocol state machine controlling one logical link connection.

own receiver busy condition: a condition that results from the inability to accept additional I frames from the peer logical link entity.

peer receiver busy condition: a condition that results from the reception in of a RNR frame from the peer logical link entity.

3.2
Abbreviations

For the purposes of the present document, the following abbreviations apply. Additional applicable abbreviations and symbols can be found in 3GPP TS 21.905 [1] and 3GPP TS 23.060 [5].

ABM
Asynchronous Balanced Mode

ACK
ACKnowledgement

ADM
Asynchronous Disconnected Mode

CNF
Confirm

DISC
DISConnect

DM
Disconnected Mode

FRMR
FRaMe Reject

GMM
GPRS Mobility Management

GRR
GPRS Radio Resources service access point

I
Information

IOV
Input Offset Value

IND
Indication

LAPD
Link Access Procedure on the D-channel

LCS
Location Services
LL
Logical Link

LLC
Logical Link Control

LLE
Logical Link Entity

LLGMM
LLC to GPRS Mobility Management service access point

LLM
Logical Link Management

LLME
Logical Link Management Entity

REQ
Request

RES
Response

RNR
Receive Not Ready

RR
Receive Ready

RRLP
Radio Resource LCS Protocol

S
Supervisory

SABM
Set Asynchronous Balanced Mode

SACK
Selective ACKnowledgement

TIA
Telecommunications Industry Association

TOM
Tunnelling Of Messages

UA
Unnumbered Acknowledgement

UI
Unconfirmed Information

XID
eXchange IDentification

NEXT REVISION

4.1
Reference model

A model of layering the protocols in GPRS is illustrated in Figure 1.




Figure 1: Protocol layering in GPRS

The LLC layer operates above the RLC and BSSGP layers in the reference architecture to provide logical links between an MS and its SGSN.

Above the LLC layer is located the SubNetwork Dependent Convergence (SNDC) layer, that controls the transfer of user data network layer PDUs (N‑PDUs) between the MS and SGSN. The SNDC functionality is described in 3GPP TS 23.060 [5] and specified in 3GPP TS 44.065 [11].

The logical link control layer Service Access Points (SAPs) are the points at which the LLC layer provides services to the layer‑3 protocols in Figure 1. In addition to the SNDC protocol, LLC provides service to the GPRS Mobility Management (GMM) protocol, to the SMS protocol, and to the Tunnelling of Messages (TOM) protocol.

An LLC layer connection is identified by the DLCI consisting of the SAP Identifier (SAPI) and the MS's Temporary Logical Link Identifier (TLLI).

Each LLC frame consists of the header, trailer, and information field. The header and trailer fields contain information such as SAPI, frame number and checksum, that are used to identify the frame and to provide reliable transmission. The information field is variable length. Both transmission and retransmission of each frame are controlled by the LLC layer.

Many of the formats and procedures are similar to the reference protocols, and differences are introduced only where needed to reflect the unique aspects of the GPRS architecture and requirements.

NEXT REVISION

4.5
Establishment of information transfer modes

4.5.1
Data link connection identification

A logical link connection is identified by a DLCI consisting of two identifiers: a SAPI and a TLLI.

The SAPI is used to identify the service access point on the SGSN side and the MS side of the LLC interface. SAPI is carried in the address field of each LLC frame.

The TLLI is used to identify a specific MS. TLLI assignment is controlled by GMM. TLLI is not carried in LLC frames, but in BSSGP messages as defined in 3GPP TS 48.018 [12], and in RLC/MAC blocks as defined in 3GPP TS 44.018 [8].

NEXT REVISION

4.7.2
Multiplex procedure

On frame transmission, the multiplex procedure generates and inserts the FCS, performs the frame ciphering function, and provides SAPI-based logical link control layer contention resolution between the various LLEs.

On frame reception, the multiplex procedure performs the frame decipher function and checks the FCS. If the frame passes the FCS check, the multiplex procedure distributes the frame to the appropriate logical link entity based on the DLCI.

3GPP TS 41.061 [2] contains the requirements for the GPRS ciphering algorithm.

4.7.3
Logical Link Management

The Logical Link Management Entity (LLME) manages the resources that have an impact on individual connections. There is one LLME per TLLI. Functions provided by the LLME are:

-
parameter initialisation;

-
error processing; and

-
connection flow control invocation.

The RLC/MAC layer functions are described in 3GPP TS 43.064 [6]. BSSGP is specified in 3GPP TS 48.018 [12]. SNDCP is specified in 3GPP TS 44.065 [11].

4.8
GPRS Mobility Management

GPRS Mobility Management (GMM) uses the services of the LLC layer to transfer messages between the MS and the SGSN. GMM includes functions such as attach and authentication, and transport of session management messages for functions such as PDP context activation and deactivation. GMM procedures are defined in 3GPP TS 24.008 [8a] and are beyond the scope of the LLC layer. Interaction between GMM and LLC is defined in terms of service primitives, see clause 7.

4.9
Short Message Service

The Short Message Service (SMS) uses the services of the LLC layer to transfer short messages between the MS and the SGSN. SMS procedures are defined in 3GPP TS 23.040 [4] and 3GPP TS 24.011 [9] and are beyond of the scope of the LLC layer. Interaction between SMS and LLC is defined in terms of service primitives, see clause 7.

NEXT REVISION

5.5
Frame Check Sequence (FCS) field

The FCS field shall consist of a 24 bit cyclic redundancy check (CRC) code. The CRC-24 is used to detect bit errors in the frame header and information fields.

The FCS field contains the value of a CRC calculation that is performed over the entire contents of the header and information field, except for UI frames transmitted in unprotected mode, in which case the FCS field contains the value of a CRC calculation that is performed over the frame header and the first N202 octets (see subclause 8.9.6) of the information field only (see subclause 6.3.5.5.2). The information over which the CRC is calculated is referred to as the dividend in this subclause. Bit (1, 1) of the dividend is the highest-order term in the calculation (see subclause 5.7.3). CRC calculation shall be done before ciphering at the transmitting side, and after deciphering at the receiving side.

NOTE:
The definition below is different from that in 3GPP TS 24.022 [10] only with respect to the variable dividend length k of the LLC frames. In 3GPP TS 24.022, the RLP frame has a fixed dividend length, but the LLC frame has a variable dividend length.

The CRC shall be the ones complement of the sum (modulo 2) of:

-
the remainder of xk (x23 + x22 + x21 +( + x2 + x + 1) divided (modulo 2) by the generator polynomial, where k is the number of bits of the dividend; and

-
the remainder of the division (modulo 2) by the generator polynomial of the product of x24 by the dividend.

The CRC-24 generator polynomial is:

G(x) = x24 + x23 + x21 + x20 + x19 + x17 + x16 + x15 + x13 + x8 + x7 + x5 + x4 + x2 + 1

The result of the CRC calculation is placed within the FCS field as described in subclause 5.7.3.

NOTE:
As a typical implementation at the transmitter, the initial content of the register of the device computing the remainder of the division is pre-set to all "1's" and is then modified by division by the generator polynomial (as described above) of the dividend; the ones complement of the resulting remainder is put into the FCS field.

As a typical implementation at the receiver, the initial content of the register of the device computing the remainder of the division is pre-set to all "1's". The final remainder, after multiplication by x24 and then division (modulo 2) by the generator polynomial of the received frame, will be (in the absence of errors):

C(x) = x22 + x21 + x19 + x18 + x16 + x15 + x11 + x8 + x5 + x4
NEXT REVISION

6.4.1.7
NULL command

The NULL unnumbered command shall be used by an MS LLE to indicate a cell update. The NULL unnumbered command is only allowed if the Cell Notification is indicated by the SGSN (see 3GPP TS 23.060 [5] and 3GPP TS 24.008 [8a]).

No information field is permitted with the NULL command.

NEXT REVISION

7.1.1
Primitives types

The primitives types defined in the present document are:

NOTE:
For the action sequence of these primitive types, see 3GPP TS 44.001 [7].

7.1.1.1
Request

The Request primitive type is used when a higher layer is requesting a service from the next lower layer.

7.1.1.2
Indication

The Indication primitive type is used by a layer providing a service to notify the next higher layer of activities related to the Request primitive type of the peer.

7.1.1.3
Response

The Response primitive type is used by a layer to acknowledge receipt, from the next lower layer, of the Indication primitive type.

7.1.1.4
Confirm

The Confirm primitive type is used by the layer providing the requested service to confirm that the activity has been completed (successfully or unsuccessfully).

NEXT REVISION

7.2.1.3
LLGMM-TRIGGER

LLGMM-TRIGGER-REQ shall be used in the MS to order LLC to transmit any single frame. If there is a frame waiting to be transmitted in the MS, then this frame shall be transmitted. Otherwise if Cause indicates Cell Update and if Cell Notification is indicated by the SGSN (see 3GPP TS 24.008 [8a]), then a NULL frame with P=0 shall be transmitted. Otherwise, and if the LLE is in ABM state, a supervisory frame shall be transmitted according to subclause 8.6.4.1, Or if the LLE is in ADM state a UI frame with no information field shall be transmitted. There is only need to transmit a frame on one SAPI. Which SAPI to choose is implementation dependent.

LLGMM-TRIGGER-REQ is normally used for cell updates or for page responses, and the reason shall be indicated in the Cause parameter. If Cause indicates page response, then the GRR-DATA-REQ Cause parameter shall also indicate page response.

NEXT REVISION

8.9.9
LLC layer parameter default values

Table 1: LLC layer parameter default values

	LLC
Parameter
	SAPI 1
GMM
	SAPI 2
TOM 2
	SAPI 3
User Data 3
	SAPI 5
User Data 5
	SAPI 7
SMS
	SAPI 8
TOM 8
	SAPI 9
User Data 9
	SAPI 11
User Data 11

	Version
	0

	IOV‑UI
	0

	IOV‑I
	Note 2
	Note 2
	227 • SAPI
	227 • SAPI
	Note 2
	Note 2
	227 • SAPI
	227 • SAPI

	T200 and T201
	5 s
	5 s
	5 s
	10 s
	20 s
	20 s
	20 s
	40 s

	N200
	3
	3
	3
	3
	3
	3
	3
	3

	N201‑U
	400
	270
	500
	500
	270
	270
	500
	500

	N201‑I
	Note 2
	Note 2
	1 503
	1 503
	Note 2
	Note 2
	1 503
	1 503

	mD
	Note 2
	Note 2
	1 520
	760
	Note 2
	Note 2
	380
	190

	mU
	Note 2
	Note 2
	1 520
	760
	Note 2
	Note 2
	380
	190

	kD
	Note 2
	Note 2
	16
	8
	Note 2
	Note 2
	4
	2

	kU
	Note 2
	Note 2
	16
	8
	Note 2
	Note 2
	4
	2

	NOTE 1:
Proper LLC operation requires that timer T200 be greater than the maximum time between transmission of command frames and the reception of their corresponding response or acknowledgement frames.

NOTE 2:
This parameter applies to ABM procedures. ABM operation is not allowed for GMM, SMS, and TOM that use only UI frames for information transfer.

NOTE 3:
The default values for SAPIs 3, 5, 9, and 11 have been chosen to correspond with the four GPRS quality of service delay classes, see 3GPP TS 22.060 [3]. However, there is no fixed relationship between SAPI and delay class. The LLC layer parameters for any SAPI can be negotiated to support any QoS profile, see 3GPP TS 23.060 [5].

NOTE 4:
Proper LLC operation requires that the values for N201‑U and N201‑I are not greater than the maximum number of octets in an information field that can be transmitted or retransmitted over the Gb interface, see 3GPP TS 48.018 [12]. It is the responsibility of the SGSN to negotiate N201‑U and N201‑I to values compatible with the usage of the Gb interface.


Annex A (normative):
Ciphering

A.1
General

This annex specifies how LLC shall interface with the GPRS ciphering algorithm. The requirements for the GPRS ciphering algorithm are contained in 3GPP TS 41.061 [2].

NEXT REVISION

Annex B (normative):
Tunnelling of Messages (TOM)

Tunnelling of Messages (TOM) is a generic protocol layer used for the exchange of TOM Protocol Envelopes (see Figure B.1) between the MS and the SGSN. TOM uses two LLC SAPs, one for high-priority messages and another for low-priority messages. The TOM Protocol Envelope is composed of a TOM Protocol Header (containing one or more octets) and a Message Capsule. The TOM Protocol Header contains information about the specific application using the TOM protocol layer and any other TOM Protocol Discriminator-specific information. The Message Capsule is the actual payload of information in the TOM Protocol Envelope. One of the uses of the TOM protocol layer is to tunnel signalling messages between an MS and a non-GSM MSC/VLR when GPRS network elements are used in non-GSM networks. See 3GPP TS 23.060 [5] and 3GPP TS 29.018 [26]. The TOM protocol layer is also used to tunnel Radio Resource LCS Protocol (RRLP) messages. See 3GPP TS 43.059[25] and 3GPP TS 44.031[24].
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