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7.6.12 Secure Transport Parameters

7.6.12.1 Security Header

This parameter carries the security header information, which is required by areceiving entity in order to extract the
protected information from a securely transported MAP message. The components of the security header are shown in
table 7.6.12/1.

See 3GPP TS 33.200 for the use of these parameters.

Table 7.6.12/1: Components of the Security Header

Component name Presence Description
requirement
ialisan v — ﬁ -

currentProtection-Mode:

Sending-PLMN-identity M Fhe-Mobile-Country-Code-and-the-Mobile-Netwerk
Code-of the PLMN-which-sent the-secure- MAP
message:

Security Parameters Index M Identifies the Security Association for the
component.

Original component identifier M Identifies the type of component to be securely

transported — one of:

- Operation, identified by the operation code;
- Error, defined by the error code;

- User information.

—
<
o

(e}

A parameter based on time that is used to ensure
the current message is fresh. This is only present
if required for the current Protection Mode.

Z
m
=
(@)

The identity of the Network Element sending the
message. This is only present if required for the
current Protection Mode.

(e}

Bytes used to ensure the IV is unique for a given
TVP and NE-Id. This is only present if required for
the current Protection Mode.

Prop

*xxx NEXT MODIFIED SECTION  ****

17.7.8 Common data types

MAP- ConmonDat aTypes {
ccitt identified-organization (4) etsi (0) nobil eDomain (0)
gsm Network (1) nodul es (3) map- CormonDat aTypes (18) version7 (7)}

DEFI NI TI ONS

IMPLICI T TAGS

BEG N
EXPORTS

-- general data types and val ues
AddressString,

| SDN- Addr essStri ng,

max| SDN- Addr essLengt h,

FTN- Addr essStri ng,

| SDN- Subaddr essStri ng,
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Ext er nal Si gnal I nf o,

Ext - Ext er nal Si gnal I nf o,
AccessNet wor kSi gnal | nf o,
Si gnal | nf o,

maxSi gnal | nf oLengt h,

Al ertingPattern,

-- data types for nunbering and identification

I MBI,

TMVSI,
Identity,
Subscri berld,
I VEI,

HLR- Li st ,
LNVSI,

d obal Cel I 1 d,

Net wor kResour ce,

NAEA- Pr ef erreddl ,

NAEA- Cl C,

ASCI - Cal | Ref er ence,

Subscri berldentity,
—PLMN- -

-- data types for CAMEL
Cel | A obal | dOr Servi ceAr eal dOr LAI,

-- data types for subscriber nmnagenent
Basi cSer vi ceCode,

Ext - Basi cSer vi ceCode,

EMLPP- | nf o,

EMLPP-Priority,

MC- SS- I nf o,

MaxMC- Bear er s,

MC- Bear er s,

Ext - SS- St at us,

-- data types for geographic |ocation
AgeOf Locat i onl nfornati on,

LCSd i ent Ext er nal | D,

LCSCAientlnternal I D

Unnodi i ed ASN. 1

3GPP TS 29.002 V4.5.0 (2001-09)

LCsAientInternal I D ::= ENUMERATED {
br oadcast Servi ce (0),
0- andM HPLIWN (1),
0- andM VPLIWN (2),
anonynousLocati on (3),
t ar get MSsubscri bedServi ce (4),

ol
-- for a CAMEL phase 3 PLWN operator client, the value targetMSsubscribedService shall be used

T : , , L .

-- data types for CAMEL

*xxx NEXT MODIFIED SECTION

*k*k*%k

17.7.14 Secure transport data types

MAP- ST- Dat aTypes {

ccitt identified-organization (4) etsi (0) nobil eDomain (0)
gsm Network (1) nodul es (3) map- ST-DataTypes (27) version7 (7)}
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DEFI NI TI ONS
INPLICIT TAGS
BEG N

EXPORTS

Secur eTransportArg,
Secur eTransport Res,
Securi t yHeader,

Pr ot ect edPayl oad

I MPORTS

I MBI
— PLMA-Hd

FROM MAP- CormonDat aTypes {
ccitt identified-organization (4) etsi (0) nobil eDomain (0)
gsm Network (1) nodul es (3) map- CoomonDat aTypes (18) version7 (7)}

SecureTransport Arg :: = SEQUENCE {
securit yHeader Securi t yHeader,
pr ot ect edPayl oad Pr ot ect edPayl oad OPTI ONAL

-- The protectedPayl oad carries the result of applying the security function
-- defined in 3G TS 33.200 to the encoding of the argunent of the securely
-- transported operation

Secur eTransportRes ::= SEQUENCE {
securityHeader Securi t yHeader,
pr ot ect edPayl oad Pr ot ect edPayl oad OPTI ONAL

-- The protectedPayl oad carries the result of applying the security function
-- defined in 3G TS 33.200 to the encoding of the result of the securely
-- transported operation

SecurityHeader ::= SEQUENCE {
—sendingPEMNH+d————— PLMN-Hd-

securityParanet er sl ndex Securi t yPar anet er sl ndex,
ori gi nal Conponent|ldentifier Ori gi nal Conponent | dentifier,
initialisationVector InitialisationVector OPTI ONAL,
3
Pr ot ect edPayl oad ::= OCTET STRING(SI ZE(1.. 3438))

-- In protection node 0 (noProtection) the ProtectedPayl oad carries the transfer
-- syntax val ue of the conponent paraneter identified by the
-- original Conponentldentifier.
-- In protection node 1 (integrityAuthenticity) the protectedPayload carries
-- the transfer syntax val ue of the conponent
-- paraneter identified by the original Conponentldentifier, followed by
-- the 32 bit integrity check val ue.
-- The integrity check value is the result of applying the hash al gorithm
-- to the concatenation of the transfer syntax val ue of the SecurityHeader,
-- and the transfer syntax val ue of the conponent paraneter.
-- In protection node 2 (confidentialitylntegrityAuthenticity) the protected
-- payload carries the encrypted transfer syntax
-- value of the conponent paraneter identified by the
-- original Conponentldentifier, followed by the 32 bit integrity check val ue.
-- The integrity check value is the result of applying the hash algorithm
-- to the concatenation of the transfer syntax val ue of the SecurityHeader,
-- and the encrypted transfer syntax val ue of the conponent paraneter.
-- See 33. 200.
-- The length of the protectedPayload is adjusted according to the capabilities of
-- the |lower protocol |ayers

[SecurityParanetersindex ::= OCTET STRING (S| ZE(4))
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InitialisationVector ::= OCTET STRI NG (S| ZE(4—-14))
-- the internal structure is defined as follows:

-- Cctets 1 to 4 :

-- Cctets 5 to 10:

-- Cctets 11 to 14:

TVWP. The TVWP is a 32 bit tine stanp. Its value is binary coded
and i ndi cates the nunmber of intervals of 100 nmilliseconds

el apsed since 1st January 2002, 0:00:00 UTC

NE-1d. The NE-Id uniquely identifies the sending network entity
within the PLMN. It is the entity's E 164 nunmber without CC and
NDC. It is TBCD coded, padded with zeros.

PROP. This 32 bit value is used to nake the
I'nitialisationVector unique within the same TVP peri od.

The content is not standardized.

Ori gi nal Conponentldentifier ::= CHO CE {

oper at i onCode

[0] OperationCode,

error Code [1] ErrorCode,

user | nfo [2] NULL}
OperationCode ::= CHO CE {

| ocal Val ue I NTEGER,

gl obal Val ue

OBJECT | DENTI FI ER}

Error Code ::= CHO CE {
| ocal Val ue
gl obal Val ue

I NTEGER,
OBJECT | DENTI FI ER}

END
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