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7.7.28 MM Context

The MM Context information element contains the Mobility Management, MS and security parameters that are
necessary to transfer between SGSNs at the Inter SGSN Routeing Area Update procedure.

Security Mode indicates the type of security keys (GSM/UMTS) and Authentication Vectors (quintuplets/triplets) that
are passed to the new SGSN.

Ciphering Key Sequence Number (CKSN) is described in 3G TS 24.008. Possible values are integers in the range [0;
6]. The value 7 isreserved. The Ciphering Key Sequence Number is applicable to GSM aswell as UMTS security

key(s).
Used Cipher indicates the GSM ciphering algorithm that isin use.

Kcisthe GSM ciphering key currently used by the old SGSN. K¢ shall be present if GSM key isindicated in the
Security Mode.

CK isthe UMTS ciphering key currently used by the old SGSN. CK shall be present if UMTS keys are indicated in the
Security Mode.

IK isthe UMTS integrity key currently used by the old SGSN. IK shall be present if UMTS keys are indicated in the
Security Mode.

The Triplet array contains triplets encoded as the value in the Authentication Triplet information element The Triplet
array shall be present if indicated in the Security Mode.

The Quintuplet array contains Quintuplets encoded as the value in the Authentication Quintuplet information element.
The Quintuplet shall be present if indicated in the Security Mode.

DRX parameter indicates whether the M S uses DRX mode or not.

MS Network Capability provides the network with information concerning aspects of the MSrelated to GPRS. MS
Network Capability and MS Network Capahility Length are coded asin the value part described in 3G TS 24.008.

DRX parameter is-coded as described in 3G TS 24.008, the value part only.
The two octets Container Length holds the length of the Container, excluding the Container Length octets.

Container contains one or several optional information elements as described in the sub-clause ‘Overview’, from the
clause ‘ General message format and information elements coding’ in 3G TS 24.008.
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Octets
1
2-3
4

Ul

6-13

14-m
(m+1)-
(m+2)
(m+3)
(m+4)-n
(n+1)-(n+2)
(n+3)-0

Bits
8 7 6 5 4 3 2 1
Type = 129 (Decimal)
Length
Spare 1111 CKSN
Security Mode|  No of Vectors Used Cipher
Kc
Triplet [0..4]

DRX parameter

MS Network Capability Length

MS Network Capability

Container length

Container

Figure 40: MM Context Information Element with GSM Key and Triplets

Octets
1
2-3
4

Ul

6-212
223-379
3840-3941
402-m
(m+1)-
(m+2)
(m+3)
(m+4)-n
(n+1)-(n+2)
(n+3)-0

Bits
38 7 6 5 4 3 2 1
Type = 129 (Decimal)
Length
Spare 1111 KSI
Security Mode|  No of Vectors Spare 111
CK
IK

Quintuplet Length

Quintuplet [0..4]

DRX parameter

MS Network Capability Length

MS Network Capability

Container length

Container

Figure 41: MM Context Information Element with UMTS Keys and Quintuplets

Octets
1
2-3
4
5
6-13
14-15
165-m
(m+1)-
(m+2)

Bits
8 7 6 5 4 3 2 1
Type =129 (Decimal)
Length
Spare 1111 CKSN
Security Mode|  No of Vectors Used Cipher
Kc

Quintuplet Length

Quintuplet [0..4]

DRX parameter
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4

(m+3) MS Network Capability Length
(m+4)-n MS Network Capability
n+1-n+2 Container length

n+3-0 Container

Figure 42: MM Context Information Element with GSM Keys and UMTS Quintuplets

Bits
Octets 8 7 6 5 4 3 2 1
1 Type = 129 (Decimal)
2-3 Length
4 Spare 1111 CKSN
5|Security Mode|  No of Vectors Used Cipher
6-212 CK
223-379 IK
3840-3941 Quintuplet Length

402-m Quintuplet [0..4]
(m+1)- DRX parameter
(m+2)
(m+3)- MS Network Capability
(m+4)
(m+5)- Container length
(m+6)

m+7)-n Container

(

Figure 42A: MM Context Information Element with Used Cipher value, UMTS Keys and Quintuplets

Table 46: Used Cipher Values

Cipher Algorithm Value (Decimal)

No ciphering 0

GEA/1

GEA/2

GEA/3

GEA/4

GEA/5

GEA/6

N[OOI~ [WIN|F-

GEA/7

Table 47: Security Mode Values

Security Type Value (Decimal)
GSM key and triplets 1
GSM key and quintuplets 3
UMTS key and quintuplets 2
Used cipher value, UMTS Keys 0
and Quintuplets

3GPP
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*** NEXT MODIFIED SECTION ***
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7.7.35 Authentication Quintuplet

An Authentication Quintuplet consists of a Random challenge (RAND), an Expected user response (XRES), a Cipher
key (CK), an Integrity key (1K), an Authentication token (AUTN) (see 3G TS 33.102).

Bits
Octets 8 7 6 5 4 3 2 1
1 Type = 136 (Decimal)
Length
2-3 g
RAND
4-20
XRES Length
21
XRES
22-m
CK
m+1-m+17
IK
m+18-m+36
AUTN Length
m+37
AUTN
m+38-n

3GPP
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Octets

2-3

4-19

20

21-m

m+1-m+16

m+17-m+32

m+33

m+34-n

Bits
8 7 6 5 4 1
Type = 136 (Decimal)
Length
RAND

XRES Length

XRES

CK

IK

AUTN Length

AUTN

Figure 49: Authentication Quintuplet Information Element
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7.7.28 MM Context

The MM Context information element contains the Mobility Management, MS and security parameters that are
necessary to transfer between SGSNs at the Inter SGSN Routeing Area Update procedure.

Security Mode indicates the type of security keys (GSM/UMTS) and Authentication V ectors (quintuplets/tripl ets) that
are passed to the new SGSN.

Ciphering Key Sequence Number (CK SN) is deecn bedin3G TS 24 008. Poss ble val uesare mtegers in the range [O;
6]. Thevalue 7 is reserved. v
key(s)-CKSN identifies Kc. Durmq the Interwstem Chanqe to 3G SGSN the KSI shall be assqned the vaI ue of
CKSN.

Key Set Identifier (KSI) identifies CK and |K. During the Intersystem Change to 2G-SGSN, the CKSN shall be
assigned the value of KSI.

Used Cipher indicates the GSM ciphering algorithm that isin use.

Kcisthe GSM ciphering key currently used by the old SGSN. Kc shall be present if GSM key isindicated in the
Security Mode.

CK isthe UMTS ciphering key currently used by the old SGSN. CK shall be present if UMTS keys are indicated in the
Security Mode.

IK isthe UMTS integrity key currently used by the old SGSN. IK shall be present if UMTS keys are indicated in the
Security Mode.

The Triplet array contains triplets encoded as the value in the Authentication Triplet information element The Triplet
array shall be present if indicated in the Security Mode.

The Quintuplet array contains Quintupl ets encoded as the value in the Authentication Quintuplet information element.
The Quintuplet shall be present if indicated in the Security Mode.

DRX parameter indicates whether the MS uses DRX mode or not.

MS Network Capability provides the network with information concerning aspects of the MS related to GPRS. MS
Network Capability and MS Network Capability Length are coded as in the value part described in 3G TS 24.008.

DRX parameter is coded as described in 3G TS 24.008, the value part only.
The two octets Container Length holds the length of the Container, excluding the Container Length octets.

Container contains one or several optional information elements as described in the sub-clause * Overview’, from the
clause ‘ General message format and information elements coding’ in 3G TS 24.008.
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Bits
Octets 8 7 6 5 4 3 2 1
1 Type = 129 (Decimal)
2-3 Length
4 Spare 1111 CKSN
5{Security Mode|  No of Vectors Used Cipher
6-13 Kc
14-m Triplet [0..4]
(m+1)- DRX parameter
(m+2)
(m+3)- MS Network Capability
(m+4)
(m+5)- Container length
(m+6)
(m+7)-n Container

Figure 40: MM Context Information Element with GSM Key and Triplets

Octets

2-3

Ul

6-22
23-39
40-41

42-m
(m+1)-
(m+2)
(Mm+3)-
(m+4)
(m+5)-
(m+6)
(m+7)-n

Bits
8 7 6 5 4 3 2 1
Type = 129 (Decimal)
Length
Spare 1111 KSI
Security Mode|  No of Vectors Spare 111

CK

IK

Quintuplet Length

Quintuplet [0..4]

DRX parameter

MS Network Capability

Container length

Container

Figure 41: MM Context Information Element with UMTS Keys and Quintuplets
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Bits
Octets 8 7 6 5 4 3 2 1
1 Type = 129 (Decimal)
2-3 Length
4 Spare 1111 CKSN
5{Security Mode|  No of Vectors Used Cipher
6-13 Kc
14-15 Quintuplet Length
15-m Quintuplet [0..4]
(m+1)- DRX parameter
(m+2)
(m+3) MS Network Capability Length
(m+4)-n MS Network Capability
n+1-(n+2) Container length
n+3-0 Container

Figure 42: MM Context Information Element with GSM Keys and UMTS Quintuplets

Octets
1
2-3
4
5

6-22
23-39
40-41

42-m
(m+1)-
(m+2)
(M+3)-
(m+4)
(m+5)-
(m+6)
(m+7)-n

Figure 42A: MM Context Information Element with Used Cipher value, UMTS Keys and Quintuplets

Bits

8 7 6 5 4 3 2 1

Type = 129 (Decimal)
Length
Spare 1111 CKSN/KSI

Security Mode|  No of Vectors Used Cipher
CK
IK

Quintuplet Length

Quintuplet [0..4]

DRX parameter

MS Network Capability

Container length

Container
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Table 46: Used Cipher Values

Cipher Algorithm Value (Decimal)

No ciphering

GEA/1

GEA/2

GEA/3

GEA/4

GEA/5

GEA/6

~N|O|O|R|WIN[FR|O

GEA/7

Table 47: Security Mode Values

Security Type Value (Decimal)
GSM key and triplets 1
GSM key and quintuplets 3
UMTS key and quintuplets 2
Used cipher value, UMTS Keys 0
and Quintuplets
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