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29.198 043 N5-000292 R99 Removal of the parameter serviceProperties in the method  F 3.1.0
selectService
29.198 044 N5-000297 R99 Inclusion of missing state transitions in case call related F 3.1.0

information could not be retrieved.
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6.5.1.4 IpDataSession

<<Interface>>

IpDataSession

connectReg(dataSessionID : in TpSessionID , responseRequested : in TpDataSessionReportRequestSet ,

targetAddress : in TpAddress , eriginatingAddress—inTpAddressassignmentlD : out TpAssignmentIDRef)
: TpResult

release(dataSessionID : in TpSessionID , cause : in TpDataSessionReleaseCause) : TpResult

superviseDataSessionReq(dataSessionID : in TpSessionID, treatment : in
TpDataSessionSuperviseTreatment , bytes : in TpDataSessionSuperviseVolume) : TpResult

setDataSessionChargePlan(dataSessionID: in TpSessionID, dataSessionChargePlan: in
TpDataSessionChargePlan): TpResult

setAdviceOfCharge(dataSessionID : in TpSessionID, aoClnfo : in TpAoClnfo, tariffSwitch : in TpDuration):
TpResult

3GPP
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/* This interface is the SCF manager' interface for Data Session Control. */
interface | pDataSessi onControl Manager : |pService
{

/* This method is used to enabl e data session notifications. */

voi d enabl eDat aSessi onNoti fi cation (

in | pAppDat aSessi onCont r ol Manager appl nterface,

in TpDat aSessi onEventCriteria eventCriteria,

out TpAssignnment| D assi gnnent| D)

rai ses (TpDSCSException, TpGeneral Exception);

/* This method is used by the application to disable data session notifications.*/
voi d di sabl eDat aSessi onNoti fi cation

in TpAssignment| D assi gnment | D)
rai ses (TpDSCSException, TpGeneral Exception);

b

/* This interface provides the nmeans to control a data session. */
interface | pDataSession : |pService

{

/* This method requests connection of the data session to the destination party.*/
voi d connect Req (

in TpSessi onl D dat aSessi onl D,

in TpDat aSessi onReport Request Set responseRequest ed,

in TpAddress target Address,

out TpAssi gnment | D assi gnment | Dj
rai ses (TpDSCSException, TpGeneral Exception);

3GPP
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8.1.4.8 TpResultinfo

Defines further information relating to the result of the method, such as error codes.

Name Value Description

P_RESULT_| NFO_UNDEFI NED 0000h No further information present

PHNVALHD-APPLI-CATH-ON--D 0001h Invalid application-client ID

P_INVALI D DOVAIN | D

- - — 0002h Invalid authenti cation elient-capability

P_INVALI D AUTH CAPABI LI TY

P_I NVALI D_AGREEMENT_TEXT 0003h Invalid agreement text

P_I NVALI D_SI GNI NG_ALGORI THM 0004h Invalid signing algorithm

P—-NVALLD-NTERFACE-D 0005h Invalid interface namelD

P_I NVALI D_| NTERFACE_NANE

P_I NVALI D_SERVI CE_I D 0006h Invalid service capability feature ID

P_I NVALI D_EVENT_TYPE 0007h Invalid event type

P_SERVI CE_NOT_ENABLED 0008h The service capability feature ID does not correspond to a SCF

that has been enabled

P_I NVALI D_ASSI GNVENT_I D 0009h The assignment |D dees-net-correspond-to-one-of-the-valid

assignmenttdsisinvalid

P_I NVALI D_PARAMETER 000Ah The method has been called with an invalid parameter

P_I NVALI D_PARAMETER_VALUE 000Bh A method parameter has an invalid value

P_PARAMETER M SSI NG 000Ch A required parameter has not been specified in the method call

P_RESOURCES_UNAVAI LABLE 000Dh The required resources in the network are not available

P_TASK_REFUSED 000Eh The requested method has been refused

P_TASK_CANCELLED 000Fh The requested method has been cancelled

P_I NVALI D_DATE_TI ME_FORNAT 0010h Invalid date and time format provided

P_NO_CALLBACK_ADDRESS SET 0011h The requested method has been refused because no callback

addressis set

P_I NVALI D_SI GNATURE 0012h Invalid digital signature

P_I NVALI D_SERVI CE_TOKEN 0013h The service capability feature token does not correspond to a

token that had been issued, or the issued token has expired

I e 0014h i

I e 0015h

I e ] 001AhR

P_ACCESS DEN ED 0014h The client is not currently authenticated

with the franmework

P_I NVALI D_PROPERTY 0015h The franework does not recognise the

property supplied by the client

P_METHOD NOT_SUPPORTED 0016h The nethod is not allowed or supported
within the context of the
current service agreenent.

P_NO ACCEPTABLE AUTH CAPABI LI TY 0017h An aut henticati on nechanism which is
acceptable to the franmework,
is not supported by the client

P_I NVALI D_| NTERFACE TYPE 0018h The interface reference supplied by the
client is the wong type.

P I NVALI D ACCESS TYPE 0019h The franework does not support the type
of access interface requested
by the client.

P_SERVI CE_ACCESS DENI ED 001Ah The client application is not allowed

P_USER_NOT_SUBSCRI BED

to access this service.

0030h | A service (or application) is unauthorised to access information and

request SCFs with regards to users that are not subscribed to it.

P_APPLI CATI ON_NOT_ACTI VATED

0031h | A service (or application) is unauthorised to access information and

request SCFs with regards to its subscribed users that have




deactivated that particular service (or application).

P_USER PRI VACY 0032h | A service (or application) is unauthorised to access information and
request an SCF with regards to its subscribed users that have set
their privacy flag regarding that particular SCF.

P_GCCS_SERVI CE_| NFORVATI ON_M SSI NG 0100h Information relating to the Call Control SCF could not be found

P_GCCS_SERVI CE_FAULT_ENCOUNTERED 0101h Fault detected in the Call Control SCF

P_GCCS_UNEXPECTED SEQUENCE 0102h | Unexpected sequence of methods, i.e., the sequence does not match
the specified state diagrams for the call or the call leg.

P_GCCS_| NVALI D_ADDDRESS 0103h Invalid address specified

P_GCCS_I NVALI D_CRI TERI A 0104h Invalid criteria specified

P_GCCS_| NVALI D_NETWORK_STATE 0105h Although the sequence of method callsis allowed by the OSA

gateway, the underlying protocol can not support it.
E.g., in some protocols some methods are only allowed by the
protocol, when the call processing is suspended, e.g., after reporting
an event that was monitored in interrupt mode.

P_GUI S I NVALI D CRI TERI A 0300h Invalid criteria specified

P QU S ILLEGAL_I D 0301h Information id specified isinvalid

P_GU S_| D_NOT_FOUND 0302h A legal information id is not known to the User Interaction SCF

P_GU S_| LLEGAL_RANGE 0303h | The valuesfor minimum and maximum collection length are out of
range.

P_GU S_I NVALI D_COLLECTI ON_CRI TERI A 0304h Invalid collection criteria specified

P_GU S_I NVALI D_NETWORK_STATE 0305h Although the sequence of method calls is allowed by the OSA

gateway, the underlying protocol can not support it.

E.g., in some protocols some methods are only allowed by the
protocol, when the call processing is suspended, e.g., after reporting
an event that was monitored in interrupt mode.

P_GUI S_UNEXPECTED SEQUENCE 0306h | Unexpected sequence of methods, i.e., the sequence does not match
the specified state diagrams.

P_DSCS_SERVI CE_I NFORVATI ON_M SSI NG 0400h Information relating to the Data Session Control SCF could not be
found

P_DSCS_SERVI CE_FAULT_ENCOUNTERED 0401h Fault detected in the Data Session Control SCF

P_DSCS_UNEXPECTED_SEQUENCE 0402h | Unexpected sequence of methods, i.e., the sequence does not match
the specified state diagrams for the data session.

P_DSCS_| NVALI D_ADDDRESS 0403h Invalid address specified

P_DSCS_| NVALI D_STATE 0404h Invalid state specified

P_DSCS | NVALI D CRI TERI A 0405h Invalid criteria specified

P_DSCS_| NVALI D_NETWORK_STATE 0406h Although the sequence of method callsis allowed by the OSA

gateway, the underlying protocol can not support it.

8.1.4.12 TpAddress

Defines the structure of data elements that specifies an address.

Structure Member Name Structure Member Type
Pl an TpAddr essPl an
Addr String TpString
Nane TpString
Presentation TpAddr essPresent ati on
Screeni ng TpAddr essScr eeni ng
SubAddr essString TpString

TheAddr String defines the actual address information and the structure of
the string depends on the Plan. The followi ng table gives an overvi ew of
the format of the AddrString for the different address pl ans.

l P_ADDRESS PLAN NOT_PRESENT Not applicable




access code, including the country code and

excluding the leading zero of the area code.

P_ADDRESS PLAN UNDEFI NED Not applicable
P_ADDRESS PLAN | P For Ipv4 the dotted quad notation is used. Also for “127.0.0.1:42"
I1Pv6 the dotted notation is used. The address can
optionally be followed by a port number separated
by acolon.
P_ADDRESS PLAN MULTI CAST An Ipv4 class D address or |pv6 equivalent in “224.0.0.0
dotted notation.
P_ADDRESS PLAN_UNI CAST A non multicast or broadcast IP address in dotted “127.0.0.1"
notation.
P_ADDRESS PLAN E164 An international number without the international “31161249111”

P_ADDRESS PLAN AESA The ATM End System Address in binary format 01234567890ABCDEF01234567890AB

(40 bytes) CDEF01234567
P_ADDRESS_PLAN_URL A uniform resource locator as defined in IETF RFC “http://www.parlay.org”

1738
P_ADDRESS PLAN_NSAP The binary representation of the Network Service 490001AA 000400010420
Access Point
P_ADDRESS PLAN SMIP An e-mail address as specified in IETF RFC822 “webmaster @parlay.org”
P_ADDRESS PLAN X400 The X400 address structured as a set of attibute “C=nl;ADMD=
value pairs separated by semicolons. :PRM D=uninet;O=parlay;S=Doe;|=S,G
=John’
8.1.4.17 TpAddressScreening
Defines whether an address has been screened by the application.
Name Value Description
P_ADDRESS SCREENI NG_UNDEFI NED 0 Undefined
P_ADDRESS SCREENI NG_USER_VERI FI ED_PASSED 1 user provided address
verified and passed
P_ADDRESS_SCREENI NG_USER_NOT_VERI FI ED 2 user provided address
not verified
P_ADDRESS SCREENI NG_USER_VERI FI ED_FAI LED 3 user provided address
verified and failed
P_ADDRESS SCREENI NG_NETWORK 4 Network provided address (Note that even
though the application may provide the address
to the gateway, from the end-user point of
view it is still regarded as a network provided
address)

9.1 Generic IDL

#i fndef __ OSA_DEFI NED
#define __OSA_DEFI NED

nodul e org
nmodul e t hreegpp

nodul e osa

{

typedef sequence < TpSessi onl D> TpSessi onl DSet ;

exception TpGeneral Excepti on

Tpl nt 32 exceptionType;

b

const Tplnt32 P_RESULT_| NFO UNDEFI NED = O;

const TpInt32 P INVALID DOVAIN ID = 1;




const Tplnt32 P_INVALI D AUTH CAPABILITY = 2;
const Tplnt32 P_| NVALI D AGREEMENT _TEXT = 3;
const Tplnt32 P_I NVALI D _SI GNI NG ALGORI THM = 4;
const Tplnt32 P_I NVALI D_| NTERFACE_NAME = 5;
const Tplnt32 P_INVALID SERVICE ID = 6;

const Tplnt32 P_INVALI D EVENT_TYPE = 7;

const Tplnt32 P_SERVI CE_NOT_ENABLED = 8;

const Tplnt32 P_INVALI D ASSI GNVENT ID = 9;
const Tplnt32 P_I NVALI D_PARAMETER = 10;

const Tplnt32 P_I NVALI D_PARAMETER VALUE = 11,
const Tplnt32 P_PARAMETER M SSI NG = 12;

const Tplnt32 P_RESOURCES UNAVAI LABLE = 13;
const Tplnt32 P_TASK REFUSED = 14;

const Tplnt32 P_TASK CANCELLED = 15;

const Tplnt32 P_INVALI D DATE Tl ME_FORVAT = 16;
const Tplnt32 P_NO CALLBACK ADDRESS SET = 17;
const Tplnt32 P_INVALI D_SI GNATURE = 18;

const Tplnt32 P_INVALI D _SERVI CE_TOKEN = 19;
const Tplnt32 P_ACCESS DEN ED = 20;

const Tplnt32 P_| NVALI D PROPERTY = 21;

const Tplnt32 P_METHOD NOT_SUPPORTED = 22;
const Tplnt32 P_NO ACCEPTABLE_AUTH CAPABI LITY = 23;
const Tplnt32 P_| NVALI D_| NTERFACE _TYPE = 24;
const Tplnt32 P_SERVI CE_ACCESS TYPE = 25;
const Tplnt32 P_SERVI CE_ACCESS DEN ED = 26;
const Tplnt32 P_USER_NOT_SUBSCRI BED = 48;
const Tplnt32 P_APPLI CATI ON_NOT_ACTI VATED = 49;
const Tplnt32 P_USER PRI VACY = 50;
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Common Data Types for Call Control

9.3.1

CC.idl

/'l source file:

Dat a descri ption

/1 Generic Call

OSA_CC_DEFI NED

#i f ndef
#defi ne

OSA_CC_DEFI NED

#i ncl ude <OSA.idl >

#i ncl ude <UI

Lidl >

nmodul e org

nmodul e t hreegpp

nmodul e osa

nodul e cc

= 257,

258;

P_GCCS_SERVI CE_FAULT_ENCOUNTERED

*/

P_GCCS_SERVI CE_| NFORMATI ON_M SSI NG = 256:
QUENCE

P_GCCS_UNEXPECTED_SE

/* Define the possible Exceptions.

const Tplnt 32
const Tplnt 32
const Tplnt32



const Tplnt32 P_GCCS_| NVALI D_ADDDRESS = 259;
const Tplnt32 P_GCCS_ | NVALI D CRI TERI A = 260%;
const Tplnt32 P_GCCS_| NVALI D_NETWORK_STATE = 2612,

exception TpGCCSExcepti on

Tpl nt 32 exceptionType;
3

}; // end nodule cc
}; // end nodul e osa
}; /1 end nodul e threegpp
}; /1 end nmodule org

#endi f

/1 END file CC.idl

9.4.1 Common data types for User Interaction

/1l source file: U .idl
/1 User Interaction data description

#i fndef __OSA Ul _DEFI NED
#define __OSA_U _DEFI NED

#i ncl ude <CSA.idl >

nodul e org {

nodul e t hreegpp {
nodul e osa {
nodul e ui {

/* Define the possible Exceptions. */
exception TpGU SException {
Tpl nt 32 exceptionType;

b

const Tplnt32 P_GU S |INVALID CRITERI A = 768; /* Invalid criteria specified */

const TpInt32 P_GU S_ILLEGAL_ID = 769; /* Information id specified is invalid
*/

const Tplnt32 P_GU S | D NOT_FOUND = 770; /* Information id is not known to
the User Interaction Service */

const TpInt32 P_GU S_I LLEGAL_RANCE = 771, /* The val ues for m ni um and

maxi mum col | ection | ength are out of range */
const Tplnt32 P_GU S |INVALID COLLECTION CRITERIA = 772; /* Invalid collection criteria
specified */

const Tplnt32 P_GU S_| NVALI D NETWORK_STATE = 7734; /* Al though the sequence of
nethod calls is allowed by the gateway, the underlying protocol can not support it. */
const Tplnt32 P_GU S _UNEXPECTED SEQUENCE = 7745; /* Al though the sequence of nethod

calls is allowed by the gateway, the underlying protocol can not support it. */
}; // end nodul e ui

}; // end nodul e osa

}; /1 end nmodul e threegpp

}; /1 end nodule org

#endi f

/1 END file U .idl
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8.2.1.23 TpServicePropertyMode

Thistypeis|left as aplaceholder but is not used in release 99.This defines SCF property modes.

Name Value Documentation
NORVAL 0 The value of the corresponding SCF property type may optionally be
provided
MANDATORY 1 The value of the corresponding SCF property type must be provided at
service registration time
READONLY 2 The value of the corresponding SCF property typeis optional, but once
given avalue it may not be modified
MANDATORY_READONLY 3 The value of the corresponding SCF property type must be provided

and subsequently it may not be modified.

8.2.1.24 TpServicePropertyTypeName

Thisdatatypeisidentical to TpString and describes a valid SCF property name. The valid SCF property names are
listed in the SCF data definition.

8.2.1.25 TpServicePropertyName

Thisdatatypeisidentical to TpString. It definesavalid SFC property name. Valid SCF property names are listed in
the SCF data definition.

8.2.1.26 TpServicePropertyNameList

This data type defines a Numbered Set of Data Elements of type TpServicePropertyName.

8.2.1.27 TpServicePropertyValue

Thisdatatypeisidentical to TpString and describes avalid value of a SCF property. The valid SCF property values are
given in the SCF data definition.

8.2.1.28 TpServicePropertyValueList
This data type defines a Numbered Set of Data Elements of type TpServicePropertyVaue

8.2.1.29 TpServiceProperty

This datatype is a Sequence of Data Elements which describes an “ SCF property”. It is a structured data type which
consists of:

Sequence Element Sequence Element Documentation
Name Type
Ser vi cePr opert yName TpServicePropertyName
tServi cePropertyVal ueLi s TpServicePropertyValuelist
Servi cePr oper t yMode TpServicePropertyMode

8.2.1.30 TpServicePropertyList

This data type defines a Numbered Set of Data Elements of type TpServiceProperty.
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8.8 Terminal Capabilities Data Definitions

8.8.1 Interface Definitions

8.8.1.1 IpTerminalCapabilities

Defines the address of an IpTerminal Capabilities Interface.

8.8.1.2 IpTerminalCapabilitiesRef

Defines areference to type I pTerminal Capabilities

8.8.2  Terminal Capabilities Data Definitions

The constants and types defined in the following sections are defined in the org.threegpp.osa.termcap package.

8.8.2.1 terminalldentity

Identifies the terminal.

Documentation

terminal | dentity TpString Identifies the terminal. It may be alogical address
known by the WAP Gateway/PushProxy.

8.8.2.2  TpTerminalCapabilities

Thisdatatypeisa Sequence of Data Elementsthat describes the terminal capabilities. It is a structured type that
consists of:

Sequence Element Sequence Element Documentation
Name Type
St at usCode TpBoolean Indicates whether or not the terminal Capabilities
areavailable.
| Termi nal Capabilities TpStringervicePropertykist Specifies the latest available capabilities of the

user’sterminal.

Thisinformation, if available, isreturned as

| CC/PP headers as specified in W3C [622] and
adopted in the WAP UAProf specification [439]. It

contains URLs; terminal attributes and values, in

RDF format; or a combination of both.

8.8.2.3  TpTerminalCapabilitiesError
Defines an error that is reported by the Terminal Capabilities SCF.

Name Value Description
P_TERMCAP_ERROR_UNDEFI NED 0 Undefined.
P_TERMCAP_I NVALI D_TERM NALI D 1 The reguest can not be handled because the terminal id specified
isnot valid.
P_TERMCAP_SYSTEM FAI LURE 2 System failure.
The request cannot be handled because of a general problem in
the terminal capabilities service or the underlying network.
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9.7 Terminal Capabilities: TERMCAP.idl

#i fndef __ TERMCAP_DEFI NED
#define __TERMCAP_DEFI NED

#i ncl ude <OSA.idl >
nodul e org {

nodul e t hreegpp {
nmodul e osa {

nmodul e terntap {

enum TpTer m nal Capabi litiesError {

P_TERMCAP_ERROR_UNDEFI NED, /* Undefined */

P_TERMCAP_I NVALI D_TERM NALI D, /* Terminal IDnot valid */

P_TERMCAP_SYSTEM FAI LURE /* Ceneral problemin termnal capabilities SCF or in
under | yi ng network */

b

exception TpTer nCapException {
TpTerm nal CapabilitiesError error;
b

/* TpTerm nal Capabilities: Structure containing status code and term nal
capabilities. */
struct TpTerm nal Capabilities {
/* statusCode: |ndicates whether or not the terminal Capabilities
are available. */
TpBool ean St at usCode;
/* term nal Capabilities: Specifies the |atest available capabilities of the user’s termnal.
This information, if available, is returned as CC PP headers as specified in WBC [426] and adopted
in the WAP UAProf specification [439]. It contains URLs; termnal attributes and values, in RDF
format; or a conbination of both. */
TpString Term nal Capabilities;

b
interface |pTerm nal Capabilities : |pService {
/* Method: get Term nal Capabilities()
This method is used by an application to get the capabilities of a
user's termnal. Direction: Application to Network
In paraneter Terminalldentity: ldentifies the terminal. It may be
a | ogi cal address known by the WAP Gat eway/ PushPr oxy.
Qut paraneter, see Terninal CapabilityStruct*/
voi d get Term nal Capabilities (
in TpString term nal ldentity,
out TpTerm nal Capabilities result
)
rai ses (TpTernCapException, TpGeneral Exception);
b
B
#endi f

3GPP



3GPP TS 29.198 version 3.1.0 (2000-09) 1

3GPP Meeting CN5 #7 Document N5-000245
Sophia Antipolis, France, 7-8 November 2000 S Sh, oo 1o Pl 50wk

CHANGE REQUEST ' page or nsuuctions on how to fl n s form correcty.
29 198 CR 028 Current Version: 3.1.0

GSM (AA.BB) or 3G (AA.BBB) specification number 1 1 CR number as allocated by MCC support team
For submission to: CN#10 for approval | X strategic (for SMG
list expected approval meeting # here for information non-strategic use only)
i

Form: CR cover sheet, version 2 for 3GPP and SMG The latest version of this form is available from: ftp//ftp3qpporq/| nformation/CR-Form-

v2.doc
Proposed change affects: (U)Sim |:| ME |:| UTRAN/Radio [ | Core Network
(at least one should be marked with an X)
Source: Lucent Technologies Date: 6 November
2000
Subject: Incorrect Date and Time example in Data Definitions
Work item: OSA
Category: F Correction X | Release: Phase 2
A Corresponds to a correction in an earlier release Release 96
(only one category B Addition of feature Release 97
shall be marked C Functional modification of feature Release 98
with an X) D Editorial modification Release 99 | X
Release 00
Reason for Incorrect Date and Time example in Data Definitions.
change:
Clauses affected: 8.1.4.11
Other specs Other 3G core specifications - List of CRs:
affected: Other GSM core - List of CRs:
specifications
MS test specifications - List of CRs:
BSS test specifications - List of CRs:
O&M specifications - List of CRs:
Other
comments:
help.doc
<emmmmme double-click here for help and instructions on how to create a CR.

3GPP



3GPP TS 29.198 version 3.1.0 (2000-09) 68

8.1.4.11 TpDateAndTime

Thisdatatypeisidentical to a TpString. It specifies the data and time in accordance with International
Standard SO 8601. Thisis defined as the string of charactersin the following format:

HH: MM SS. nmm
or

YYYY- M DD HH: MM SS. mm¥
where the date is specified as.

YYYY four digits year
VM two digits nonth
DD two digits day

The date elements are separated by a hyphen character (-).

Thetimeis specified as:

HH two digits hours (24h notation)

WM two digits mnutes

SS two digits seconds

nmm three digits fractions of a second (i.e. mlliseconds)

A colon character separates the time elements (: ). The date and time are separated by a space. Optionaly, a
capital letter Z may be appended to the time field to indicate Universal Time (UTC). Otherwise, local timeis
assumed.

Example
The 4 December 1998, at 10:30 and 15 seconds is encoded as the string:

1998-12-04 10: 30: 15. 000
for local time, or in UTC it would be:

1998-12-04 10: 30: 15. 000Z
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9.1 Generic IDL

#i f ndef __ OSA_DEFI NED
#define _ OSA DEFI NED

nodul e org

{
nmodul e t hreegpp
{
nodul e osa
{

IR R R R EEEEEEEEEEEEEEEEEREEEEEEEEEEEEREEEEEEEEEEEEEEREEEEEEEEEEEERY

I Primtive data types

/**************************************************************************/

t ypedef bool ean TpBool ean; /1 Defines a Bool ean data type

typedef |ong Tpl nt 32; /1 Defines a signed 32 bit integer

typedef fl oat TpFl oat ; /1 Defines a single precision real nunber
typedef string TpString; /'l Defines a string conprising | ength and data

/1l Primtive based OSA dat atypes

typedef Tpl nt 32 TpDuration; // This data type is a Tplnt32 representing a

/! time interval in mlliseconds. A value of "-1" defines

/1 infinite duration and a value of "-2" represents default

/] duration.

typedef Tpl nt 32 TpSessionl D, // Defines a network unique session |D. GSA

// uses this IDto identify sessions, e.g. call or call leg

/1 sessions, within an object inplenenting an interface

/1 capable of handling nultiple sessions. For the different

/1 OSA service capability feature, the sessionlDs are unique

/1 only in the context of a manager instantiation (e.g., within

/'l the context of one generic call control manager).

As such

/1 if an application creates two instances of the same SCF

/1 manager it shall use different instantiations of the

/'l cal | back objects which inplenent the callback interfaces

typedef Tplnt32 TpAssignnent|ID; // This data type is identical to a Tplnt32
/1 specifies a nunber which identifies an individua
/1 event notification enabled by the application or

/'l OSA service capability feature

typedef sequence < TpSessionl D> TpSessi onl DSet ;
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/1 Defines the general Parlay exception val ues

enum TpGener al Excepti onType

{
P_RESULT_| NFO_UNDEFI NED, /1 No further information present
P_I NVALI D_APPLI CATI ON_I D, /1 Invalid application ID
P_I NVALI D_CLI ENT_CAPABI LI TY,// Invalid client capability
P_I NVALI D_AGREEMENT_TEXT, /1 Invalid agreement text
P_INVALI D_SI GNI NG_ ALGORI THM // I nvalid signing algorithm
P_I NVALI D_| NTERFACE_NAME, /1 Invalid interface nane
P_I NVALI D_SERVI CE_I D, /1 Invalid service capability feature ID
P_I NVALI D_EVENT_TYPE, /1 Invalid event type
P_SERVI CE_NOT_ENABLED, /'l The SCF | D does not correspond
/1 to a SCF that has been enabl ed
P_I NVALI D_ASSI GNIVENT _I D, /1 The assignment | D does not
/1 correspond to one of the valid assignment |Ds
P_I NVALI D_PARAVMETER, /1 The nethod has been called with an
/1 invalid paraneter
P_I NVALI D_PARAMETER VALUE, // A nethod paraneter has an invalid val ue
P_PARAMETER M SSI NG, /1 A required paraneter has not been
// specified in the nethod call
P_RESOURCES_UNAVAI LABLE, /1 The required resources in the
/1 network are not available
P_TASK_ REFUSED, /1 The requested nethod has been refused
P_TASK_CANCELLED, /1 The requested nethod has been cancell ed
P_I NVALI D_DATE_TI ME_FORVMAT, // Invalid date and tine fornat provided
P_NO CALLBACK ADDRESS SET, // The requested nethod has been refused
/'l because no cal | back address is set
P_I NVALI D_TERM NATI ON_TEXT, // Invalid term nation text
P_I NVALI D_SERVI CE_TOKEN, /1 The SCF token does not correspond to a
/1 token that had been issued, or the issued token
/'l has expired.
P_I NVALI D_AUTHENTI CATI ON, /1 The client has not been correctly authenticated
P_I NVALI D_SERVI CE_PROPERTY, // Invalid service capability feature property.
P_METHOD_NOT_SUPPORTED /1 The nethod is not allowed or supported within
/1 the context of the current SCF agreenent.
h

excepti on TpGeneral Excepti on

{
TpGener al Excepti onType excepti onType;
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/1 Defined the GU S OSA exception val ues

enum TpGUI SExcepti onType

{
P GUS INVALID CRITERIA, // Invalid criteria specified
P_GU S | LLEGAL_I D, /1 Information id specified is invalid
P_GUI S_| D_NOT_FQOUND, /1 Alegal information id is not known to the User

/1 Interaction SCF
P_GUI S_| LLEGAL_RANGE, /1 The val ues for mni mum and maxi num col | ecti on

/1 length are out of range.
P_GUI S INVALI D COLLECTION CRITERIA, // Invalid collection criteria specified
P_GQUI S NETWORK DEASSI GN, // The rel ation between the network and the CSA

/] gateway is term nated. Therefore, the gateway

/1 can no |longer performU operations. This can

/'l happen after the |last requested report is sent

/1 to the application. To prevent this error, the
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/1] application should ensure that it has requested
/1 events which are not yet reported.
P_GUI S_I NVALI D NETWORK_STATE // Although the sequence of method calls is
/1 allowed by the OSA gateway, the underlying
/'l protocol can not support it. E.g., in sone
/'l protocols sone nethods are only allowed by
/'l the protocol, when the call processing is
/'l suspended, e.g., after reporting an event

// that was nmonitored in interrupt node.

excepti on TpGU SExcepti on

{
TpGUI SExcepti onType excepti onType;
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8.2.1.24 TpServiceTypeDescription
Thistypeisleft as a placeholder but is not used in release 99.

This datatype is a Sequence_of_Data Elements which describes an SCF type. It is a structured data type. It

consists of:
Sequence Element Sequence Element Documentation
Name Type

Servi ceTypeProperty TpServiceTypePropertyList a sequence of property name and property mode

Li st tuples associated with the SCF type

Servi ceTypeNaneLi st TpServiceTypeNamelist the names of the super types of the associated SCF
type

Enabl edOr Di sabl ed TpBoolean an indication whether the SCF type is enabled (true)
or disabled (false)
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enum TpSer vi cePropertyMde {

NORVAL,

MANDATORY.

_READONLY,

MANDATORY_READONLY

/1
/1
/1
/1
/1
/1
/1
/1

The val ue of the corresponding SCF property type may optionally be
provi ded.

The val ue of the corresponding SCF property type nmust be provided

at SCF registration

The val ue of the corresponding SCF property is optional, nut once

given a value it may not be nodified

The val ue of the corresponding SCF property type nmust be provided

and may not be nodified subsequently.
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The stage 3 documentation of the OSA R’99 API consists of two parts:

— The API specification (Part 1).
Thisis anormative stage 3 specification of the capabilities of the OSA R'99 API and describes
the OSA API interface classes, containing class diagrams (see section 6), state transition

diagrams (see section 7), SBLs{see-section-8)-data type definitions (section 89), and the IDLs
(see section 910).
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State Transition Diagrams

This section contains the State Transition Diagrams for the objects that implement the interfaces on the
gateway side. The State Transition Diagrams show the behaviour of these objects. For each state the methods
that can be invoked by the application are shown. Methods not shown for a specific state are not relevant for
that state and will returnan the P TASK _REFUSED exception. Apart from the methods that can be invoked
by the application also events internal to the gateway or related to network events are shown together with the
resulting event or action performed by the gateway. These internal events are shown between quotation marks.
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8.2.2.1  TpAccessType

Thisdatatypeisidentica to a TpString. Thisidentifies the type of accessinterface requested by the client application.
If they request P_ACCESS, then areference to the IpAccess interface is returned. (Network operators can define their
own access interfaces to satisfy client requirements for different types of access. These can be selected using the

‘ TpAccessType, but should be preceded by the string "SP_". The following values isare defined for OSA release 99:

String Value Description

| A . . ¢
P_ACCESS Access using the OSA Access Interfaces: IpAccess and
IpAppAccess

9.2.3  Trust and Security Management IDL

#i nclude <fw.idl>

modul e or g{
nmodul e t hreegpp{
nmodul e osaf
nmodul e fw

nmodul e trust_and_security{

[ RRR KK Kk ok kR Rk ok ok ok kR Rk ok ok ok kR Rk ok ok ok kR Ak ok k ok kR Ak k ok kR Ak k ok ok kR Rk k ok kR Ak k ok kR Rk k ok kR Ak kk ok kR Rk ok ok ok kK [

11 Data definitions 11

/***************************************************************************************/

typedef TpString TpAccessType; /1 The type of access interface requested by the client
/1 application. For OSA rel ease 99 the foll owi ng val ues
/1 hasve been defined: NJb—(indi-cates—the—default—acecess
IH—type)—and—P_ACCESS.

typedef TpString TpAut hType; /1 The type of authentication nechani smrequested by the
/1 client. For OSA release 99 the followi ng val ues have
/] been defined: NULL (indicates OSA authentication),
/1 P_AUTHENTI CATI ON (i ndi cates use of the OSA

/1 authentication interfaces.

typedef TpString TpAuthCapability; /1 The authentication capabilities that could be supported
/1 by the OSA. For OSA release 99 the followi ng val ues

/1 have been defined: NULL (indicates no client

/I capabilities, P_DES_56, P_DES 128, P_RSA_512 and
P_RSA_1024).
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8.2.2.5 TpinterfaceName

Thisdatatypeisidentical to a TpString, and is defined as a string of characters that identify the names of the framework
SCFsthat are be supported by the OSA API. Other Network operator specific SCFs may also be used, but should be
preceded by the string "SP_".The following values are defined for OSA release 99.

Character String Value Description

9.2.3  Trust and Security Management IDL

#i nclude <fw. idl>

nmodul e or g{
nmodul e t hreegpp{
nmodul e osa{
modul e fw

nmodul e trust_and_security{

/***************************************************************************************/

11 Data definitions 11

/***************************************************************************************/

typedef TpString TpAccessType; /1 The type of access interface requested by the client
/'l application. For OSA rel ease 99 the foll owi ng val ues
/'l have been defined: NULL (indicates the default access

/1 type) and P_ACCESS.

typedef TpString TpAut hType; /1 The type of authentication nechani smrequested by the
/1 client. For OSA release 99 the followi ng val ues have
/] been defined: NULL (indicates OSA authentication),
/1 P_AUTHENTI CATI ON (i ndi cates use of the OSA

/1 authentication interfaces.

typedef TpString TpAuthCapability; /1 The authentication capabilities that could be supported
/1 by the OSA. For OSA rel ease 99 the follow ng val ues
/1 have been defined: NULL (indicates no client

// capabilities, P_DES 56, P_DES 128, P_RSA 512 and
P_RSA _1024).

typedef TpString TpAut hCapabi | i tyLi st; /1 A string of nmultiple TpAuthCapability

/] concatenated using a conmas.
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struct TpAut hDomai n
{
TpDomai nl D Domai nl D;
| pOSA Aut hl nt erf ace;
H

typedef TpPropertyli st TpEndAccessProperties;

typedef TpString TplnterfaceName; // ldentifies the nanes of the franework SCFs that are be
/'l supported by the OSA API. For release 99 these are NULL-
/1 P_DI SCOVERY, P_0AM
/1 P_LOAD MANAGER,
/1 P_FAULT_MANAGER,
/1 P_HEARTBEAT MANAGENENT,

/1 P_REG STRATI ON
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8.3.3.3  TpCallAppinfoType

Defines the type of application related call information.

Name Value Description
P_CALL_APP_UNDEFI NED 0 Undefined
P_CALL_APP_ALERTI NG_MECHANI SM The alerting mechanism or pattern to use
P_CALL_APP_NETWORK_ACCESS_TYPE 2 The network access type (e.g. ISDN)
P_CALL_APP_TELE_SERVI CE 34 Indicates the tele-service (e.g. speech) and
related info such as clearing programme
P_CALL_APP_BEARER_SERVI CE 45 Indicates the bearer service (e.g. 64kb/s
unrestricted data).
P_CALL_APP_PARTY_CATEGORY 56 The category of the calling or called party
P_CALL_APP_PRESENTATI ON_ADDRESS 67 The address to be presented to other call
parties
P_CALL_APP_GENERI C_| NFO 78 Carries unspecified application-Service
Capability Feature information
P_CALL_APP_ADDI Tl ONAL_ADDRESS 89 Indicates an additional address
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8.3.2.6  TpCallEventinfo

Defines the Sequence of Data Elements that specify the information returned to the application in a New Call event
notification.

Sequence Element Name Sequence Element Type

Desti nati onAddr ess TpAddr ess
Origi nati ngAddr ess TpAddr ess
Ori gi nal Desti nati onAddress TpAddr ess
Redi r ect i ngAddr ess TpAddr ess
Cal | Appl nfo TpCal | Appl nf oSet
Cal | Event Nare TpCal | Event Nane
Cal | NotificationType TpCal | Noti fi cati onType
Moni t or Mode TpCal | Moni t or Mbde
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9.3 Call Control

9.3.1 Common Data Types for Call Control

/1 source file: CC.idl
/1 Generic Call Data description

#i fndef __ OSA CC_DEFI NED

#define __OSA_CC_DEFI NED

/I Defines the type of notification.
//1ndicates whether it is related to the originating of the term nating user in the call.
struct TpCall EventlInfo
{
TpAddr ess Destinati onAddress;
TpAddress Oi gi nati ngAddr ess;
TpAddress Oi gi nal Desti nati onAddr ess;
TpAddr ess Redi recti ngAddress;
TpCal | Appl nf oSet Cal | Appl nf o;
TpCal | Event Nane Cal | Event Nane;
TpCal | NotificationType Call NotificationType;
TpCal | Moni t or Mode Moni t or Mode;

}; /1 end nodule cc
}; // end nodul e osa
}; // end nodul e threegpp
}; // end nodule org
#endi f

/1 END file CC.idl
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8.3.3.26 TpCallAdditionalReportinfo

Defines the Tagged Choice of Data Elements that specify additional call report information for certain types of reports.

Tag Element Type

TpCallReportType

Tag Element Value Choice Element Type Choice Element Name
P_CALL_REPORT_UNDEFI NED NULL Undef i ned
P_CALL_REPORT PROGRESS NULL Undef i ned
P_CALL_REPORT_ALERTI NG NULL Undef i ned
P_CALL_REPORT_ANSVER NULL Undef i ned
P_CALL_REPORT__REFUSEB-BUSY TpCal | Rel easeCause RefusedBusy
P_CALL_REPORT_NO_ANSVER NULL Undef i ned
P_CALL_REPORT_DI SCONNECT TpCal | Rel easeCause Cal | Di sconnect
P_CALL_REPORT_REDI RECTED TpAddr ess For war dAddr ess
P_CALL_REPORT_SERVI CE_CODE TpCal | Servi ceCode Servi ceCode
P_CALL_REPCRT_ROUTI NG_FAI LURE TpCal | Rel easeCause Rout i ngFai | ure

9.3.1 Common Data Types for Call Control

/1 source file: CC.idl
/1 Ceneric Call Data description

#i fndef __ OSA_CC_DEFI NED
#define __OSA_CC_DEFI NED

#i ncl ude <OSA.idl >
#i nclude <Ul .idl>

nmodul e org
nodul e t hreegpp
nodul e osa
nodul e cc

{

/* Defines a specific call event report type. */
enum TpCal | Report Type

P_CALL_REPORT_UNDEFI NED, /* Undefined */

P_CALL_REPORT_PROGRESS, /* Call routing progress event */
P_CALL_REPORT_ALERTI NG /* Call alerting at address */
P_CALL_REPORT_ANSVEER, /* Call answered at address */
P_CALL_REPORT_BUSY, /* Called address refused call due to busy */
P_CALL_REPORT_NO_ANSVER, /* No answer at called address */
P_CALL_REPORT_DI SCONNECT, /* Call disconnect requested by address */

P_CALL_REPORT_REDI RECTED,
P_CALL_REPORT_SERVI CE_CODE,
P_CALL_REPORT_ROUTI NG_FAI LURE

}s

/* Defines the Tagged Choice of Data El enents that specify additional call report
information. */
uni on TpCal | Addi ti onal Reportlnfo sw tch(TpCall Report Type)
{
case P_CALL_REPORT_BUSY: TpCal |l Rel easeCause RefuseBusy;
case P_CALL_REPORT_DI SCONNECT: TpCal | Rel easeCause Cal | Di sconnect;
case P_CALL_REPORT_REDI RECTED: TpAddress Forwar dAddress;
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case P_CALL_REPORT_SERVI CE_CODE: TpCal | Rel easeCause Servi ceCode
case P_CALL_REPORT_ROUTI NG FAI LURE: TpCal | Rel easeCause Routi ngFail ure

default: short Dummy; // allows initialisation of the union in the default case
H
struct TpCal | Report
{
TpCal | Moni t or Mode Moni t or Mode;
TpDat eAndTi me Cal | Event Ti ne;
TpCal | Report Type Cal | Report Type
TpCal | Addi ti onal Report!|nfo Additional Reportlnfo
h

}; // end nodule cc
}; /1 end nodul e osa
}; /1 end nodul e threegpp
}; // end nodule org
#endi f

/1 END file CC.idl
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Error! No text of specified style in document. 2 Error! No text of specified style in document.

6.2.3.4

IpAccess

<<Interface>>

IpAccess

obtaininterface( interfaceName: in TpinterfaceName, fwinterface: out IpOsaRefRef): TpResult

obtaininterfaceWithCallback( interfaceName: in TpinterfaceName, applinterface: in IpOsaRef,
fwinterface: out IpOsaRefRef): TpResult

accessCheck(serviceToken: in TpServiceToken,securityContext: in TpString, securityDomain: in
TpString, group : in TpString, serviceAccessTypes: in TpString, serviceAccessControl: out
TpServiceAccessControlRef): TpResult

selectService( servicelD: in TpServicelD;-serviceProperties—in-FpServicePropertylList,

serviceToken: out TpServiceTokenRef): TpResult

signServiceAgreement( serviceToken: in TpServiceToken, agreementText: in TpString,
signingAlgorithm: in TpSigningAlgorithm, signatureAndServiceMgr: out
TpSignatureAndServiceMgrRef ): TpResult

terminateServiceAgreement( serviceToken: in TpServiceToken, terminationText: in TpString,
digitalSignature: in TpString): TpResult

endAccess(endAccessProperties: in TpEndAccessProperties) : TpResult
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Error! No text of specified style in document. 3 Error! No text of specified style in document.

/* This method is invoked by the client application to identify the SCF that it w shes
to use. */
voi d sel ect Service (

in TpServicel D servicel D, /1 ldentifies the SCF.
out TpServi ceToke-n servi ceToken /1l Afree format text token returned by

/1 the framework, which can be signed as
/'l part of a service agreenent.
) raises (TpGeneral Exception);
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7.2.2 Call
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Figure 7-12: State Transition Diagram for Call

7.2.2.1  Active state
In this state a call between two partiesis being setup or present. Refer to the substates for more details

The application can regquest the gateway for a certain type of charging of the call by calling setCallChargePlan(). The
application can request for charging related information by calling getCallinfoReq(). Furthermore the application can
reguest supervision of the call by calling superviseCallReq(). It is aso alowed to send Advice Of Charge information
by calling setAdviceOfCharge().

7.2.2.1.1 1 Party in Call state

When the Call isin this state a calling party is present. The application can now request that a connection to a called
party be established by calling the method routeReq(). When the calling party abandons the call before the application
has invoked the routeReq() operation, the gateway informs the application by invoking call FaultDetected() and also the
operation callEnded() will be invoked. When the calling party abandons the call after the application has invoked
routeReq() but before the call has actually been established, the gateway informs the application by invoking
callEnded().

When the calling party answers the call, atransition will be made to the 2 Partiesin Call state. In case the call can not
be established because the application supplied an invalid address or the connection to the called party was unsuccessful
while the application was monitoring for the latter in interrupt mode, the Call object will stay in this state
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In this state user interaction is possible unless there is an outstanding routing request.

7.2.2.1.2 2 Parties in Call state

A connection between two parties has been established.

In case the calling party disconnects, the gateway informs the application by invoking callEnded().
When the called party disconnects different situations apply:

1. theapplication is monitoring for thisevent in interrupt mode: atransition is made to the 1 Party in Call state, the
application isinformed with routeRes with indication that the called party has disconnected and all requested
reports are sent to the application. The application now again has control of the call.

2. theapplication is monitoring for this event but not in interrupt mode. In this case atransition is made to the
Network Released state and the gateway informs the application by invoking the operation routeRes() and
callEnded().

3. theapplication is not monitoring for this event. In this case the application isinformed by the gateway invoking the
callEnded() operation and atransition is made to the Network Released state.

7.2.2.3 Network released state

In this state the call has ended and the Gateway collects the possible call information requested with getCalllnfoReq|()
and / or superviseCallReq(). Theinformation will be returned to the application by invoking the methods
getCalllinfoRes() and / or superviseCallRes() on the application. Also when a call was unsuccessful these methods are
used.In case the application has not requested additional call related information immediately atransition is made to
state Idle.

7.2.2.4 Finished state

In this state the call has ended and no call related information is to be send to the application. The application can only
release the Call object. Calling the deassingCall() method has the same effect. Note that the application hasto release
the object itself as good OO practice requires that when an object was created on behalf of a certain entity, thisentity is
also responsible for destroying it when the object is no longer needed.

7.2.2.5 Application released state.

In this state the application has requested to release the Call object and the Gateway collects the possible call
information requested with getCalllnfoReq(). In case the application has not requested additional call related
information immediately the Call object is destroyed.
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securityDomain, group, and serviceAccessType. The descriptive text is the same as in the IDL
package org.threegpp.osa.fw.trust_and_security.

Clauses affected: 6.2.3.4,8.1.4.x,9.2.3

Other specs Other 3G core specifications - List of CRs:
affected: Other GSM core - List of CRs:
specifications
MS test specifications - List of CRs:
BSS test specifications - List of CRs:
O&M specifications - List of CRs:
Other
comments:
help.doc
Semmmmmee- double-click here for help and instructions on how to create a CR.
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6.2.3.4  IpAccess

<<Interface>>

IpAccess

obtaininterface( interfaceName: in TpinterfaceName, fwinterface: out IpOsaRefRef): TpResult

obtaininterfaceWithCallback( interfaceName: in TplnterfaceName, applinterface: in IpOsaRef,
fwinterface: out IpOsaRefRef): TpResult

accessCheck(serviceToken: in TpServiceToken,securityContext: in FpStringTpSecurityContext,
securityDomain: in FpStringTpSecurityDomain, group : in FpStringT pSecurityGroup,
serviceAccessTypes: in FpStringTpServiceAccessType, serviceAccessControl: out
TpServiceAccessControlRef): TpResult

selectService( servicelD: in TpServicelD, serviceProperties: in TpServicePropertyList,
serviceToken: out TpServiceTokenRef): TpResult

signServiceAgreement( serviceToken: in TpServiceToken, agreementText: in TpString,
signingAlgorithm: in TpSigningAlgorithm, signatureAndServiceMgr: out
TpSignatureAndServiceMgrRef ): TpResult

terminateServiceAgreement( serviceToken: in TpServiceToken, terminationText: in TpString,
digitalSignature: in TpString): TpResult

endAccess(endAccessProperties: in TpEndAccessProperties) : TpResult

8.1.4.W TpSecurityContext

This datatypeisidentical to a TpString and contains a group of security relevant attributes.

8.1.4.X  TpSecurityDomain

This datatypeisidentical to a TpString and contains the security domain in which the client application is operating.

8.1.4.Y TpSecurityGroup

This datatypeisidentical to a TpString and contains a definition of the access rights associated with all clients that
belong to that group.

8.1.4.7 TpServiceAccessType

This datatypeisidentical to a TpString and contains a definition of the specific security model in use.

9.2.3  Trust and Security Management IDL

#i ncl ude <fw.idl>

nodul e or g{

nodul e t hr eegpp{

nmodul e osa{

nodul e fw{

nodul e trust _and_securi t y{

/***~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k***********************/
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/********************~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k***********************/

/'l The type of access interface requested by the
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/1 Data definitions
typedef TpString TpAccessType;

client

// application. For OSA rel ease 99 the foll ow ng val ues
/1 have been defined: NULL (indicates the default access

/1 type) and P_ACCESS.

typedef TpString TpAut hType,;

t he

/1 The type of authentication nmechani smrequested by

/1 client. For OSA release 99 the followi ng val ues have
/1 been defined: NULL (indicates OSA authentication),
/1 P_AUTHENTI CATI ON (i ndi cates use of the CSA

/] authentication interfaces.

typedef TpString TpAut hCapabi l i ty;

supported

/1 The authentication capabilities that could be

/1 by the OSA. For OSA rel ease 99 the follow ng val ues
/1 have been defined: NULL (indicates no client
/1 capabilities, P_DES 56, P_DES 128, P_RSA 512 and P_RSA 1024).

typedef TpString TpAut hCapabi | i tyLi st;

// concatenated using a comas.
struct TpAut hDomai n

TpDomai nl D Donwi nl D
| pOSA Aut hl nterf ace;

/1 A string of nmultiple TpAut hCapability

b
typedef TpPropertyli st TpEndAccessProperties;
typedef TpString Tpl nt er f aceNane; /1 ldentifies the nanes of the franmework SCFs that
are be

/1 supported by the OSA API. For release 99 these are NULL,

/1 P_Dl SCOVERY, P_OAM

/1 P_LOAD MANAGER,

/1 P_FAULT_MANAGER

/1 P_HEARTBEAT MANAGEMENT,
/1 P_REG STRATI ON

typedef TpString TpSecurityContext;

11

contains a group of security relevant attributes

typedef TpString TpSecurityDongin;

11

contains t

he security domain in which the client

11

application is operating

typedef TpString TpSecurityG oup;

/1

contains a definition of the access rights associated

with all clients that belong to that group

typedef TpString TpServi ceAccessType;

11

contains a definition of the specific security nodel in

/1

use

struct TpServi ceAccessControl {

Access control policy information controlling access to

of trust that the network operator has assigned

/1 Uniquely identifies a SCF.

/1 The digital signature of the Franework for the

TpString Pol i cy; 11
t he
/'l service feature.
TpString Trust Level ; /'l The | evel
to the
/1 client application.
b
typedef TpString TpServi ceToken;
struct TpSi gnat ur eAndServi ceMgr Ref {
TpString Di gi t al Si gnat ure;
servi ce
/| agreenent.
| pCsa Servi ceMyrinterface;
H
typedef TpString TpSi gni ngAl gori thm

I/ used. For OSA release 99 the follw ng val ues have
/'l been defined: NULL (indicates no signing algorithm
/1 is required), P_MD5_RSA 512 and P_MD5_RSA 1024.

typedef TpString TpFwW D;

3GPP
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struct TpFwAuth {
TpFWM D Fw D;
| pCsa FwAut hl nt er f ace;

b
/~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k************************************************************************/

/1 Interface definitions /1

[ KR Kk ke kK ok ok ok kK K ok ok kK Kk kR kR ok kR kR Rk kR kR R Rk kR ok kR Rk kR ok kR Rk kR ok kR Rk kR ok kR Rk kR ok kR Rk ok ok kK

/* The Initial Framework interface is used by the client application to initiate the nutual
authentication with the Framework and, when this is finished successfully, to request access
toit. */

interface Iplnitial : IpGsa {

/* This method is invoked by the client application to start the process of nutual
authentication with the framework, and request the use of a specific authentication nethod.
*/

void initiateAuthentication (

i n TpAut hDomai n appDonai n, /1 ldentifies the client to the framework.

i n TpAut hType aut hType, /1 Allows the client application to request a

/1 specific type of authentication nechanism

out TpAut hDomai n fwDomai n /1 Provides a framework identifier, and a reference
/1 to framework authentication interface.
) raises (TpCeneral Exception);

/* This method is invoked by the client application, once nutual authentication is
achi eved, to request access to the framework and specify the type of access desired. */
voi d request Access (

in TpAccessType accessType, /1 ldentifies the type of access interface requested by
/1 the client application.

in | pCsa appAccesslnterface, /'l Provides a reference to the access interface of the
/1 client application.

out | pCsa fwAccesslnterface /1 Provides a reference to call the access interface of

// the framework.
) raises (TpCGeneral Exception);

}s

/* The Access Franmework interface is used by the client application to performthe nechani sns
necessary for it to obtain access to SCFs. */
interface | pAccess : |pGsa {

/* This nethod is invoked by the client application to obtain interface references to other
framework interfaces. */
voi d obtainlnterface (

in TplnterfaceNane interfaceNane, /1 The name of the framework interface to which a
// reference to the interface is requested.
out | pCsa fwinterface /'l The requested interface reference.

) raises (TpCeneral Exception);

/* This nethod is invoked by the client application to obtain interface references to other
framework interfaces, when it is required to supply a callback interface to the framework. */
voi d obtainlnterfaceWthCallback (

in TplnterfaceNane interfaceNane, /1 The name of the framework interface to which

/1 a reference to the interface is requested.

in | pCsa applnterface, /1 This is the reference to the client application
/] interface which is used for call backs.

out | pCsa fw nterface /1 The requested interface reference.

) raises (TpCeneral Exception);

/* This nethod nay be invoked by the client application to check whether it has been
granted perm ssion to access the specified SCF and, if granted, the level of trust that
wll be applied. */

voi d accessCheck (

in TpServiceToken servi ceToken,

i n FpString—TpSecurityContext securityContext, /1 A group of security
rel evant

/] attributes.

in FpString—TpSecurityDonai n securityDonain, /1 The security domain in
whi ch

/1 the client application is

/'l operating.

i n FpStrinrg—TpSecurityG oup group, /1l Used to define the access
/1 rights associated with all

/1 clients that belong to that

/1 group.
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in FpStri-ng—TpServi ceAccessType servi ceAccessTypes,

specific

/] security nodel in use.
out TpServi ceAccessControl
/1 information controlling
/|l access to the service
// capability feature, and the

/1 trustLevel that the network

/1 operator has assigned to the client
[/ application.

) raises (TpCGeneral Exception);

/* This nethod is invoked by the client application to identify the SCF that

to use. */

voi d sel ect Service (

in TpServicel D servicel D,

in TpServicePropertylist serviceProperties,
/1 shoul d support.

out TpServiceToken servi ceToken

/1 the framework, which can be signed as
/1 part of a service agreenent.

) raises (TpCGeneral Exception);

servi ceAccessControl

71

/1 Defined by the

/1 The access control policy

it wishes

/1 ldentifies the SCF.
/1 List the properties that the SCF

/1 Afree format text token returned by

/* This method is invoked by the client application to request that the framework sign an
agreenment on the SCF, which allows the client application to use the SCF. */

voi d si gnServi ceAgreenent (

in TpServiceToken servi ceToken,

/'l instance requested by the

/1 client application.

in TpString agreenent Text,

/1 signed by the franework.

i n TpSi gni ngAl gorithm si gni ngAl gorithm
/1 the digital signature.

out TpSi gnat ureAndSer vi ceMgr Ref si gnat ur eAndSer vi ceMgr

/1 that contains the digital
/1 signature of the framework
/1 for the service agreenent,
/1 and a reference to the

// SCF manager interface of

/1l the SCF.

) raises (TpCeneral Exception);

/'l Used to identify the SCF

/1 The agreenent text to be
/1 The algorithmused to conpute

/Il Areference to a structure

/* This method is invoked by the client application to term nate an agreenent for the

speci fied SCF. */

voi d term nateServi ceAgreenent (

in TpServiceToken servi ceToken, 11
in TpString term nationText,
/'l service agreenent.

in TpString digital Signature
// term nationText
) raises (TpCGeneral Exception);

Identifies the service agreenent to be term nated.
/'l Describes the reason for the term nation of the

/1 Used by the framework to check that the
has been signed by the client.

/* This nethod is invoked by the client application to end the access session

with the Franework. */
voi d endAccess ()

}s

rai ses (TpGeneral Exception);

/* The Access client application interface is used by the Framework to performthe steps that
are necessary in order to allowit to SCF access. */

interface | pAppAccess : |pGsa {

/* This method is invoked by the Framework to request that client application sign an

agreenment on a specified SCF. */
voi d si gnServi ceAgreenent (
in TpServiceToken servi ceToken,
// this service agreenent corresponds.
in TpString agreenent Text,
/1 client application.
i n TpSi gni ngAl gorithm si gni ngAl gorithm
/'l signature.
out TpString digital Signature
/1 token and agreenent text given by the
/1 franmeworKk.
) raises (TpCeneral Exception);

/1 ldentifies the SCF instance to which
/1 Agreenent text that has to be signed by the
/1 A gorithmused to conpute the digital

/1 Signed version of a hash of the service
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/* This nethod is invoked by the Franework to term nate an agreenent for a specified
SCF. */
voi d term nateServi ceAgreenent (

in TpServiceToken servi ceToken, /1 ldentifies the SCF agreenent to be term nated.
in TpString term nationText, /1 Describes the reason for the term nation.

in TpString digital Signature /1 Used by the Framework to confirmits identity to the
/'l client.

) raises (TpCeneral Exception);

/* This nethod is invoked by the Framework to end the client application's access session
with the framework. */
voi d term nateAccess (

in TpString term nationText, /1 Describes the reason for the termination of
/'l the access session.

i n TpSi gni ngAl gorithm si gni ngAl gorithm /1 The algorithmused to conmpute the digital
/1 signature.

in TpString digital Signature /1 Used by the Franework to confirmits

// identity to the client.
) raises (TpCGeneral Exception);

}s

/* The Authentication Franmework interface is used by client application to performits part of
the mutual authentication process with the Framework necessary to be allowed to use any of the
other interfaces supported by the Framework. */

interface | pAuthentication : |pGsa {

/* This nethod is invoked by the client application to start the authentication process,
inforned the Framework of the authentication nechanisnms it supports, and be informed by its
of its preferred choice. */

voi d sel ect Aut hMet hod (

i n TpAut hCapabi lityLi st auths, /1 Inforns the Franmework of the authentication

// mechani sms supported by the client

[/ application.

out TpAuthCapability prescribedMet hod /1 Indicates the nechanismpreferred by the
/1 franmework.

) raises (TpCGeneral Exception);

/* This nethod is invoked by the client application to authenticate the franework using the
nechani smindicated in the paraneter prescribedMethod. */
voi d authenticate (

i n TpAut hCapability prescribedMet hod, /'l Specifies the method accepted by that the
/] framework for authentication.
in TpString chall enge, /1 The chal |l enge presented by the client

// application to be responded to by the

/1 frameworKk.

out TpString response /1 The response of the franework to the
/1 challenge of the client application.

) raises (TpCeneral Exception);

/* This method is invoked by the client application to to abort the authentication
process. */
voi d abortAut hentication() raises (TpGeneral Exception);

}s

/* The Authentication client application interface is used by the Framework to authenticate
the client application. */
interface | pAppAut hentication : |pGsa {

/* This nethod is invoked by the Franework to authenticate the client application using the
mechani smindicated in prescribedMethod. */

voi d authenticate (

i n TpAut hCapability prescribedMet hod, /'l The agreed authentication nethod.

in TpString chall enge, /1 The chal | enge presented by the Franework.
out TpString response

) raises (TpCeneral Exception);

/* This nethod is invoked by the Franework to abort the authentication process. */
voi d abortAut hentication() raises (TpCeneral Exception);

}s
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8.2.2.2 TpAuthType

68

This datatype isidentical to a TpString. It identifies the type of authentication mechanism requested by the client. It
provides Network operators and client's with the opportunity to use an alternative to the OSA Authentication interface,
e.g. CORBA Security. OSA Authentication is the default authentication method. Other Network operator specific
capabilities may also be used, but should be preceded by the string “SP_". The following values areis defined for OSA

release 99:

NUEL

String Value Description

P_AUTHENTI CATI ON

IpAuthentication and IpAppAuthentication interfaces.

Indicates the default authentication method, i.e. the

9.2.3  Trust and Security Management IDL

#i nclude <fw.idl>

modul e or g{
nmodul e t hreegpp{
nmodul e osaf
modul e fw

nmodul e trust_and_security{

/***************************************************************************************/

/1 Data definitions /1

/***************************************************************************************/

typedef TpString TpAccessType; I/
/1
/1
/1

typedef TpString TpAut hType; /1
11
/1
11
11

typedef TpString TpAuthCapability; I
/1
/1

The type of access interface requested by the client
application. For OSA rel ease 99 the foll owi ng val ues
have been defined: NULL (indicates the default access

type) and P_ACCESS.

The type of authentication nechani smrequested by the
client. For OSA release 99 the following val ues hasve
been defined: NJULL{indicatesCSA-authentication)y
P_AUTHENTI CATI ON (i ndi cates use of the CSA

aut hentication interfaces).

The authentication capabilities that could be supported

by the OSA. For CSA rel ease 99 the follow ng val ues

have been defined: NULL (indicates no client
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/l capabilities, P_DES 56, P_DES 128, P_RSA 512 and
P_RSA 1024).
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