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3.1
Definitions

For the purposes of the present document, the following terms and definitions apply.

Conditional: When the presence requirement for the information element is conditional, the receiving protocol level can check the presence or absence of an IE based on the received information.
G-PDU: T-PDU plus a GTP header. A G-PDU is sent in a path.

GTP Tunnel: A GTP tunnel in the GTP-U plane is defined for each PDP Context in the GSNs and/or each RAB in the RNC. A GTP tunnel is also defined for each MS in the GTP-C plane. A GTP tunnel is identified in each node with a TEID, an IP address and a UDP port number. A GTP tunnel is necessary to forward packets between an external packet data network and an MS user.
MM Context: Information sets held in MS and GSNs for a GPRS subscriber related to mobility management (MM) (please refer to the MM Context Information Element).
NSAPI: Network Service Access Point Identifier. An integer value in the range [0; 15], identifying a certain PDP Context. It identifies a PDP context belonging to a specific MM Context ID.
Path: UDP/IP path is used to multiplex GTP tunnels.
Path Protocol: Path Protocol is the protocol used as a bearer of GTP between GSNs or between a GSN and a RNC.
PDP: Packet Data Protocol (PDP) is a network protocol used by an external packet data network interfacing to GPRS.
PDP Context: Information sets held in MS and GSNs for a PDP address (please refer to the PDP Context Information Element).
Quality of Service: Quality of Service may be applicable for the GPRS backbone and the Iu interface if the path media supports it. Separate paths with different priorities may be defined between a GSN pair or between a GSN and an RNC. 
Signalling Message: GTP signalling messages are exchanged between GSN/RNC pairs in a path. The signalling messages are used to transfer GSN capability information between GSN pairs and to create, update and delete GTP tunnels. Note that only the T-PDU message is a non-signalling message.
T-PDU: Original packet, for example an IP datagram, from an MS or a network node in an external packet data network. A T-PDU is the payload that is tunnelled in the GTP tunnel.
Traffic Flow Template: TFTs are used by GGSN to distinguish between different user payload packets and transmit packets with different QoS requirements via different PDP context but to the same PDP address.
Tunnel Endpoint IDentifier (TEID): The TEID unambiguously identifies a tunnel endpoint in the receiving GTP-U or GTP-C protocol entity. The receiving end side of a GTP tunnel locally assigns the TEID value the transmitting side has to use. The TEID values are exchanged between tunnel endpoints using GTP-C (or RANAP, over the Iu) messages.
UDP/IP Path: UDP/IP path is a connection-less path defined by two end-points and an IP address and a UDP port number define an end-point. A UDP/IP path carries G-PDUs between GSN/RNC nodes related to one or more GTP tunnels. 
4
General

The present document defines the GPRS Tunnelling Protocol (GTP), i.e. the protocol between GPRS Support Nodes (GSNs) in the UMTS/GPRS backbone network. It includes both the GTP signalling (GTP-C) and data transfer (GTP-U) procedures. It also lists the messages and information elements used by the GTP based charging protocol GTP’, which is described in GSM 12.15.

GTP is defined for the Gn interface, i.e. the interface between GSNs within a PLMN, and for the Gp interface between GSNs in different PLMNs. Only GTP-U is defined for the Iu interface between Serving GPRS Support Node (SGSN) and the UMTS Terrestrial Radio Access Network (UTRAN).

On the Iu interface, the Radio Access Network Application Part (RANAP) protocol is performing the control function for GTP-U.

GTP’ is defined for the interface between CDR generating functional network elements and Charging Gateway(s) within a PLMN. Charging Gateway(s) and GTP’ protocol are optional, as the Charging Gateway Functionality may either be located in separate network elements (Charging Gateways), or alternatively be embedded into the CDR generating network elements (GSNs) when the GSN-CGF interface is not necessarily visible outside the network element. These interfaces relevant to GTP are between the grey boxes shown in Figure 1.
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Figure 1: GPRS Logical Architecture with interface name denotations

GTP allows multi-protocol packets to be tunnelled through the UMTS/GPRS Backbone between GSNs and between SGSN and UTRAN.

In the signalling plane, GTP specifies a tunnel control and management protocol (GTP-C) which allows the SGSN to provide packet data network access for an MS. Signalling is used to create, modify and delete tunnels.

In the transmission plane, GTP uses a tunnelling mechanism (GTP-U) to provide a service for carrying user data packets. 
The GTP-U protocol is implemented by SGSNs and GGSNs in the UMTS/GPRS Backbone and by Radio Network Controllers (RNCs) in the UTRAN. SGSNs and GGSNs in the UMTS/GPRS Backbone implement the GTP-C protocol. No other systems need to be aware of GTP. UMTS/GPRS MSs are connected to an SGSN without being aware of GTP.

It is assumed that there will be a many-to-many relationship between SGSNs and GGSNs. A SGSN may provide service to many GGSNs. A single GGSN may associate with many SGSNs to deliver traffic to a large number of geographically diverse mobile stations.

SGSN and GGSN implementing GTP protocol version 1 should be able to fallback to GTP protocol version 0. All GSNs should be able to support all earlier GTP versions.

6
GTP Header

The GTP header is a variable length header used for both the GTP-C and the GTP-U protocols. The minimum length of the GTP header is 8 bytes. There are three flags that are used to signal the presence of additional optional fields: the PN flag, the S flag and the E flag. The PN flag is used to signal the presence of N-PDU Numbers. The S flag is used to signal the presence of the GTP Sequence Number field. The E flag is used to signal the presence of the Extension Header field, used to enable future extensions of the GTP header defined in this document, without the need to use another version number. If any of these three flags are set, the length of the header is at least 12 octets and the fields corresponding to the flags that are set shall be evaluated by the receiver. The sender shall set all the bits of the unused fields to zero. The receiver shall not evaluate the unused fields.

The GTP-C and the GTP-U use some of the fields in the GTP header differently. The different use of such fields is described in the sections related to GTP-C and to GTP-U.

 (*) This bit is a spare bit. It shall be sent as ‘0’. The receiver shall not evaluate this bit.

1) This field shall only be evaluated when indicated by the S flag.

2) This field shall only be evaluated when indicated by the PN flag.

3) This field shall only be evaluated when indicated by the E flag.

4) This field shall be present when any one or more of the S, PN and E flags are set.

Figure 2: Outline of the GTP Header

7.1
Signalling Message Formats

GTP defines a set of signalling messages between two associated GSNs or an SGSN and an RNC. The signalling messages to be used are defined in the table below. The three columns to the right define which parts (GTP-C, GTP-U or GTP’) that send or receive the specific message type.

Table 1: Signalling Messages in GTP

Message Type value (Decimal)
Signalling Message
Reference
GTP-C
GTP-U
GTP’

0
For future use. Shall not be sent. If received, shall be treated as an Unknown message.





1
Echo Request
7.2.1
X
X


2
Echo Response
7.2.2
X
X


3
Version Not Supported
7.2.3
X
X


4
Node Alive Request
GSM 12.15


X

5
Node Alive Response
GSM 12.15


X

6
Redirection Request
GSM 12.15


X

7
Redirection Response
GSM 12.15


X

8-15
For future use. Shall not be sent. If received, shall be treated as an Unknown message.





16
Create PDP Context Request
7.3.1
X



17
Create PDP Context Response
7.3.2
X



18
Update PDP Context Request
7.3.3
X



19
Update PDP Context Response
7.3.4
X



20
Delete PDP Context Request
7.3.5
X



21
Delete PDP Context Response
7.3.6
X



22-25
For future use. Shall not be sent. If received, shall be treated as an Unknown message.





26
Error Indication
7.3.7
X



27
PDU Notification Request
7.3.8
X



28
PDU Notification Response
7.3.9
X



29
PDU Notification Reject Request
7.3.10
X



30
PDU Notification Reject Response
7.3.11
X



31
Supported Extension Headers Notification
7.3.12
X



32
Send Routeing Information for GPRS Request
7.4.1
X



33
Send Routeing Information for GPRS Response
7.4.2
X



34
Failure Report Request
7.4.3
X



35
Failure Report Response
7.4.4
X



36
Note MS GPRS Present Request
7.4.5
X



37
Note MS GPRS Present Response
7.4.6
X



38-47
For future use. Shall not be sent. If received, shall be treated as an Unknown message.





48
Identification Request
7.5.1
X



49
Identification Response
7.5.2
X



50
SGSN Context Request
7.5.3
X



51
SGSN Context Response
7.5.4
X



52
SGSN Context Acknowledge
7.5.5
X



53
Forward Relocation Request
7.5.6
X



54
Forward Relocation Response
7.5.7
X



55
Forward Relocation Complete
7.5.8
X



56
Relocation Cancel Request
7.5.9
X



57
Relocation Cancel Response
7.5.10
X



58
Forward SRNS Context
7.5.11
X



59-239
For future use. Shall not be sent. If received, shall be treated as an Unknown message.





240
Data Record Transfer Request
GSM 12.15


X

241
Data Record Transfer Response
GSM 12.15


X

242-254
For future use. Shall not be sent. If received, shall be treated as an Unknown message.





255
T-PDU
9.3.1

X


10.1.2.1
Signalling Request Messages and Encapsulated T-PDUs

The IP Source Address shall be an IP address of the source GSN from which the message is originating.

The IP Destination Address in a GTP signalling request message shall be an IP address of the destination GSN. The IP Destination Address in an encapsulated T-PDU GTP shall be an IP address of the destination GSN/RNC.

10.1.2.2
Signalling Response Messages

The IP Source Address shall be copied from the IP Destination Address of the corresponding signalling request message.

The IP Destination Address shall be copied from the IP Source Address of the GTP signalling request message to which this GSN/RNC is replying.

11
Error Handling

11.1
Protocol Errors

11.1.9
Unknown Information Element

An information element with an unknown Type value shall be ignored by the receiver of the message. If this is a TLV element, this information element shall be skipped using its Length value. If this is a TV element, the receiver shall discard the rest of the message.

If the receiving node cannot interpret the rest of the message because of the ignored information element, the receiving  node shall discard the message and should log the error. If the message was a Request, it shall, in addition, return a response with Cause set to ‘Invalid message format’.

11.1.10
Out of Sequence Information Elements

If two or more information elements are out of sequence in a message, the receiving  node shall discard the message and should log the error. In addition, if the message was a Request, the receiving  node shall return a Response with Cause set to ‘Invalid message format’.

11.1.13
Incorrect Optional Information Elements

All optional information elements that are incorrect in a GTP signalling message shall be treated as not present in the message. However, if the receiving  node may not handle the message correctly because of the incorrect information element, the receiving  node should log the error and shall return a response with Cause set to ‘Optional IE incorrect’. 

11.2
Path Failure

A path counter shall be reset each time a signalling response is received on the path and incremented when the T3-RESPONSE timer expires for any signalling message sent on the path. The path shall be considered to be down if the counter exceeds N3-REQUESTS. In this case, the GSN or RNC may notify the Operation and Maintenance network element. GTP shall also notify the upper layer of the path failure, so that PDP contexts associated with this path may be deleted.

11.4
Restoration and Recovery

All GSNs shall maintain in non-volatile memory a Restart Counter of local significance. A GSN that restarts shall change the Restart Counter value immediately after the restart procedure has been completed. The value shall be incremented by 1 modulo 256 (see 3G TS 23.007).

All GSNs shall also maintain in volatile memory a Restart Counter for each GSN that it is in contact with. The Restart Counters stored for all GSNs that it is in contact with shall be cleared after the restart procedure has been completed (see 3G TS 23.007).
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