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2
Normative references

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies.

· A non-specific reference to an ETS shall also be taken to refer to later versions published as an EN with the same number.

· For this Release 1998 document, references to GSM documents are for Release 1998 versions (version 7.x.y).

[1]
GSM 01.04: "Digital cellular telecommunications system (Phase 2+); Abbreviations and acronyms".

[2]
GSM 03.03: “Digital cellular telecommunications system (Phase 2+); Numbering, addressing and identification”.

[3]
GSM 03.07: “Digital cellular telecommunications system (Phase 2+); Restoration Procedures”.

[4]
GSM 03.20: “Digital cellular telecommunications system (Phase 2+); Security related network functions”

[5]
GSM 03.60: "Digital cellular telecommunications system (Phase 2+); General Packet Radio Service (GPRS); Service Description; Stage 2".

[6]
GSM 03.64: “Digital cellular telecommunications system (Phase 2+); General Packet Radio Service (GPRS); Overall description of the GPRS Radio Interface; Stage 2”

[7]
GSM 04.08: "Digital cellular telecommunications system (Phase 2+); Mobile radio interface layer 3 - specification".

[8]
GSM 04.64: “Digital cellular telecommunications system (Phase 2+); Mobile Station - Serving GPRS Support Node (MS-SGSN) Logical Link Control (LLC) Layer Specification”.

[9]
GSM 09.02: "Digital cellular telecommunications system (Phase 2+); Mobile Application Part (MAP) specification”.

[10]
TS 25.413: " UTRAN Iu interface RANAP signalling ".
[11]
STD 0005: “Internet Protocol”, J. Postel.

[12]
STD 0006: “User Datagram Protocol”, J. Postel.

 
[14]
RFC 1700: “Assigned Numbers”, J. Reynolds and J. Postel.

[15]
RFC 2181: “Clarifications to the DNS Specification”, R. Elz and R. Bush.

[16]
ITU-T Recommendation X.25: "Interface between data terminal equipment (DTE) and data circuit-terminating equipment (DCE) for terminals operating in the packet mode and connected to public data networks by dedicated circuit".

[17]
ITU-T Recommendation X.121: "International Numbering Plan for Public Data Networks".

[18]
UMTS TS 33.102: "3G Security; Security Architecture".

3
Definitions and abbreviations

3.1
Definitions

For the purpose of this Technical Specification, the following definitions apply:

Conditional
When the presence requirement for the information element is conditional, the receiving protocol level can check the presence or absence of an IE based on the received information.

G-PDU: 
A T-PDU plus a GTP header. A G-PDU is sent in a path.

GTP-Flow:
A GTP flow is defined by the unidirectional virtual aggregation of G-PDUs and/or signalling messages related to one or more GTP tunnels. A GTP flow is identified by a Flow Label included in the GTP header. The meaning of the Flow Label is transparent for the transmitter side, only the receiver may evaluate the Flow Label.
GTP tunnel:
A GTP tunnel is defined by two associated PDP Contexts in different GSN nodes and is identified with a Tunnel ID. A GTP tunnel is necessary to forward packets between an external packet data network and a MS user.

MM Context:
The information sets held in MS and GSNs for a GPRS subscriber related to mobility management (MM) (please refer to the MM Context Information Element).

MM Context ID:
IMSI or equivalent for use in conjunction with Anonymous Access (please refer to section GTP Header).
NSAPI:
Network Service Access Point Identifier.  An integer value in the range [0; 15], identifying a certain PDP Context. It identifies a PDP context belonging to a specific MM Context ID.

Path:
The UDP/IP path is used to multiplex GTP tunnels.

Path Protocol:
The Path Protocol is the protocol used as a bearer of GTP between GSNs.
PDP:
A Packet Data Protocol (PDP) is a network protocol used by an external packet data network interfacing to GPRS.

PDP Context:
The information sets held in MS and GSNs for a PDP address (please refer to the PDP Context Information Element).
Quality of Service:
Quality of Service may be applicable for the GPRS backbone if the path media supports it. Separate paths with different priorities may be defined between a GSN pair. However, the possible use of QoS in the GGSN is outside the scope of the GTP specification.

Signalling message:
GTP signalling messages are exchanged between GSN pairs in a path. The signalling messages are used to transfer GSN capability information between GSN pairs and to create, update and delete GTP tunnels.


T-PDU: 
An original packet, for example an IP datagram, from a MS or a network node in an external packet data network. A T-PDU is the payload that is tunnelled in the GTP tunnel.

Traffic Flow Template:
TFTs are used by GGSN to distinguish between different user payload packets and transmit packets with different QoS requirements via different PDP context but to the same PDP address.

Tunnel Endpoint Identifier (TEID): This field unambiguously identifies a tunnel endpoint in the receiving GTP-U or GTP-C protocol entity. The receiving end side of a GTP tunnel locally assigns the TEID value the transmitting side has to use. The TEID values are exchanged between  tunnel endpoints using GTP-C (or RANAP, over the Iu) messages.

UDP/IP path:
A UDP/IP path is a connection-less path defined by two end-points and an end-point is defined by an IP address and a UDP port number. A UDP/IP path carries G-PDUs between GSN nodes related to one or more GTP tunnels. A UDP/IP path should be used when the T-PDUs are based on connection-less protocols, such as IP.

3.2
Abbreviations

Abbreviations used in this specification are listed in GSM 01.04.

For the purpose of this specification the following additional abbreviations apply:

BB
Backbone Bearer

DF
Don’t Fragment

FFS
For Further Study

GTP
GPRS Tunneling Protocol

GTP-C
GTP Control

GTP-U
GTP User

IANA
Internet Assigned Number Authority

ICMP
Internet Control Message Protocol

IP
Internet Protocol

IPv4
Internet Protocol version 4

IPv6
Internet Protocol version 6

MTU
Maximum Transmission Unit

QoS
Quality of Service

RANAP
Radio Access Network Application Part

RNC
Radio Network Controller


TEID
Tunnel Endpoint IDentifier

TFT
Traffic Flow Template
UDP
User Datagram Protocol

UTRAN
UMTS Terrestrial Radio Access Network

Gn interface
Interface between GPRS Support Nodes (GSNs) within a PLMN

Gp interface
Interface between GPRS Support Nodes (GSNs) in different PLMNs

************************************ next change*********************************

9.2.1.1.1
GTP-U-CONTROL-RX-SETUP.request

This primitive is used to allocate packet reception resources according to a QoS profile specified via the 'QoS' parameter. These resources are to be associated to a tunnel endpoint identified via the TEID specified in the 'TEID' parameter. In case this TEID is already being used, this shall be interpreted as a resource modification request.

The 'IP address' parameter is used to identify the IP address of the remote GTP-U protocol entity where the GTP-U tunnel is terminated. This implicitly identifies the path being used. The knowledge of the path being used is necessary in order to send ECHO messages used to detect path failure.

************************************ next change*********************************

9.2.1.2.1
GTP-U-CONTROL-TX-SETUP.request

This primitive is used to allocate packet transmission resources according to a QoS profile specified via the 'QoS' parameter. These resources are to be associated to a tunnel endpoint identified via the TEID specified in the 'TEID' parameter. In case this TEID is already being used, this shall be interpreted as a resource modification request.

The 'IP address' parameter is used to identify the IP address of the remote GTP-U protocol entity where the GTP-U tunnel is terminated. This implicitly identifies the path being used. The knowledge of the path being used is necessary in order to send ECHO messages to detect PATH failure.

************************************ next change*********************************
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13.2
IP fragmentation

Here it is described how the fragmentation mechanism shall work together with GTP, when the GPRS backbone is based on IPv4.

However, fragmentation should be avoided if possible. Examples of fragmentation drawbacks are, e.g.:

-
Fragmentation is inefficient, since the complete IP header is duplicated in each fragment.

-
If one fragment is lost, the complete packet has to be discarded. The reason is that no selective retransmission of fragments is possible.

By using Path MTU discovery the application may find out the MTU, and thereby utilise more efficient segmentation mechanisms in other protocol layers than IP.

The maximum size of a T-PDU that may be transmitted without fragmentation by GGSN or the MS is defined in GSM 03.60. All backbone links should have MTU values that exceeds the sum of the maximum value plus the size of the tunnel headers (IP header, UDP and GTP header) in order to avoid fragmentation in the backbone.

13.2.1
MO direction

SGSN: A packet from an MS shall be encapsulated at the SGSN with a GTP header, UDP and IP header. If the resulting IP packet is larger than the MTU of the first link towards the GGSN, fragmentation of the IP packet shall be performed by the SGSN. The SGSN should preferably fragment the IP packet if it is larger than the MTU of any link between SGSN and GGSN.

Backbone router: Any router in the backbone may fragment the GTP packet if needed, according to IPv4.

GGSN: The GGSN shall assemble any IP fragments received from SGSNs, according to IPv4. Note that if any fragment is lost, the whole packet shall be discarded.

13.2.2
MT direction

GGSN: A packet from an external host shall be encapsulated at the GGSN with a GTP header, UDP and IP header. If the resulting IP packet is larger than the MTU on the first link towards the SGSN, fragmentation of the IP packet shall be performed by the GGSN. The GGSN should preferably fragment the IP packet if it is larger than the MTU of any link between GGSN and SGSN.

Backbone router: Any router in the backbone may fragment the GTP packet if needed, according to IPv4.

SGSN: The SGSN shall assemble any IP fragments received from the GGSN, according to IPv4. Note that if any fragment is lost, the whole packet shall be discarded.

13.2.3
Tunnelling from old to new SGSN

Old SGSN: A user packet shall be encapsulated with a GTP header, UDP and IP header. If the resulting IP packet is larger than the MTU on the first link towards the new SGSN, fragmentation of the IP packet shall be performed by the old SGSN. The old SGSN should preferably fragment the IP packet if it is larger than the MTU of any link between old and new SGSN.

Backbone router: Any router in the backbone may fragment the GTP packet if needed, according to IPv4.

New SGSN: The new SGSN shall assemble any IP fragments received from the old SGSN, according to IPv4. Note that if any fragment is lost, the whole packet shall be discarded.
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