3GPP TSG-N2B
Tdoc 3GPP
N2B000330

Mailand, 14 - 16 Feb 2000









CHANGE REQUEST
Please see embedded help file at the bottom of this
page for instructions on how to fill in this form correctly.




29.002
CR
103r1
Current Version:
3.3.0








GSM (AA.BB) or 3G (AA.BBB) specification number (

( CR number as allocated by MCC support team



For submission to: 
CN#07
for approval
X

strategic

(for SMG

list expected approval meeting # here (
for information


non-strategic
X
use only)





Form: CR cover sheet, version 2 for 3GPP and SMG        The latest version of this form is available from: ftp://ftp.3gpp.org/Information/CR-Form-v2.doc



Proposed change affects:
(U)SIM

ME

UTRAN / Radio

Core Network
X

(at least one should be marked with an X)



Source:
N2
Date: 
14/02/2000



Subject:
Addition of UMTS security to MAP B interface



Work item:
 Security



Category: 
F
Correction

Release: 
Phase 2



A
Corresponds to a correction in an earlier release


Release 96


(only one category 
B
Addition of feature
X

Release 97


shall be marked
C
Functional modification of feature


Release 98


with an X)
D
Editorial modification


Release 99
X





Release 00




Reason for 
change:

To add the required parameters to the MAP_AUTHENTICATE and MAP_SET_CIPHERING_MODE services by referencing 23.018



Clauses affected:
8.5.1, 8.6.1, 25.5



Other specs
Other 3G core specifications

(  List of CRs:


affected:
Other GSM core specifications

(  List of CRs:



MS test specifications

(  List of CRs:



BSS test specifications

(  List of CRs:



O&M specifications

(  List of CRs:




Other 
comments:



[image: image1.wmf]help.doc

  <--------- Double-click here for help and instructions on how to create a CR.

8.5.1
MAP_AUTHENTICATE service

The MAP_AUTHENTICATE service is used on the MAP B inerface. This interface is not fully operational specified. It is strongly recommended not to implement the B-interface as an external interface.

8.5.1.1
Definition

This service is used between the VLR and the MSC when the VLR receives a MAP service indication from the MSC concerning a location registration, call set-up, operation on a supplementary service or a request from the MSC to initiate authentication.

The service is a confirmed service and consists of four service primitives.

8.5.1.2
Service primitives

The service primitives are shown in table 8.5/1

Table 8.5/1: MAP_AUTHENTICATE parameters

Parameter name
Request
Indication
Response
Confirm

Invoke id
M
M(=)
M(=)
M(=)

RAND
M
M(=)



CKSN
M
M(=)



SRES


M
M(=)

Provider error



O

8.5.1.3
Parameter use

Invoke id

See subclause 7.6.1 for the use of this parameter.

RAND

See subclause 7.6.7 for the use of this parameter.

CKSN

See subclause 7.6.7 for the use of this parameter.

SRES

See subclause 7.6.7 for the use of this parameter.

Provider error

See subclause 7.6.1 for the use of this parameter.

8.6.1
MAP_SET_CIPHERING_MODE service

8.6.1.1
Definitions

This service is used between the VLR and the MSC to set the ciphering mode and to start ciphering if applicable. It is called when another service requires that information is to be sent on the radio path in encrypted form.

The service is a non-confirmed service and consists of two service primitives.

8.6.1.2
Service primitives

The service primitives are shown in table 8.6/1

Table 8.6/1: MAP_SET_CIPHERING_MODE parameters

Parameter name
Request
Indication

Invoke id
M
M(=)

Ciphering mode
M
M(=)

Kc
C
C(=)

8.6.1.3
Parameter use

Invoke id

See subclause 7.6.1 for the use of this parameter.

Ciphering mode

See subclause 7.6.7 for the use of this parameter.

Kc

The Kc parameter should be included when the ciphering mode parameter indicates that ciphering must be performed.

25.5.2
Macro Authenticate_VLR

This macro is used by the VLR to control the authentication of a subscriber. The macro proceeds as follows:

-
if there are not enough authentication vectors in the VLR to perform the authentication, then the macro "Obtain_Authent_Para_VLR" described below is invoked. If this macro fails, then the corresponding error (Unknown Subscriber or Procedure Error) is returned to the calling process;

-
if there are enough authentication vectors in the VLR, or the Obtain_Authent_Para_VLR macro was successful, then a MAP_AUTHENTICATE request is sent to the MSC. This request contains the RAND, CKSN or KSI, and possibly AUTN parameters as indicated in the service description;

-
the VLR then waits for a response from the MSC;

-
if a MAP_U_ABORT, MAP_P_ABORT or MAP_CLOSE indication is received from the MSC in this wait state, the VLR checks whether authentication sets are available. If no sets are available the process Obtain_Authent_Sets_VLR is invoked to fetch authentication sets from the HLR. The "Null" exit is then used;

-
if a MAP_NOTICE indication is received from the MSC in this wait state, the VLR closes the dialogue with the MSC, then checks whether authentication sets are available. If no sets are available the process Obtain_Authent_Sets_VLR is invoked to fetch authentication sets from the HLR. The "Null" exit is then used;

-
if a MAP_AUTHENTICATE confirmation is received by the VLR, it checks whether the received Signed Result (SRES) is identical to the stored one (see GSM 03.20), or whether the received RES is identical to the stored XRES. If this is not the case, the "Illegal Subscriber" exit is used. If the SRES values or RES and XRES are identical, then the "OK" exit is used;

-
before exit, the VLR may fetch a new set of triplets from the HLR. This is done by initiating a separate Obtain_Authent_Sets_VLR process described below.

The macro is described in figure 25.5/2.

25.5.3
Process Obtain_Authentication_Sets_VLR

This process is initiated by the VLR to fetch authentication vectors from a subscriber's HLR in a stand-alone, independent manner. The Obtain_Authent_Para_VLR macro described below is simply called; the process is described in figure 25.5/3.
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