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4.3.2.7
Handling of keys at intersystem change from UMTS to GSM

At intersystem change from UMTS to GSM, ciphering may be started (see GSM 04.18) without any new authentication procedure. Deduction of the appropriate security key for ciphering in GSM, depends on the current GSM/UMTS security context stored in the MS and the network.
The ME shall handle the GSM ciphering key according to Table 4.3.2.7.1.
Table 4.3.2.7.1/TS 24.008: Intersystem change from UMTS to GSM
Security context established in MS and network in UMTS 

At intersystem change to GSM:

GSM security context

An ME shall apply the GSM cipher key received from the GSM security context residing in the SIM.

UMTS security context

An ME shall apply the GSM cipher key derived by the SIM from the UMTS cipher key and the UMTS integrity key.

NOTE       A SIM with UMTS security context, passes the UMTS cipher key, the UMTS integrity key and the derived GSM cipher key to the ME independent on the current radio access being UMTS or GSM.
4.3.2.8
Handling of keys at intersystem change from GSM to UMTS
At intersystem change from UMTS to GSM, ciphering and integrity may be started (see TS 25.331) without any new authentication procedure. Deduction of  the appropriate security keys for ciphering and integrity check in UMTS, depend on the current GSM/UMTS security context stored in the MS and the network.
The ME shall handle the UMTS cipher key and the UMTS integrity key according to Table 4.3.2.8.1. 

Table 4.3.2.8.1/TS 24.008: Intersystem change from GSM to UMTS
Security context established in MS and network in GSM

At intersystem change to UMTS:

GSM security context

An ME shall derive the UMTS cipher key and UMTS integrity key from the GSM cipher key provided by the SIM. The conversion functions named “c4” and “c5” in TS 33.102 are used for this purpose.

UMTS security context

An ME shall apply the UMTS ciphering key and the UMTS integrity key received from the UMTS security context residing in the SIM.

NOTE       A SIM with UMTS security context, passes the UMTS cipher key, the UMTS integrity key and the derived GSM cipher key to the ME independent on the current radio access being UMTS or GSM.

