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3.1 Definitions

Refer to 3G TS 22.060 and 3G TS 23.060.

2G-/ 3G- The prefixes 2G- and 3G- refersto functionality that supports only GSM-GPRS or UMTS,
respectively, e.g., 2G-SGSN refers only to the GSM-GPRS functionality of an SGSN. When the
prefix is omitted, reference is made independently from the GSM-GPRS or UMTS functionality.

3.3 Symbols

For the purposes of the present document, the following Symbols apply:

Gb Interface between a SGSN and a BSC.

Gi Reference point between the Packet Domain and an external packet data network.

Gn Interface between two GSNs within the same PLMN.

Gp Interface between two GSNs in different PLMNSs. The Gp interface all ows support of Packet
Domain network services across areas served by the co-operating PLMNSs.

Gs Interface between an SGSN and M SC.

lu Interface between the RNS and the core network. It is also considered as a reference point.

R The reference point between a non-ISDN compatible TE and MT. Typically this reference point
supports a standard serial interface.

Um The interface between the M S and the GPRS-GSM fixed network part. The Um interface isthe

GPRS GSM network interface for providing packet data services over theradio to the MS. The
MT part of the MSis used to access the GPRS GSM services through this interface.

Uu Interface between the mobile station (MS) and the UM TS fixed network part. The Uu interfaceis
the UMTS network interface for providing packet data services over the radio to the MS. The MT
part of the MS is used to access the UMTS services through this interface.

6.1 GSMGPRS

The following figure 2 shows the relationship of the GPRS-GSM Packet Domain Bearer, terminating at the SNDCP
layer, to the rest of the GPRSGSM Packet Domain environment. It is shown for reference purposes only and detailed
information can be found in 3G TS 23.060.

Access Access
point point
\Rel
SNDCP SNDCPY GTP-U GTP-U
LLC LLC UDP/ UDP/
\\Qﬁy// TCP TCP
RLC RLC BSSGP BSSGP P 5
MAC MAC | Network Network L2 L2
Service Service
GSM RF GSM RF | L1bis Libis L1 L1
Um Gb Gn Gi
MS BSS SGSN GGSN

NOTE: Inthe SGSN and GGSN UDP is mandatory. TCP is optional but recommended for X.25 services.

Figure 2: GRRS-User Plane_for Packet Domain services in GSM

3GPP
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6.2 UMTS

The following figure 2a shows the relationship of the UM TS Packet Domain Bearer, terminating at the PDCP layer, to
the rest of the UM TS Packet Domain environment. It is shown for reference purposes only and detailed information can
be found in 3G TS 23.060.

Access Access
point point
Relay Relay
PDCP PDCP GTP-U GTP-U GTP-U GTP-U
RLC RLC UDP/IP UDP/IP | UDP/IP UDP/IP
MAC MAC AALS AALS L2 L2
L1 L1 ATM ATM L1 L1
Uu lu-PS Gn Gi
MS RNS 3G SGSN GGSN

Figure 2a: UMTS-User Plane_for Packet Domain services in UMTS

7.1 Mobile Station Modes of Operation

Three GPRS-GSM M S modes of operation are identified: Class A, B, and C. These modes of operation are described in
3G TS 23.060.

Three UMTS MS modes of operation are supported in UMTS: A PS/CS mode of operation corresponds to class-A
mode of operation in GRRSGSM. A PS mode of operation corresponds to class-C mode of operation in GRRSGSM. A
CS mode of operation is out of scope in this specification.

7.3.8.1 GPRS2G-MS
It shall be possible to enquire and/or set the following parameters:

- Requested Quality of Service.

- Traffic Flow Template

- Compression on or off.

- TCP/IP Header Compression on or off.
- PDPaddress

- PDPtype

- Access Point Name (APN)

- Protocol configuration options (if required by the PDP type)

3GPP
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7.3.8.2 UMIS3G-MS

It shall be possible to enquire and/or set the following parameters:

- Requested Quality of Service.

- Traffic Flow Template

- Protocol Control Information Compression, on or off.
- PDP address

- PDPtype

- Access Point Name (APN)

- Protocol configuration options (if required by the PDP type)

9.1 Example mapping of functions between the R reference
point and the Packet Domain bearer for IP over PPP

The following example illustrates the case when the IP over PPP functionality is used in the MT. The example does not
include al the details of PPP, but only describes the logical operation of PPP connection establishment, host
authentication and | P configuration.

Each interface at the R reference point can support only one PPP connection and each PPP connection can support only
one |P session. Therefore, in PPP mode only one IP PDP context can be activated per interface at the R reference point.
However, it is possible for aPCMCIA card (or other multiplexed interfaces) to support multiple virtual interfaces
(communications ports) at the R reference point. Multiple PPP connections and | P contexts are possible in this case.

9.2 Example mapping of functions between the R reference
point and the Packet Domain bearer for IP over MCML PPP

When MCML isused instead of standard PPP [34] at the R-reference point, it is possible to support multiple |P sessions
on one MCML connection. Thisis achieved by using an additional MP header after the standard PPP header. MCML
provides two different M P headers, a 2-byte header to have four | P sessions and a 4-byte header to have sixteen |P
sessions multiplexed over the MCML connection.

Since both MP and MCML closely follow the PPP connection establishment and negotiation model described in section
9.1, itis not replicated in this section. The major differenceis the additional negotiation capabilities used during the
L CP configuration negotiation [44][45].

3GPP
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10 PPP Based Services

By means of the PDP type ‘' PPP'-GPRS Packet Domain may support interworking with networks based on the point-to-
point protocol (PPP), aswell aswith networks based on any protocol supported by PPP through one of its Network
Control Protocols (NCPs). It may also support interworking by means of tunnelled PPP, by e.g. the Layer Two
Tunnelling Protocol (L2TP). The protocol configurations are depicted in figures 8a and 8b.

TE R ref MT GGSN Gi ref
Application
L3
) I > ppp
L2 -——-——-p |2 _
GPRS Packet Domain
Bearer
L1 L1
Figure 8a: PPP Based Services (transparent PPP negotiation)
TE R ref MT GGSN Giref
Application
L3
e R et >
PPP PPP | PPP PPP
L2 - -—----p |2
Packet Domain Bearer
L1 L1

NOTE. In the above case the 'L2' protocol is compliant with [35].

Figure 8b: PPP Based Services (relayed PPP negotiation)

The ‘L3 protocol is anetwork layer protocol supported by one of the PPP NCP's. All protocols currently supported by
NCP'sarelisted in [36].

The PPP isawidely supported protocol in numerous operating systems and this alleviates the need for any Packet
DomainGPRS specific protocol at the TE. PPP at the GGSN shall comply with [34]. The Domain Name Server
information shall be delivered as defined in [40]. The delivery of any vendor-specific packets and options shall conform

to[41].

The ‘L2’ protocol may be the link layer protocol defined for the PPP suite [35]. As an dternative an 'L2' protocol can be
used which is defined as a manufacturer’ s operating system dependent protocol capable of carrying PPP frames over the
R reference point. In case the link layer protocol defined for the PPP suite [35] is used as'L2' protocol, the MT may

3GPP
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negotiate L CP options related to the 'L2' framing (e.g. '"ACCM' [35], 'ACFC' [34] and 'FCS-Alternatives [37]), with the
TE. The MT shall removethe'L1' and 'L2' specific framing from PPP frames in the uplink direction and add it in the
downlink direction (see figure 8b).

10.1  Example mapping of functions between the R reference
point and the GPRSPacket Domain bearer (transparent
PPP negotiation)

The following example illustrates the case when the PPP negotiation is carried out transparently between the TE and the
GGSN. The example does not include all the details of PPP, but only describes the logical operation of PPP LCP, host
authentication and PPP NCP negotiations.

TE R MT GGSN

1. AT command

2. PDP context Activation

hl >

3. AT respornise

4. LCP Configure-Request

5. LCP Configure Ack

6. LCP Configure-Request

7. LCP Configure Ack

8. Host authentication

9. NCP Configure-Request

10. NCP Configure Ack

Figure 9a: PPP Based Service (transparent PPP negotiation)

1) The TE issues AT commands to set up parameters and activate a PDP Context (refer to sub-clauseon AT
commands for further details).

2) The MT performs a PDP Context Activation as described in 3G TS 23.060.
3) TheMT sends AT responsesto the TE.

4) The PPP protocol in the TE sends an LCP Configure-Request. This command establishes a PPP link between the
TE and the GGSN.

5) The GGSN returns an LCP Configure-Ack to the TE to confirm that the PPP link has been established. The
GGSN might previously have sent an LCP Configure-Nak in order to reject some options proposed by the TE.
Thisin turn might have triggered a retransmission of the L CP Configure-Request with different options.

6) The PPP protocol in the GGSN sends an LCP Configure-Request in order to negotiate for the authentication
protocol used for authentication of the host TE towards the GGSN.

3GPP



Error! No text of specified style in document. 7 Error! No text of specified style in document.

7) The TE returns an LCP Configure-Ack to the GGSN to confirm the use of the specified authentication protocol.
The GGSN might previously have sent an LCP Configure-Nak in order to reject the protocol proposed by the TE.
Thisin turn might have triggered a retransmission of the L CP Configure-Request with different options.

8) The TE authenticates itself towards the GGSN by means of the negotiated protocol. If no authentication protocol
can be negotiated the GGSN may reject the PPP connection. Refer to GSM 09.61 for further details on the
authentication.

9) The PPP protocol in the TE sends to the GGSN an NCP Configure-Request. This command activates the network
layer protocol.

10) The GGSN acknowledges to the PPP protocol in the TE that the network layer protocol is now activated by
sending an NCP Configure-Ack command. Before sending an NCP Configure-Ack, the GGSN might previously
have sent an NCP Configure-Nak in order to reject some parameters proposed by the TE. Thisin turn might have
triggered aretransmission of the NCP Configure-Request with different parameter values.

3GPP
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3.2 Abbreviations

For the purposes of the present document, the following abbreviations apply:

APN Access Point Name

GGSN Gateway GPRS Support Node

GPRS Genera Packet Radio Service

GSN GPRS Support Node

GTP-U GPRS Tunnelling Protocol for user plane
HDLC High Level Data Link Control

ICMP Internet Control Message Protocol
IHOSS Internet Hosted Octet Stream Service
IETF Internet Engineering Task Force

IP Internet Protocol

IPv4 Internet Protocol version 4

IPv6 Internet Protocol version 6

LA Location Area

LAPB | ink-AccessProtocol Balanced

LCP Link Control Protocol

LLC Logical Link Control

MAC Medium Access Control

MCML Multi-Class Multi-Link PPP

ME Mobile Equipment

MP Multilink PPP

MS Mobile Station

MT Mobile Termination

NCP Network Control Protocol

osP Octet Stream Protocol

OSP:IHOSS Octet Stream Protocol for Internet Hosted Octet Stream Service
PAD Packet Assembler/Disassembler
PDCP Packet Data Convergence Protocol
PDN Packet Data Network

PDP Packet Data Protocoal , e.g., |P%25 or PPP
PDU Protocol Data Unit

PPP Point-to-Point Protocol

PS Packet Switched

PSPDN— Packet Switched-Public Data-Network
PTM Point To Multipaint

PTP Point To Point

PVC Permanent Virtual Circuit

RA Routing Area

SGSN Serving GPRS Support Node

SNDCP SubNetwork Dependent Convergence Protocol
TE Terminal Equipment

TFT Traffic Flow Template

TCP Transmission Control Protocol

UDP User Datagram Protocol

3GPP



Error! No text of specified style in document. 6 Error! No text of specified style in document.

6.1 GPRS

The following figure 2 shows the relationship of the GPRS Bearer, terminating at the SNDCP layer, to the rest of the
GPRS environment. It is shown for reference purposes only and detailed information can be found in 3G TS 23.060.

Access Access
point point
\Rel
SNDCP SNDCPY GTP-U GTP-U
LLC LLC UDP-+ UDP-+
N i i
RLC RLC BSSGP BSSGP P 5
MAC MAC | Network Network L2 L2
Service Service
GSM RF GSM RF | L1bis Libis L1 L1
Um Gb Gn G
MS BSS SGSN GGSN

Figure 2: GPRS User Plane

8 <deprecated>X-25-Based-Servicesfor GRPRS

3GPP
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Annex A (informative):
Summary of AT commands for the Packet Domain
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Thisinformative annex liststhe AT commands for the Packet Domain that are fully described in 3G TS 27.007.

Table A.1: Summary of AT commands for the packet domain

Command Description

+CGACT PDP context activate or deactivate

+CGANS Manual response to a network request for PDP
context activation

+CGATT PS attach or detach

+CGAUTO Automatic response to a network request for PDP
context activation

+CGCLASS PS mobile station class

+CGCLOSP Configure local Octet Stream PAD parameters

+CGCLPAD <deprecated>Cenfigure-local-triple-X-PAD
parameters

+CGDATA Enter data state

+CGDCONT Define PDP context

+CGEREP Control unsolicited PS event reporting

+CGPADDR Show PDP address

+CGREG Packet Domain network registration status

+CGQMIN Quality of service profile (minimum acceptable)

+CGQREQ Quality of service profile (requested)

+CGSMS Select service for MO SMS messages

Table A.2: Summary of Packet Domain Extensions to existing GSM AT commands
Command Description
+CEER Extended error report (refer to 27.007)
+CMEE Report mobile equipment error (refer to 27.007)
+CR Service reporting control (refer to 27.007)
+CRC Cellular result codes (refer to 27.007)

Table A.3: Summary of AT commands for Packet Domain modem compatibility mode

Command Description

A Answer — manual acceptance of a network request
for PDP context activation

D Dial — request Packet Domain service

H On-hook - manual rejection of a network request for
PDP context activation

S0 Automatic answering control - automatic acceptance
of a network request for PDP context activation

3GPP
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Annex B (informative):
Octet Stream Protocol (OSP) PDP type

B.1 Scope

The Octet Stream Protocol (OSP) is used to carry an unstructured octet (character) stream between the MS and GGSN.
It is used to provide a'character pipe' to allow a M S to communicate (viathe GGSN) with an arbitrary Internet host, or
other character-based service. Unlike PDP types such as | P and PPP-X-25, OSP has no existence outside the PLMN. In
the MSthere is a character stream at the R reference point together with some optional control signals. In the GGSN
there is arelay function, carrying the same character stream and control signals between the OSP entity and a fixed
network protocol stack.

3GPP
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1 Scope

This document defines the requirements for Packet Domain interworking between a:

a)PLMN and PSDN
b) PLMN and PDNIP-Networks

¢) PLMN and PLMN

2 References

(References to be cleaned up when release 99 is stable).

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

o References are either specific (identified by date of publication, edition number, version number, etc.) or non-
specific.

o For aspecific reference, subsequent revisions do not apply.
e For anon-specific reference, the latest version applies.

e A non-specific reference to an ETS shall also be taken to refer to later versions published as an EN with the same

number.

[1] GSM 01.04: "Digital cellular telecommunication system (Phase 2+); Abbreviations and acronyms".

[2] 3G TS 22.060: "Digital cellular telecommunication system (Phase 2+); General Packet Radio
Service (GPRS): Stage 1 Service Description".

[3] 3G TS 23.060: "Digital cellular telecommunication system (Phase 2+); General Packet Radio
Service (GPRS); Stage 2 Service Description ".

[4] GSM 03.61: "Digital cellular telecommunications system (Phase 2+); General Packet Radio
Service (GPRS); Point to Multipoint Multicast Service Description; Stage 2".

[5] GSM 03.62: "Digital cellular telecommunications system (Phase 2+); General Packet Radio
Service (GPRS); Point to Multipoint Group Call Service Description; Stage 2".

[6] GSM 03.64: "Digital cellular telecommunications system (Phase 2+);General Packet Radio Service
(GPRS); Overall description of the Radio interface; Stage 2.

[7] GSM 04.60: "Digital cellular telecommunications system (Phase 2+); General Packet Radio

Service (GPRS); Mobile Station (MS) - Base Station System (BSS) interface; Radio Link Control /
Medium Access Control (RLC/MAC) protocol”.
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(8]

(9]

[10]

[11]

[12]

[13]

[14]

[19]
[16]
[17]
(18]
[19]
[20]

[21]
[22]
(23]
[24]

[25]

[26]
[27]

[RFC2002]

[RFC2486]

GSM 04.64: "Digital cellular telecommunications system (Phase 2+); General Packet Radio
Service (GPRS); Logical Link Control (LLC)".

GSM 04.65: "Digital cellular telecommunications system (Phase 2+); General Packet Radio
Service (GPRS); Subnetwork Dependent Convergence Protocol (SNDCP)".

3G TS 27.060: "Digital cellular telecommunications system (Phase 2+); General Packet Radio
Service (GPRS); Mobile Station (MS) supporting GPRS".

CCITT Recommendation E.164: "Numbering plan for the ISDN era".

IETF RFC 768 (1980): "User Datagram Protocol" (STD 6).

IETF RFC 791 (1981): "Internet Protocol” (STD 5).

IETF RFC 792 (1981): "Internet Control Message Protocol” (STD 5).
IETF RFC 793 (1981): "Transmission Control Protocol" (STD 7).

IETF RFC 1034 (1987): "Domain Names — Concepts and Facilities' (STD 7).

<deprecated>Be

IETF RFC 1661 and 1662 (1994): “The Point-to-Point Protocol (PPP)” (STD 51).
IETF RFC 1700 (1994): “Assigned Numbers’ (STD 2).3
UMTS 24.008: "Mobile radio interface layer 3 specification; Core Network Protocols — Stage 3".

UMTS 29.060: "General Packet Radio Service (GPRS); GPRS Tunnelling Protocol (GTP) across
the Gn and Gp Interface".

Pat R. Calhoun and Charles E. Perkins, “Mabile IP Network Address Identifier Extension”,
October 1999. Work in progress (http://www.ietf.org/internet-drafts/draft-ietf-mobil eip-mn-nai-
05.txt ).

IETF RFC 2131 (1997): “Dynamic Host Configuration Protocol”.
IETF RFC 1542 (1993): “Clarification and Extensions for the Bootstrap Protocol”.

—IETF RFC 2002 (1996), C. Perkins. “1P Mobility Support”

IETF RFC 2486 (1999), B. Aboba and M. Beadles: “The Network Access Identifier”,
January 1999
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3.2 Abbreviations

For the purposes of the present document, the following abbreviations apply:

APN Access Point Name

ATM Asynchronous Transfer Mode

BG Border Gateway
BOC———Bell-Operating Company

CHAP Challenge Handshake Authentication Protocol
DHCP Dynamic Host Configuration Protocol
DNS Domain Name System
DSE—DataSwitch-Exchange

GGSN Gateway GPRS Support Node
GTP-U GPRS Tunnelling Protocol for user plane
& Interexchange Carrier

ICMP Internet Control Message Protocol
IETF Internet Engineering Task Force
IHOSS Internet Hosted Octet Stream Service
IP Internet Protocol

IPv4 Internet Protocol version 4

IPv6 Internet Protocol version 6

ISDN Integrated Services Digital Network
ISP Internet Service Provider
LATA——Loca-Accessand Transport-Area
LAPB Link Access Protocol Balanced

LAC L2TP Access Concentrator

LAN Local AreaNetwork

LNS L2TP Network Server

MIP Mobile IP

MS Mobile Station

MT Mobile Terminal

MTU Maximum Transfer Unit

NAI Network Access |dentifier

osP Octet Stream Protocol

OSP:IHOSS Octet Stream Protocol for Internet Hosted Octet Stream Service
PAP Password Authentication Protocol
PDCP Packet Data Convergence Protocol
PDN —Packet Data Network

PDU Protocol Data Unit

pPHE —  PacketHandler Function
K I dentificati I
PPP Point-to-Point Protocol
PS Packet Switched
bli I . I I
PSDN— Packet Switched DataNebwork
I . ! publi I

RADIUS Remote Authentication Dial In User Service
SGSN Serving GPRS Support Node

SMDS Switched Multimegabit Data Service

TE Termina Equipment

TEID Tunnel End-point Identifier

TCP Transmission Control Protocol

UDP User Datagram Protocol

3GPP
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5.2 Network Interworking

Network interworking is required whenever aPLMN is involved in communications with another network to provide
end-to-end communications. The PLMN shall interconnect in a manner consistent with that of anormal Packet Data

| Network (type defined by the requirements e.g. | P-RSBN-X-75). Interworking appears exactly like that of Packet Data
Networks.

5.3 Numbering and Addressing

See 3G TS 23.003 and the relevant sections for X-25-and-1P addressing below.

7.1 GPRS

The following Figure 2a shows the relationship of the GPRS Bearer terminating at the SNDCP layer to the rest of the
GPRS environment. It is shown for reference purposes only and detailed information can be found in 3G TS 23.060.

Access Access
point point
\Rel
SNDCP SNDCPY GTP-U GTP-U
LLC LLC UDP-+ UDP-+
w V FcP FcP
RLC RLC BSSGP BSSGP P 5
MAC MAC | Network Network L2 L2
Service Service
GSM RF GSM RF | L1bis Libis L1 L1
Um Gb Gn G
MS BSS SGSN GGSN

Figure 2a: GPRS Transmission Plane
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10 <deprecated>
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Packet Domain

Actual PSDN
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GGSN PSDN
Gi
X.25
Relay Relay
z(b%:SE) X.75

\

Packet Domain
Bearer LAPB LAPB

L1 L1
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3.1 Definitions

Refer to UMTS 22.060 and UMTS 23.060.

2G-/ 3G- The prefixes 2G- and 3G- refersto functionality that supports only GSM GPRS-or UMTS,
respectively, e.g., 2G-SGSN refers only to the GSM GPRSfunctionality of an SGSN. When the
prefix is omitted, reference is made independently from the GSM GPRS-or UMTS functionality.

3.3 Symbols

For the purposes of the present document, the following symbols apply:

Gb Interface between an SGSN and a BSC.

Gi Reference point between Packet Domain and an external packet data network.

Gn Interface between two GSNs within the same PLMN.

Gp Interface between two GSNs in different PLMNSs. The Gp interface allows support of Packet
Domain network services across areas served by the co-operating PLMNS.

Gs Interface between an SGSN and MSC.

lu Interface between the RNS and the core network. It is also considered as a reference point.

R The reference point between a non-ISDN compatible TE and MT. Typically this reference point
supports a standard serial interface.

Um The interface between the M S and the GPRS-GSM fixed network part. The Um interface isthe

GPRS GSM network interface for providing packet data services over the radio to the MS. The
MT part of the MSis used to access the GPRS-GSM services through this interface.

Uu Interface between the mobile station (MS) and the UMTS fixed network part. The Uu interface is
the UMTS network interface for providing packet data services over the radio to the MS. The MT
part of the MS is used to access the UMTS services through this interface.

7.1 GPRSGSM

The following Figure 2a shows the relationship of the GPRS-GSM Packet Domain Bearer terminating at the SNDCP
layer, to the rest of the GPRS-GSM Packet Domain environment. It is shown for reference purposes only and detailed
information can be found in 3G TS 23.060.

3GPP
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Access Access
point point
\Rel
SNDCP SNDCP TP-U GTP-U
LLC LLC UDP/ UDP/
\Qe{ 9/ TCP TCP
RLC RLC BSSGP BSSGP P P
MAC MAC | Network Network | L2 L2
Service Service
GSM RF GSM RF| Libis L1bis L1 L1
Um Gb Gn Gi
MS BSS SGSN GGSN

NOTE: Inthe SGSN and GGSN UDP is mandatory. TCP is optional but recommended for X.25 services.

’ Figure 2a: GPRSTransmissionUser Plane_for Packet Domain services in GSM

7.2 UMTS

The following figure 2b shows the relationship of the UMTS Packet Domain Bearer, terminating at the PDCP layer, to
the rest of the UMTS Packet Domain environment. It is shown for reference purposes only and detailed information can
be found in 3G TS 23.060.

Access Access
point point

! !

Relay, Relg/
PDCP PDCP GTP-U GTP-U GTP-U GTP-U
RLC RLC UDP/IP UDP/IP | UDP/IP UDP/IP
MAC MAC AALS AALS L2 L2
L1 L1 ATM ATM L1 L1
Uu lu-PS Gn Gi
MS RNS 3G SGSN GGSN

Figure 2b: UMTS-User Plane_for Packet Domain services in UMTS

11.2.1.3 Access to Internet, Intranet or ISP with Mobile IPv4

Genera

A way to alow users to roam from one environment to another, between fixed and maobile, between public and private
aswell as between different public systemsisto use Mobile IP [RFC2002]. Mobile IP (MIP) is a mobility management
protocol developed by IETF. The Mobile IP Foreign Agent (FA) [RFC2002] islocated in the Core Network in the

| GGSN. MIP also uses a Home Agent (HA) [RFC2002] which may or may not be located in a GPRSGSM/UMTS
network.

Interworking model for MIP

3GPP
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A FA islocated in the GGSN. The interface between the GGSN and the FA will probably not be standardised as the
GGSN/FA is considered being one integrated node. The mapping between these two is a matter of implementation.
Each FA must be configured with at least one care-of address. In addition a FA must maintain alist that combines |P
addresses with TEIDs of all the visiting MSs that have registered with the FA. 1P packets destined for the MS are
intercepted by the HA and tunneled to the MS's care-of address, i.e. the FA. The FA de-tunnels the packets and
forwards the packets to the MS. Mobile I P related signalling between the M S and the FA is donein the user plane. MIP
registration messages [RFC2002] are sent with UDP.

GGSN _
Gi
Foreign Agent
UDP UDP
IP IP
Packet Domain Bearer L2
L1

Figure 11c: The protocol stacks for the Gi IP reference point in the MIP signalling plane

TE MT SGSN GGSN Intranet/ISP
MIP Client Home Agent
IP >

IP with FA Functionality
Tunneli Tunndli
Phys. layers Packet Domain bearer (Tunneling) (Tunneling)
Lower Lower layer
layers ower layers

Figure 11d: Protocol stacks for user access with MIP

In Figure 11d: “(Tunneling)” isintended to show asymmetric traffic flow. Tunneling (IP-in-1P) is only used in the
direction from the | SP towardsthe MT.

Authentication of the user is supported in Mobile IPv4. This authentication mechanism may involve communication
with an authentication server (e.g. RADIUS), although thisis not shown in Figure 11d.

Address alocation - at PDP context activation no |P address is alocated to the MSindicated by 0.0.0.0. in the
“Requested PDP Address’ field. If the MS does not have a static | P address which it could register with the HA, it will
acquire a dynamic | P address from the HA [25]. After completion of the PDP activation the SGSN is informed of the
assigned | P address by means of the GGSN initiated PDP Context Modification Procedure.

A signalling scheme, shown in figure 11e, is described below. The PS attach procedures have been omitted for clarity.

3GPP
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IPv4 - Registration UMTS/GPRS + MIP, FA care-of address

MS
TE MT SGSN GGSN/FA Home
Network
1. AT Command (APN),, 2. Activate PDP
Context Request
(APN=MIPV4EA) & 3. Create PDP

'« Context Request
(APN=MIPvA4FA ) >

A Select suitable GGSN

4. Create PDP
; Context Response
5. Activate PDP
Context Accept < (no PDP address)
(no PDP address)

w

6. AT Command Response
|
P 7. Agent Advertisement

8. MIP Reqistration Requ

\4

9. MIP Registration Requﬁt

__10. MIP Registration Reply
10. MIP Registration Reply] «

A

 11. Update PDP Context \ ¥—_B. Insert home address

in PDP Context

Figure 11e: PDP Context activation with Mobile IP registration (the PS attach procedure not included)

1. The AT command carries parameters that the MT needs to request the PDP Context Activation. The important
parameter here, isthe APN (Access Point Name), see section A below. The AT command is followed by a setup of
the PPP connection between the MT and the TE, which are not included in the figure.

2. The MT sendsthe “Activate PDP Context Request” to the SGSN. The message includes various parameters of
which the “APN” (Access Point Name) and the “Reguested PDP Address’ are of interest here. The TE/MT may use
APN to select areference point to a certain external network or to select a service. APN isalogical name referring
to the external packet data network or to a service that the subscriber wishesto connect to. The “Requested PDP
Address’ should be omitted for all MS s using Mobile IP. Thisis done irrespective of if the MT has a permanently
assigned Mobile I P address from its Mobile I P home network, a previously assigned dynamic home address from its
Mobile IP home network or if it wishes the Mobile |P home network to allocate a“new” dynamic home address.

A. The SGSN will base the choice of GGSN based on the APN that is given by the MS.

3. The SGSN requests the selected GGSN to set up a PDP Context for the MS. The PDP address and APN fields are
the same as in the “ Activate PDP Context Request” message.

4. A Create PDP Context Response is sent from the GGSN/FA to the SGSN. If the creation of PDP Context was
successful, some parameters will be returned to the SGSN, if not, an error code will be returned. If the GGSN has
been configured, by the operator, to use a Foreign Agent for the requested APN, the PDP address returned by the

3GPP



Error! No text of specified style in document. 6 Error! No text of specified style in document.

10.

11.

GGSN shall be set to 0.0.0.0. indicating that the PDP address shall be reset by the MS with a Home Agent after the
PDP context activation procedure.

The Activate PDP Context Accept message is sent by the SGSN to the MS and contains similar information as the
Create PDP Context Response message.

The MT sendsan AT response back to the TE to confirm that the PDP context activation has been done.

The Agent Advertisement [RFC2002] isan ICMP (Internet Control Message Protocol) Router Advertisement
message with a mobility agent advertisement extension. The latter part contains parameters of the FA that the
mobile node needs, among those are one or more care-of addresses that the FA offers. This message should be sent,
in the YUMIFSIGPRSPacket Domain user plane, as an IP limited broadcast message, i.e. destination address
255.255.255.255, however only on the TEID for the requesting M S to avoid broadcast over the radio interface.

The Mobile |P Registration Request is sent from the mobile node to the GGSN/FA across the GPRSIUMTFSPacket
Domain backbone as user traffic. The mobile node includes its (permanent) home address as a parameter
[RFC2002]. Alternatively, it can request atemporary address assigned by the home network by sending 0.0.0.0 as
its home address, and include the Network Access Identifier (NAI) in aMobile-Node-NAI Extension
[23][RFC2486].

The FA forwards the Maobile IP Registration Request to the home network of the mobile node, where a home agent
(HA) processes it. Meanwhile, the GGSN/FA needs to store the home address of the mobile node or the NAI and
the local link address of the M S, i.e. the TEID (Tunnel Endpoint 1D).

The Registration Reply is sent from the home network to the FA, which extracts the information it needs and
forwards the message to the mobile node in the UMTS/GPRS Packet Domain user plane. Asthe FA/GGSN knows
the TEID and the NAI or home address, it can passit on to the correct MS.

The GGSN/FA extracts the home address from the Mobile | P Registration Reply message and updates its GGSN
PDP Context.

The GGSN triggers a“ GGSN initiated PDP Context modification procedure” in order to update the PDP addressin
the SGSN.

11.3  Numbering and Addressing

In the case of interworking with public IP networks (such as the Internet), the GPRS-PLMN operator shall use public
network addresses. These public addresses can be reserved from the responsible I P numbering body, or from an ISP
with which the GPRSPLMN operator has an agreement.

In the case of interworking with private IP networks, two scenarios can be identified:

3GPP
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| 1. The GPRS-PLMN operator manages internally the subnetwork addresses. Each private network is assigned a
unique subnetwork address. Normal routing functions are used to route packets to the appropriate private
network.

2. Each private network manages its own addressing. In general thiswill result in different private networks having
overlapping address ranges. A logically separate connection (e.g. an IP in IP tunnel or layer 2 virtual circuit) is
used between the GGSN and each private network. In this case the |P address alone is not necessarily unique.
The pair of values, Access Point Name (APN) and IP address, is unique.

’ The GPRS-PLMN operator allocates the IP addresses for the subscribersin either of the following ways.

| - The GPRSPLMN operator alocates a static | P address when the subscription record is built. The IP addressis
reserved from a pool of free |P addresses. Each external network hasits own pool of addresses.

| -  The GPRSPLMN operator alocates (either on its own or in conjunction with the external network) a dynamic IP
address when the M S performs the PDP Context Activation procedure with dynamic address allocation as
described in 3G TS 23.060.

12.2  PDN Interworking Model

The interworking point is at the Gi reference point. The GGSN for interworking with the ISP/PDN is the access point of
the Packet Domain (see Figure 13). The GGSN will either terminate the PPP connection towards the M S or may further
relay PPP frames to the PDN. The PPP frames may be tunnelled in e.g. L2TP.

GGSN Gi

PPP ppe-NeP || 53
supported ———
protocol | UDP |
or PPP

L2

L1

Figure 13: The protocol stacks for the Gi PPP reference point

In case the external PDN is an | P based network and the GGSN terminates PPP the same description applies as specified
insection 11.2.

In case the GGSN tunnels PPP frames to the PDN, the GGSN may behave like a LAC towards the external network.

3GPP
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12.2.1  Virtual dial-up- and direct Access to PDNSs, or ISPs through Packet
Domain

The access to PDNSs, or 1 SPs may involve specific functions such as: user authentication, user’s authorization, end to end
encryption between MS and PDN/ISP, allocation of a dynamic address belonging to the PLMN/PDN/ISP addressing
space, €tc.

For this purpose the PLMN may offer, based on configuration data:

— Direct accessto an |P based Intranet/| SP using a protocol configuration as depicted in figure 14. Here DHCP
and/or RADIUS are used between the GGSN and Intranet/I SP for performing the specific functions mentioned
above. The Packet Domain may also offer access to networks based on any protocol supported by PPP through
one of its Network Control Protocols (NCPs).

TE MT SGSN GGSN Intranet/ISP
DHCP/ DHCP/
PPP PPP RADIUS RADIUS
UDP UDP
IP IP
Phy. laver Packet Domain bearer Lower Lower lavers
y. lay layers ay
Figure 14: Protocol stack for direct access to IP-based Intranets/ISPs
— Virtua dial-up accessto a PDN with PPP frame tunnelling as depicted in figure 15.
TE MT SGSN GGSN LNS
(LAC)
PPP PPP eg.L2TP eg.L2TP
UDP UDP
IP IP
Phv. laver Packet Domain bearer Lower Lower lavers
y. [ay! layers ay

Figure 15: Protocol stack for virtual dial-up access with PPP frame tunnelling

3GPP
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13.2  PDN Interworking Model for DHCP

A DHCP relay agent shall be located in the GGSN used for interworking with the IP network asillustrated in the
following figure 16b.

GGSN
Gi
DHCP Relay Agent
UDP UDP
IP IP
Packet Domain Bearer L2
L1

Figure 16b: The protocol stacks for the Gi IP reference point for DHCP

The DHCP relay agent relays the requests received from the DHCP client to the DHCP server(s), and the replies
received from the server(s) to the corresponding client. The DHCP relay agent allows for the replies from DHCP servers
to be delivered to the correct terminal, as the logical connection from the MT terminates in the GGSN, and consequently
only the GGSN holds enough information to locate the DHCP client. How the DHCP relay agent -identifiesthe M T
based on the DHCP messages is out of the scope of GPRS-UMTS standardi sation.

DHCP provides mechanisms for user authentication and integrity protection, but does not offer any message
confidentiality, therefore additional mechanisms (e.g. |Psec tunnel) may be provided if the link towards the external
network is not secure. However thisis out of the scope of this specification.

Apart from the particulars mentioned above, this model is basically the same as the one for interworking with 1P
networks described elsewhere in this Specification. Using DHCP corresponds to the transparent access case as the
GGSN does not take part in the functions of authentication, authorisation, address allocation, etc.
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