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Response to Liaison Statement on security issues in VHE/OSA

TSG SA WG2 thanks TSG CN OSA for their Liaison statement NP-OSA-99025/S2-99D54 relating to security requirements. The liaison stated that, “It is the understanding of TSG CN OSA ad-hoc that security requirements are covered within the framework service capability features and that no additional security requirements have been identified”.

TSG SA WG2 would like to raise the following issue that relates to network and user security. Which is considered part of the open issue on authorization and administration of User Profile highlighted in the developing Stage 2 specification (TS 23.127).

The proposed OSA API provides to an Application, access to a Service Capability Server (SCSs). The authentication and authorization procedures of this API ensure that only verified applications gain access and that that access is only made available to the use of facilities and operations for which they have are authorized.

However in the current definition, there is a further level of security, which is not being addressed. There is, as yet, no mechanism specified for “authentication and authorization user access to the application and user specific data at the application”. Having authorized an application to use a specific method, there is no control over how that method is used or for which particular data set its use would be valid.

The Points are highlighted:

1. Secure User Agent to Application End-to End authentication.

2. Secure User Authorization to the Application via secure access to User Profile Data, (to verify that the User has subscription rights to specific applications) and

3. The transfer of a Secure User Identity (and possibly signature) to the application, to ensure that the Application can secure access to the Appropriate internal data store at the Application/Application Server 

Application Authentication to the User Agent (i.e. to make the UA to Application authentication mutual) also may be required dependent of the perceived security threats.

If not resolved, the lack of security between the UA and application could represent a significant breach of data confidentiality and also raise an issue of invasion of privacy. If OSA is specified for Release ’99 without significant consideration for security and resource control, it could render the OSA application interface unusable.

SA2 requests that SA3 give guidance as to the re-use of the mechanisms defined in the Security Architecture (TS 33.103) under development and on the perceived need for Mutual Authentication between the UA and Application. The CN OSA ad-hoc are requested to note the requirement for the “UA to Application and User Data, Authentication and Authorization”, for which SA2 and SA3 are currently specifying the details. Also to consider the specification work is being developed in SA3 (attached in the copy to go to CN OSA ad-hoc).

