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The document ‘3G Security: Security Principles and Objectives’ was approved from 3GPP TSG-SA #2 (SP-99043, Fort Lauderdale, 2-4 March 1999). In section 4.2 on ‘Weaknesses in Second Generation Security’ it is stated: 

“The following weaknesses in the security of GSM (and other second generation systems) will be corrected in 3G security:

(i)
...

(ii)
Cipher keys and authentication data are transmitted in clear between and within networks.

(iii)
...”

In section 6 it is also expressed that as a priority, 3G security will correct the weaknesses in second generation systems described in section 4.2.

Therefore, the attached document describes an ‘Extended Proposal for Securing MAP Based Transmission of Sensitive Data between Network Elements’, that provides confidentiality, authenticity and integrity of sensitive messages exchanged over the MAP protocol.

TSG SA WG3 kindly asks TSG SA WG 2, TSG CN and ETSI SAGE for comments in substance on the proposed mechanism until 1st of June. 

It is intended by TSG SA WG3 to extend the proposal based on comments and to prepare and approve a CR on the ‘3G Security: Security Architecture’ to replace the existing annex D at our next meeting in London (16-18 June, 1999).

Please send your comments directly to:


Dr. Stefan Pütz, T-Mobil


e-mail: stefan.puetz@t-mobil.de

