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=====  CHANGE =====
[bookmark: _Toc178586626]4.0.4	Content preparation
The content preparation feature is applicable to both downlink media streaming (where is is provisioned as part of the content hosting feature introduced in clause 4.0.2) and uplink media streaming (where is is provisioned as part of the content publishing feature introduced in clause 4.0.3). The content preparation feature enables a 5GMS Application Provider to specify content manipulation by network-side components of the 5GMS System according to provisioned Content Preparation Templates.
When a 5GMSd Application Provider has provisioned the content preparation feature for downlink media streaming:
1.	Network-side components of the 5GMS System may manipulate ingested media content and may cache the manipulated content prior to serving it to the 5GMSd Client in the UE. Content Preparation may include encoding, transcoding, packaging, encryption and protecting content using DRM.
When a 5GMSu Application Provider has provisioned the content preparation feature for uplink media streaming:
1.	Network-side components of the 5GMS System may manipulate the media content ingested from the 5GMSu Client in the UE and may cache the manipulated content prior to egesting it to the 5GMSu Application Provider.
=====  CHANGE =====
5.14	Content preparation of DRM-protected content
5.14.1	Scenario
A typical scenario is the following: The 5GMSd Application Server runs a content encoding and/or packaging service. However, in many cases, the content provider requires that the content is distributed with specific content and usage rights, referred to a Digital Rights Management (DRM). The DRM system is an implementation of content key management cooperating with the device’s media platform to enable playback of encrypted content while protecting the decrypted samples and content keys against potential attacks. The DRM system is comprised of two main components: a DRM server and a DRM client.
In a typical deployment scenario, the DRM system –including both key server and license server – is deployed externally to the 5GMS System in the 5GMSd Application Provider domain, but the encoding, encryption and packaging is assigned to the 5GMSd AS. This may, for example, be the case to adapt the content to the needs of mobile distribution, in combination with Content Preparation.
In order to complete the encryption tasks and presentation manifest generation, the 5GMSd AS needs to communicate with the DRM system to obtain all information for manifest generation, content encoding and packaging. In this case Content Protection Information is exchanged across 5GMSd reference points.
In order to address the scenario above, the following sub-functions of the 5GMSd Application Provider, the 5GMSd Application Server and the 5GMSd Client are defined:
-	5GMSd Application Provider:
-	Content Provider: a content provider providing content for distribution via 5GMSd with the provided content having assigned specific content and usage rights.
-	Authorization Server: provides authorization tokens that may be required for requesting a license from a license server.
-	DRM Server: a component of the DRM system that manages and enforces the access and usage rights of digital content. It typically includes a License Server and a Key Server. In certain cases, the DRM System can have embedded entitlement logic to decide for which request to grant a license and for which not, supported by an Authorization Server.
-	License Server: Provides data structures in a DRM system-specific format that includes one or more content keys and associates them with a policy that governs the usage of these content keys.
NOTE 1:	Multiple License Servers may be deployed in case of a multi-DRM system with common encryption.
-	Key Server: Responsible for generating, storing and managing encryption keys used to encrypt the content. Provides the encryption keys to the Encryptor during the content encryption process.
-	5GMSd Application Server:
-	Encoder: Converts ingested media content into a format suitable for 5GMSd distrbution. Typically generates multiple versions of the content at different bit rates to support adaptive streaming. May also produce different variants of the content, for example an HD version, a UHD version, and HDR version, etc.
- 	Encryptor: Applies encryption to the encoded content using encryption keys. This ensures that the content is protected and can only be accessed by authorized users. Communicates with the Key Server to obtain the encryption keys needed to encrypt the content.
-	Packager: Receives encrypted content from the Encryptor and formats it to comply with streaming protocols like DASH [X] and HLS [Y]. Also inserts DRM metadata into the packaged media segments.
-	Media Entry Point creator: Generates presentation manifest documents (e.g., DASH MPD, HLS M3U8) that describe how the content is organized and how it should be accessed at reference point M4d and played back. Those presentation manifests include DRM metadata that informs the Media Player about the encryption and how to obtain the decryption keys.
-	Content Hosting Server: A server hosting downlink media streaming resources, i.e. primarily Media Entry Points and media segments, and which includes information on the used DRM system.
-	5GMSd Client:
-	Media Platform: Enables playback of encrypted content while protecting the decrypted samples and content keys against potential attacks. Summarises the functions of media decapsulation, media decryption, media decoding and media rendering as defined in clause 4.2.2.
-	DRM Client: Processes licenses and enforcing the associated policies. Either handles the decryption of samples, or interacts with hardware decryption elements.
-	Media Player: A function using the Media Platform and the DRM system to play back encrypted content.
NOTE 2: In many DRM workflows, only the key identifiers (KIDs) are exchanged rather than the actual encryption keys. This approach enhances security by minimising the exposure of the actual keys.
5.14.2	Procedure
A typical example workflow for the scenario described in clause 5.14.1 is shown in figure 5.14.2-1.
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Figure 5.14.2-1: Procedure for encoding, packaging and encrypting content
The steps are as follows, highlighting in bold relevant information exchanged via 5GMSd reference points:
Content preparation phase:
1.	A content provider provides encoding instructions and rules for using the content to the content preparation and hosting system via reference points M1d/M3d as part of Content Preparation Template.
2.	The content provider provides raw content to the content preparation and hosting system via reference point M2d.
Trust establishment phase:
3.	The Encryptor/Packager and the DRM System (typically the License and Authorization Server as well as the Key Server) exchange public signing keys to establish a trusted communication via reference points M1d/M3d as part of Content Preparation Template. 
Content Protection Information construction phase:
4.	The Packager generates initial Content Protection Information that includes identification of the receivers and the various stream encoding criteria (usage rules).
5.	The Encryptor retrieves this information from the packager and requests one or several content keys from the key server by sending the signed Content Protection Information to a key server via reference point M2d.
6.	The Key Server generates content keys according to the request.
7.	The Key Server adds these content keys to the Content Protection Information, signs the Content Protection Information and sends it back to the encoder/packager via reference point M2d.
8.	The encryptor/packager extracts the content keys and stores them.
Content Protection Information distribution phase:
9.	The Encryptor/Packager sends the Content Protection Information to the DRM System via reference point M2d.
10.	The License Server verifies the Content Protection Information and imports keys or key identifiers into its database.
11.	The License Server sends the updated Content Protection Information to the Encryptor/Packager and the Manifest Creator including associated DRM System information via reference point M2d.
Presentation manifest and media segment generation phase:
12.	The Manifest Creator generates the presentation manifest (e.g. DASH MPD) and adds the Content Protection Information (DRM System specific information, key identifiers, etc.).
13.	The Manifest Creator uploads the presentation manifest to the Content Hosting.
14.	The Encryptor/Packager generates encrypted segments and adds the Content Protection Information (e.g. DRM System specific information).
15.	The Encryptor/Packager provides the encrypted segments to the Content Hosting.
Client requests and authorisation phase:
16.	The application requests an authentication for the user with the content provider via M8d.
17.	The application provider providers authorisation tokens via M8d.
18.	The application provides the tokens to the DASH Player and the DRM client.
19.	The Media Access Client requests the presentation manifest including Content Protection Information from the Content Hosting function on the 5GMSd AS via reference point M4d.
20.	The Media Access Client requests one or several licenses from the licensing server using key identifiers, possibly including authorization tokens via reference point M13d.
21.	The License Servers asks for user verification to the Authorisation Server and the user is verified by the Authorisation Server.
22.	The License Server requests the decryption keys from the key server based on the key identifiers and the Key Server provides the relevant content keys in response.
23.	The License Server provides a DRM license with one or multiple keys to the Media Access Client and DRM Client via reference point M13d.
Content delivery and decryption phase:
24.	The Media Access Client requests encrypted segments from the Content Hosting function of the 5GMSd AS via reference point M4d and the Media Access Client provides the encrypted segments in response.
25.	The Media Access Client extracts encrypted samples from the encrypted segments and provides them to the DRM Client.
26.	The DRM Client decrypts the samples using the DRM licence and content keys.
27.	The DRM System provides the decrypted samples to the Media Platform for playback.



	Comment by Rufael Mekuria: What does it mean content protection information it is not defined ?








	Comment by Rufael Mekuria: This also looks wrong to me


7. 	The License Server decrypts the keys and adds data to the content protection information.


	Comment by Rufael Mekuria: This is just one way certainly not the default way from our perspective, the content protection information does not include the keys only key id


	Comment by Rufael Mekuria: Same here this is not necessarily the way
	Comment by Rufael Mekuria: What about HLS cases does it make sense to only focus on dash not better to use the word streaming client


	Comment by Rufael Mekuria: Usually this is done by the underlying module handling DRM requests in practice this is usually separate from the DASH client, for example it can be done in EME
	Comment by Rufael Mekuria: Usually this is done by the underlying module handling DRM requests in practice this is usually separate from the DASH client, for example it can be done in EME




	Comment by Rufael Mekuria: Media platform is it defined ?i believe not

	Comment by Rufael Mekuria: So how is the media finally played out
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