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1.	Introduction:
With the approval of CR C6-180179 during CT6 #88, two different sources of IMSIs are possible in a Rel15 USIM – one source (EFIMSI) to be used when camping on 4G (and earlier) networks and the other source (EFSUPI) to be used when camping on 5G networks. The important point is that the CR doesn’t prevent the EFSUPI from containing an IMSI value that is different from what is stored in the EFIMSI and this can lead to multiple serious issues.
The purpose of the present discussion document is to describe the various critical issues caused by having two different IMSIs in a Rel15 USIM, when used with a Rel15 ME.
For simplicity, in this document, the IMSIs from EFIMSI and EFSUPI are called as IMSI_1 and IMSI_2 respectively.

2.	Discussion:
Following are some of the critical areas that are impacted:
1. Personalization: The personalization of the ME is defined in TS 22.022. All categories described in that specification are based on the comparison of code groups stored in the ME against various values, including the IMSI, read from the SIM/USIM.
If an operator intends to lock its ME according to above mentioned procedures, suddenly it becomes unclear which IMSI shall the operator lock the ME to - IMSI_1 or IMSI_2? Similarly, it is unclear which IMSI from the USIM shall be used by the ME during the comparison. The introduction of this CT6 CR causes TS 22.022 to become vague.
It should be noted that this has obvious security implications, as personalization is widely used by many operators to protect the subsidy of MEs. The presence of two different sources of IMSI value opens the door for attacks that can be performed with a cheap man-in-the-middle, by users interested in circumventing those restrictions. For example, if an ME (that is expected to successfully register on a 5G network with the IMSI in its EFSUPI) is personalized with IMSI_1 in the wake of “now” vague 22.022 specification, a man-in-the-middle may spoof the ME’s IMSI in EFIMSI to be IMSI_1. Now, the device is unlocked and attempts successful registration on the 5G network using IMSI in its EFSUPI. If the same IMSI was used for personalization and network registration, such a security implication wouldn’t occur.

It is also important to note that the personalization check procedure is executed by the ME during the USIM initialization and whether the UE will camp on 4G or 5G is not known at that time. Hence there is no way for the ME to know whether to read IMSI_1 or IMSI_2 from the USIM for personalization check purposes.
2. GBA bootstrapping using USIM application: From TS 33.220 and TS 23.003 clause 13, the IMPI used for the GBA bootstrapping procedure may be derived from the IMSI in the USIM. With this CT6 CR it becomes unclear which IMSI shall be used in this procedure. Moreover, in future, if it is decided to have SUPI as non-IMSI format for 3gpp access, SA1/SA3 may decide to keep the IMSI for this procedure. In that case IMSI from EFIMSI may continue to be used for this procedure.
3. Authentication for WLAN Access: From TS 23.003, IMSI from USIM is used for authentication over WLAN access. With this CT6 CR it now becomes unclear which IMSI shall be used for this access. Moreover, in future, if it is decided to have SUPI as non-IMSI format for 3gpp access, SA1/SA3 may decide to just keep IMSI for this procedure. In that case IMSI from EFIMSI may continue to be used for this WLAN access.
4. Breaks interworking: For Rel15 interworking between 5GS and EPS, SA1 and SA2 assume that the UE has same subscriber identifier (IMSI) for EPS and 5GS. If the two IMSIs are different, it would not be possible to transfer sessions between EPS and 5GS. Refer to TS 23.501 clause 5.9.2 that says: “For interworking with the EPC, the SUPI allocated to the 3GPP UE shall always be based on an IMSI to enable the UE to present an IMSI to the EPC.”.
5. Breaks existing IMSI switch procedure: Several operators use IMSI switch procedure to facilitate roaming. This solution allows the USIM to change the content of the EFIMSI (and few other EFs) based on the location of the UE. Having multiple places in the USIM for configuring the IMSI breaks the IMSI switch application, which today only switches IMSI_1 in EFIMSI. The application now needs extra logic to decide whether to switch IMSI_1 or IMSI_2 or both. While technically this is possible, it should be noted that this change is likely to cause problems in the field, resulting in several proprietary solutions.
6. Operators now have the burden to ensure provisioning of IMSIs at both places in the USIM, which increases the scope for potential misconfiguration of USIMs in the field and in the test houses. And as mentioned above, misconfiguration of IMSIs affects important procedures.
7. TS 23.003 clause 2.1 indicates “A unique International Mobile Subscription Identity (IMSI) shall be allocated to each mobile subscriber in the GSM/UMTS/EPS system.”. The possibility to have two separate IMSI values for the same subscriber potentially active at the same time seems to violate the requirement above (even though the quoted text doesn’t explicitly include 5GS now, but CT1 may add it).

3.	Conclusion:
CT6 is not solving any problems by having multiple sources of IMSIs in the USIM. On the other hand, having multiple active IMSIs in the same USIM brings with it the potential to cause issues mentioned above.
Also, there is no requirement in SA1 that mentions having separate subscriber identities for registering on 4G and 5G. SA2 architecture has been thought through with the assumption of a single subscriber identity.
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