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	Reason for change:
	3GPP TS 33.223 on “GBA Push function” specifies a mechanism to bootstrap the security between a NAF and a UE, without forcing the UE to contact the BSF to initate the bootstrapping. GBA Push is aimed for both GBA_U and GBA_ME environments. 

Mechanisms/functionalities in the UE to process GBA Push Information (GPI) messages when the USIM application is the target of the GPI messages, as described in 3GPP TS 33.223, are not available/missing within CT6 specifications. 

Clause 5.1.4 of 3GPP TS 33.223 describes the procedure in the UE (text in bold corresponds to actions impacting the ME-UICC interface). 
1.
UE receives GPI. The parameters of the GPI are defined in clauses 5.2.1 and 5.3.5.

2. If the App_Lbl in the GPI is included, then if the App_Lbl:

a. indicates a USIM or ISIM application which is already active then the UE continues processing from step 4.

b.  indicates a USIM application different from the currently active USIM application, then the ME shall reject the request, as there at most, only can be one USIM active at one time.

c.  indicates a ISIM application different from the currently active ISIM application(s), then the ME shall not terminate the currently active ISIM application(s), but instead the ME shall activate the ISIM application as defined in TS 31.101 [15], as the UE is allowed to have several ISIM applications active simultaneously.

3.
If the App_Lbl in the GPI is undefined, the UE determines the UICC application to use from used delivery channel of the GPI (e.g. SMS, MMS, SIP Message, etc) or from other context information.

4.
UE checks if it has received the same GPI earlier.

a.
If the GPI corresponds to an already existing NAF SA (this can be achieved by comparing the RAND value in the new GPI with the RAND value in an existing NAF SA), then the GPI is silently dropped and the GPI processing terminated.

b.
If the GPI corresponds to an incomplete NAF SA, the Ks indicated by GPI is activated and processing continues from step 7 (step 8 describes how an incomplete SA may appear).

NOTE 1:
To handle retransmissions efficiently the UE benefits from only invoking a UICC application after checking that the GPI does not correspond to an already existing NAF SA. The check can be done by comparing the received (RAND, AUTN(*), App_Lbl) triplet with the corresponding triplets associated with existing NAF SAs.
5.
The UE reads the GPI version number and selects the corresponding GPI integrity and ciphering algorithms. If the UE does not support this GPI version, the GPI is silently dropped and the GPI processing is terminated.

6.
If the UICC application is active or can be activated the UE initiates derivation of the Ks by issuing an Authenticate command to the UICC. The type of Authenticate command is determined by the indicated U/M-mode in the GPI, i.e. if GBA_ME or GBA_U should be used. If the authenticate command returns a failure the GPI processing ends.

If U/M indicates use of GBA_U, the generated Ks will effectively be generated on the UICC and not deleted until next GBA_U Ks is established using Authenticate command. The ME shall restrict NAF-key generation procedures using the generated Ks on the UICC to only be allowed for the NAF SA generation associated with the ongoing GBA-Push procedure. 

7.
The ME initiates the derivation of the GPI protection keys and other parameters needed for GPI integrity checking and deciphering of the confidentiality protected parts. This processing is defined in clause 5.3

8.
The ME checks the integrity of the GPI message. If the integrity check fails, the following procedure is followed:

a.
With GBA_ME, the derived Ks is stored and marked as incomplete and the GPI processing ends. 

b.
With GBA_U, the Ks was stored by the authenticate command. The Ks identity, which normally would be B-TID (see TS 33.220 [1]) is set to RAND@'undefined'. The GPI processing ends. 

9.
The ME deciphers the confidentiality protected parts of the GPI using the algorithms defined by the GPI version number and the GPI confidentiality protection keys.

10.
The UE initiates the derivation of the NAF-Key (s), Ks(_int/ext)_NAF, using the NAF_Id received in the GPI. The key derivation is defined as specified in TS 33.220 [1]. For GBA_ME, the ME deletes the Ks after the derivation of the NAF-Key is completed.

NOTE 1A: In the case of common implementation of GBA and GBA Push, care should be taken that this deletion rule only applies to GBA Push-based Ks. 

11.
The NAF SA consisting of the NAF-key(s) and associated parameters is stored. 

NOTE 2:
When GBA_U is used, two NAF-keys will be generated i.e. a Ks_ext_NAF will be stored in the ME and a Ks_int_NAF will be stored on the UICC. Both keys will be part of the NAF SA.
------------------------------------------------------------------------------------------------
In case that the USIM application is the target of the GPI message, the missing mechanims/functionalities are the following:

· The USIM application shall derive the GPI protection keys from the key Ks (generated in step 6 of the  procedure) and send them back to the ME in order to enable the ME to check the integrity of the GPI message. In case of GBA_U, the ME does not know the key Ks (generated in step 6) and is not capable to derive the GPI protection keys required in step 11. 
· The USIM application shall store the NAF SA (Security Association shared between the NAF and the UE) as described in table 5.2.3-1 of 3GPP TS 33.203. 
 

	
	

	Summary of change:
	In case that the USIM application is the target of the GPI message, the missing mechanims/functionalities are the following:

· The USIM application shall derive the GPI protection keys and send them back to the ME, without computing and storing the associated Ks_int_NAF keys.

	
	

	Consequences if not approved:
	The specification is not complete and the GPI processing cannot be performed for GBA Push.
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START of 1st CHANGE

2
References

[xx]
3GPP TS 33.223: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA) Push function".
END of 1st CHANGE
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START of 2nd CHANGE

3.3
Abbreviations

For the purposes of the present document, the following abbreviations apply:

3GPP
3rd Generation Partnership Project

[…]

DCK
Depersonalisation Control Keys

DF
Dedicated File

DO
Data Object

EF
Elementary File

EPS
Evolved Packet System

FCP
File Control Parameters

FFS
For Further Study
GPI 
GBA Push Information
GSM
Global System for Mobile communications

HE
Home Environment

HNB
Home NodeB

HeNB 
Home eNodeB

[…]

END of 2nd CHANGE
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START of 3rd CHANGE

4.2.8
EFUST (USIM Service Table)

This EF indicates which services are available. If a service is not indicated as available in the USIM, the ME shall not select this service.

	Identifier: '6F38'
	Structure: transparent
	Mandatory

	SFI: '04'
	

	File size: X bytes, (X ≥ 1)
	Update activity: low

	Access Conditions:


READ
PIN


UPDATE
ADM


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1
	Services n(1 to n(8
	M
	1 byte

	2
	Services n(9 to n(16
	O
	1 byte

	3
	Services n(17 to n(24
	O
	1 byte

	4
	Services n(25 to n(32
	O
	1 byte

	etc.
	
	
	

	X
	Services n((8X‑7) to n((8X)
	O
	1 byte


	‑Services
	
	

	   Contents:
	Service n°1:
	Local Phone Book

	
	…
	…

	
	Service n°105
	URI support for MO SHORT MESSAGE CONTROL

	
	Service n°yy
	GBA Push


END of 3rd CHANGE
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START of 4th CHANGE

7.1.1
Command description

The function can be used in several different contexts:

-
a 3G security context, when 3G authentication vectors (RAND, XRES, CK, IK, AUTN) are available (i.e. the UE is located in the UTRAN, or in a GSM radio access network which is connected to a 3G or 3G capable VLR/SGSN), or

-
a GSM security context, when GSM authentication data are available only (i.e. the UE is located in the GSM radio access network which is connected to a non-3G capable VLR/SGSN)

-
a VGCS/VBS security context, when VGCS/VBS authentication data is available

-
a GBA_U security context, when a GBA bootstrapping procedure is requested

-
a MBMS security context, when a MBMS security procedure is requested

-
a Local Key Establishment security context, when a Local Key Establishment procedure is requested.
The function is used in GSM or 3G security context during the procedure for authenticating the USIM to its HE and vice versa. In addition, a cipher key and an integrity key are calculated. For the execution of the command the USIM uses the subscriber authentication key K, which is stored in the USIM.

The function is used in VGCS/VBS security context during the procedure for retrieving the VGCS/VBS Short Term Key (VSTK) used by the terminal in establishing VGCS/VBS calls. 
The function is used in GBA security context in three different modes:

a)
Bootstrapping Mode: during the procedure for mutual authenticating of the USIM and the Bootstrapping Server Function (BSF) and for deriving bootstrapped key material from the AKA run. 

b)
NAF Derivation Mode: during the procedure for deriving Network Application Function (NAF) specific keys from previous bootstrapped key material.
c) 
GPI Derivation Mode: during the GBA Push procedure in the UE for deriving the GPI protection keys from the key Ks.
The function is used in MBMS security context in two different modes:

a)
MSK Update Mode: during the procedure for updating an MBMS Service Key (MSK).

b)
MTK Generation Mode: during the procedure for retrieving the MBMS Traffic Key (MTK) used by the terminal to decrypt MBMS data. 

The function is related to a particular USIM and shall not be executable unless the USIM application has been selected and activated, and the current directory is the USIM ADF or any subdirectory under this ADF and a successful PIN verification procedure has been performed (see clause 5).

END of 4th CHANGE

------------------------------------------------------------------------------------------------------------------------------------------
START of 5th CHANGE

7.1.1.5
GBA security context (NAF Derivation Mode and GPI Derivation Mode)

USIM operations in GBA security context are supported if service n°68 is "available".

The USIM receives the NAF_ID and IMPI. 
If USIM operations for GBA security context for GBA Push derivation are supported and the NAF_ID equals to 'GPI_integrity' or 'GPI_confidentiality' or 'GPI_IV' (GPI derivation mode) then the USIM derives only the Ks_ext_NAF as defined in TS 33.223 [xx] using the key material from the previous GBA_U bootstrapping procedure.
If the NAF_ID is different from 'GPI_integrity' and 'GPI_confidentiality' and 'GPI_IV' (NAF derivation mode), the USIM performs Ks_ext_NAF and Ks_int_NAF derivation as defined in TS 33.220 [42] using the key material from the previous GBA_U bootstrapping procedure.
If no key material is available this is considered as a GBA Bootstrapping failure and the USIM abandons the function. The status word ‘6985’ (Conditions of use not satisfied) is returned. 
Otherwise, for the NAF derivation mode, the USIM stores Ks_int_NAF and associated B-TID or P-TID together with NAF_ID. The Ks_int_NAF keys related to other NAF_Ids, which are already stored in the USIM, shall not be affected. The USIM updates EFGBANL as follows: 

-
If a record with the given NAF_ID already exists, the USIM updates the B-TID or P-TID field of this record with the B-TID or P-TID value associated to the GBA_U bootstrapped key involved in this GBA_U NAF derivation procedure.

-
If a record with the given NAF_ID does not exist, the USIM uses an empty record to store the NAF_ID and the B-TID or P-TID value associated to the GBA_U bootstrapped key involved in this GBA_U NAF Derivation procedure.

NOTE:
According to TS 33.220 [42], the USIM can contain several Ks_int_NAF together with the associated B-TID and NAF_ID, but there is at most one pair of Ks_int_NAF and associated B-TID stored per NAF_ID.
-
In case no empty record is available the USIM shall overwrite an existing record to store the NAF_ID and the B-TID or P-TID value associated to the GBA_U bootstrapped key involved in this GBA_U NAF Derivation procedure. To determine the record to overwrite, the USIM shall construct a list of record numbers by storing in the list first position the record number of the last used (i.e. involved in an Authentication command) or derived Ks_int_NAF and by shifting down the remaining list elements. The last record number in this list corresponds to the record to overwrite when the USIM runs out of free records. If an existing record corresponding to a Ks_int_NAF key in use is overwritten, the application Ks_int_NAF shall not be affected (e.g. in case a Ks_int_NAF was put into use as an MBMS MUK key, the MUK key shall continue to be available for the MBMS application).

Then, the USIM returns Ks_ext_NAF.
Input:

‑
NAF_ID, IMPI

Output:

-
Ks_ext_NA
END of 5th CHANGE
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