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	Based on the conclusions study item FS_GBA_U_API (UID: 960004), 
[bookmark: OLE_LINK1]GBA_U package can be defined for cryptographic operations (i.e. encryption/decrpytion, signature) using Ks_int_NAF key which is derived from the Long Term Key of the UICC during the GBA_U process from USIM or ISIM.

	
	

	Summary of change:
	TS 31.130 specification document
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[bookmark: _Toc44960857][bookmark: _Toc138676620][bookmark: _Toc138676710][bookmark: _Toc36654586][bookmark: _Toc29397666][bookmark: _Toc29398788][bookmark: _Toc10738250][bookmark: _Toc36648798][bookmark: _Toc50982498][bookmark: _Toc138676708][bookmark: _Toc50984669][bookmark: _Toc20396084][bookmark: _Toc57111937]**************************** Start of changes ********************************
[bookmark: _Toc20398623][bookmark: _Toc31792647][bookmark: _Toc3210441][bookmark: _Toc138758667]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies.  In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	ETSI TS 101 220: "Integrated Circuit Cards (ICC); ETSI numbering system for telecommunication; Application providers (AID)".
[2]	ETSI TS 102 241 V15.0.0: "UICC API for Java Card™"
[bookmark: OLE_LINK3][3]	3GPP TS 31.102: "Characteristics of the USIM Application".
[4]	3GPP TS 51.011 Release 4: "Specification of the Subscriber Identity Module- Mobile Equipment (SIM – ME) interface".
[5]	3GPP TS 23.041: "Technical realization of Cell Broadcast Service (CBS)".
[6]	3GPP TS 31.101: "UICC-terminal interface; Physical and logical characteristics".
[7]	3GPP TS 31.111: "USIM Application Toolkit (USAT)".
[8]	3GPP TS 51.014 Release 4: "Specification of the SIM Application Toolkit for the Subscriber Identity Module – Mobile Equipment (SIM – ME) interface".
[9]	3GPP TS 31.115: "Secured packet structure for the (U)SIM Toolkit applications".
[10]	3GPP TS 23.040: "Technical realization of the Short Message Service (SMS)".
[11]	Void.
[12]	Void.
[13]	Void.
[14]	3GPP TS 23.032: "Universal Geographical Area Description (GAD)".
[15]	IEC 61162-1: "Maritime navigation and radio communication equipment and systems – Digital interfaces".
[16]	3GPP TS 23.003: "Numbering, Addressing and Identification".
[xx]	3GPP TS 31.103: "Characteristics of the IP Multimedia Services Identity Module (ISIM) application".
[yy]                     3GPP TS 33.220: "Generic Authentication Architecture (GAA);Generic Bootstrapping Architecture (GBA)"
**************************** Next of changes ********************************
[bookmark: _Toc3210461][bookmark: _Toc20398643][bookmark: _Toc31792667][bookmark: _Toc138758687]9	SUCI API
The SUCI API consists of the package uicc.usim.suci. This package defines services to allow an Applet to perform a SUCI computation upon reception of terminal request.
If an applet has registered an object implementing the interface SUCICalculator to the USIM application, then when the ME sends a GET IDENTITY APDU Command in SUCI context to this USIM application, the (U)SAT framework shall invoke the getSUCI method in order to retrieve the SUCI to be returned to the ME. Only one object can be registered per USIM application. The reference to the object is needed to dereference the object. If no object is registered, the USIM shall return the SUCI computed by its own means, according to the USIM configuration.
When SUPI type is IMSI, and Identity Context is SUCI 5G NSWO, the (U)SAT framework shall convert the SUCI returned by getSUCI in SUCI NAI format (see TS 23.003 [16]).
If an exception is raised, the (U)SAT framework behaviour is implementation specific.
X	GBA_U API
[bookmark: _Toc3210450][bookmark: _Toc20398632][bookmark: _Toc31792656][bookmark: _Toc138758676]X.0	Overview
[bookmark: OLE_LINK4]The GBA_U API consists of the package uicc.usim.gba_u. This package defines services to allow an applet to perform cryptographic operations (i.e. encryption or signature) using Ks_int_NAF, as defined in TS 33.220 [yy], which is remained on UICC and is derived during GBA_U procedures as defined in TS 31.102 [3] for USIM or in TS 31.103 [xx] for ISIM.
During the initialization of cryptographics objects (i.e. GBAUCipher, GBAUSignature classes) using init() methods:
· the application (i.e. USIM, ISIM) hosting the Ks_int_NAF is specified through adfAID, adfAIDOff and adfAIDLen parameters
· the NAF_ID is specified through nafID, nafIDOff and nafIDLen parameters.
· the framework shall check whether the applet is defined with corresponding NAF_ID for requested application ADF AID (i.e. USIM, ISIM) as defined in clause X.1,
If the applet is authorized to use the Ks_int_NAF, then the framework shall check additionnally:
· the GBA service is available in requested application (for USIM as defined in TS 31.102 [3], i.e. Service n°68 is "available" in UST or for ISIM as defined in TS 31.103 [xx], i.e. Service n°2 is "available" in IST)
· the GBA_U bootstrap procedure was executed as defined in TS 31.102 [3] or TS 31.103 [xx]
· the GBA_U NAF derivation was executed as defined in TS 31.102 [3] or TS 31.103 [xx]
· the NAF_ID associated to the calling applet is included in EFGBANL
If all conditions are satisfied the cryptographics objects are then initialized and returned, otherwise the framework shall raise an exception with associated reason defined in GBAUException or javacard.security.CryptoException classes.
[bookmark: _Toc31792670][bookmark: _Toc20398646][bookmark: _Toc3210464][bookmark: _Toc138758690]X.1	Access control
On the initialization of cryptographics objects (i.e. init() method from GBAUCipher, GBAUSignature classes) the framework shall check:
· the adfAID, adfAIDOff and adfAIDLen parameters refer to an existing USIM or an existing ISIM
· the EFAC_GBAUAPI as defined in TS 31.102 [3] or TS 31.103 [xx] is present in the corresponding ADF
· at least one record of the EFAC_GBAUAPI matches with:
· the caller applet's AID of the AID value and 
· the nafID, nafIDOff and nafIDLen parameters of the NAF_ID value
If all conditions are satisfied the cryptographics objects are then initialized and returned, otherwise the framework shall raise a GBAUException exception with reason code GBA_U_UNALLOWED_ACCESS.
**************************** Next of changes ********************************
Annex C (normative):
(U)SIM API package version management
[bookmark: OLE_LINK20]The following table describes the relationship between each TS 31.130 specification version and its packages AID and Major, Minor versions defined in the export files.


	uicc.usim.access package

	TS 31.130
	Major, Minor
	AID


	
	1.0
	A000000087 1005 FFFF FFFF 89 13 100000

	7.7.1
	1.1
	

	8.3.0
	1.2
	

	9.1.0
	1.3
	

	12.0.0
	1.4
	

	17.0.0
	1.5
	

	17.1.0
	1.6
	

	17.3.0
	1.7
	




	uicc.usim.toolkit package

	TS 31.130
	Major, Minor
	AID

	
	1.0
	A000000087 1005 FFFF FFFF 89 13 200000

	7.1.0
	1.1
	

	7.2.1
	1.2
	

	7.7.1
	1.3
	

	7.9.0
	1.4
	

	8.3.0
	1.5
	

	9.1.0
	1.6
	

	9.4.0
	1.7
	

	10.4.0
	1.8
	

	14.2.0
	1.9
	

	17.0.0
	1.10
	

	17.1.0
	1.11
	




	uicc.usim. geolocation package

	TS 31.130
	Major, Minor
	AID

	
	1.0
	A000000087 1005 FFFF FFFF 89 13 300000

	13.1.0
	2.0
	




	[bookmark: OLE_LINK7]uicc.usim.suci package

	TS 31.130
	Major, Minor
	AID

	15.1.0
	1.0
	A000000087 1005 FFFF FFFF 89 13 400000




	uicc.usim.gba_u package

	TS 31.130
	Major, Minor
	AID

	18.x.0
	1.0
	A000000087 1005 FFFF FFFF 89 13 500000



[bookmark: OLE_LINK6]The package AID coding is defined in ETSI TS 101 220 [1]. The (U)SIM API packages' AID are not modified by changes to Major or Minor Version.
The Major Version shall be incremented if a change to the specification introduces byte code incompatibility with the previous version.
The Minor Version shall be incremented if a change to the specification does not introduce byte code incompatibility with the previous version.
For a table describing the versioning of a package, a line is introduced only upon changes of Major or Minor version of its package.
The package uicc.usim.access contains only constants, therefore it may not be loaded on the UICC.
**************************** End of changes ********************************
