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***** start of changes *****
15.1A.1.2	Conformance requirement
1)	The UE shall support the EAP based primary authentication and key agreement procedure.
2)	The ME shall forward the RAND and AUTN received in EAP message IE with EAP-request/AKA'-challenge within the AUTHENTICATION REQUEST message to the USIM.
3)	The ME shall return the EAP message IE with EAP-response/AKA'-challenge in AUTHENTICATION RESPONSE message.
4)	As a result of successful authentication procedure and upon receipt of the EAP Success message, the 5G NAS security context parameters shall be stored on the USIM if the corresponding file is present on the USIM when entering state 5GMM-DEREGISTERED.
5)	If With service n°122 is "available", the ME shall store KAMF with the associated key set identifier, the UE security capabilities, and the uplink and downlink NAS COUNT values in EF5GS3GPPNSC on the USIM.
6)	If With service n°123 is "available" and service n°133 is "available" the ME shall store the KAUSF, KSEAF for 3GPP access, KSEAF for non-3GPP access, SOR counter and UE parameter update counter in the EF5GAUTHKEYS on the USIM.
Reference:
-	3GPP TS 31.102 [4], clauses 4.4.11.3, 4.4.11.4 and 4.4.11.6;
-	3GPP TS 33.501 [41], clause 6.1.3.1;
-	3GPP TS 24.501 [42], clause 5.4.1.2 and Annex C.
[…]
***** next change *****
[bookmark: _Toc146300359][bookmark: _Toc146300363]15.1A.1.3	Test purpose
1)	To verify that the ME forwards the RAND and AUTN received in EAP-request/AKA'-challenge within EAP message IE to the USIM.
2)	To verify that the ME returns the EAP message IE with EAP-response/AKA'-challenge in AUTHENTICATION RESPONSE message indicating the response calculated in the USIM (RES).
3)	To verify that the ME stores 5G NAS security context parameters, consisting of KAMF with the associated key set identifier in EF5GS3GPPNSC on the USIM ifwhere service n°122 is "available".
4)	To verify that the ME stores the KAUSF, KSEAF for 3GPP access, KSEAF for non-3GPP access, SOR counter and UE parameter update in the EF5GAUTHKEYS on the USIM if  where service n°123 is "available" and service n°133 is "available".
***** next change *****
15.1A.1.5	Acceptance criteria
1)	After step a) the ME shall read EFUST, EF5GS3GPPNSC and EF5GAUTHKEYS.
2)	During step c) the UE shall indicate within the REGISTRATION REQUEST for the NAS key set identifier that no key is available.
3)	In step d) the ME forwards the RAND and AUTN received in EAP message IE with EAP-request/AKA'-challenge message to the USIM.
4)	In step e) the ME shall send AUTHENTICATION RESPONSE message with EAP message IE with EAP-response/AKA'-challenge containing the response calculated in the USIM (RES):
-	Authentication response message identity:	'0101 0111’
-	Authentication response parameter:	4 – 16 octets RES value calculated according to 3GPP TS 24.501 [42]
5)	In step f) the UE shall send SECURITY MODE COMPLETE message.
6)	After step f) if service n°133 is "available", the ME updates EF5GAUTHKEYS as shown below.
EF5GAUTHKEYS (5G authentication keys)
Logically:
KAUSF:								32 bytes, value not checked
KSEAF for 3GPP access:			32 bytes, value not checked
KSEAF for non-3GPP access:		32 bytes, all values set to 'FF'
SOR counter:						2 bytes, value not checked
UE parameter update counter:	2 bytes, value not checked
Coding:

	Coding:
	B1
	B2
	B3
	Bx
	Bx+1
	Bx+2
	B3x+3
	..

	Hex
	80
	L1
	Xx
	..
	81
	L2
	xx
	..

	Coding:
	By+1
	By+2
	By+3
	Bz
	Bz+1
	Bz+2
	Bz+3
	..

	Hex
	83
	L3
	Xx
	..
	84
	L4
	xx
	..

	Byte
	B1
	B2
	B3
	..
	B35
	B36
	B37
	..

	Hex
	80
	20
	xx
	xx
	81
	20
	xx
	xx

	
	B69
	B70
	B71
	..
	B103
	B104
	B105
	B106

	
	82
	20
	FF
	FF
	83
	02
	xx
	xx

	
	B107
	B108
	B109
	B110

	
	84
	02
	xx
	xx



7)	After step i) the ME updates EF5GS3GPPNSC as shown below.
EF5GS3GPPNSC (5GS 3GPP Access NAS Security Context)
Logically:
5GS NAS Security Context:
ngKSI:								00
KAMF:									32 bytes, value not checked
Uplink NAS count:					any value
Downlink NAS count:				any value
Identifiers of selected NAS integrity
and encryption algorithms:		any value
Identifiers of selected EPS NAS
integrity and encryption algorithms
for use after mobility to EPS:	any value
Coding:

	Coding:Byte
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	Bx

	Hex
	A0
	XXxx
	80
	01
	00
	81
	xx
	xx
	…
	xx



[…]
15.2A.1	Authentication procedure for 5G AKA - Authentication is successful
[…]
***** next change *****
15.2A.1.2	Conformance requirement
1)	The UE shall support the 5G AKA based primary authentication and key agreement procedure.
2)	The ME shall forward the RAND and AUTN received in AUTHENTICATION REQUEST message to the USIM.
3)	The ME shall compute RES* from RES according to Annex A.4 3GPP TS 33.501 [41], Annex A.4 and return it in AUTHENTICATION RESPONSE message.
4)	As a result of successful authentication procedure if service n°122 is "available", the 5G NAS security context parameters shall be stored on the USIM where service n°122 is "available".
5)	If service n°123 is "available" and service n°133 is "available", tThe ME shall store the KAUSF, KSEAF for 3GPP access, KSEAF for non-3GPP access, SOR counter and UE parameter update counter in the EF5GAUTHKEYS on the USIM where service n°123 and service n°133 are "available".
Reference:
-	3GPP TS 31.102 [4], clauses 4.4.11.3, 4.4.11.4 and 4.4.11.6;
-	3GPP TS 33.501 [41], clause 6.1.3.2;
-	3GPP TS 24.501 [42], clause 5.4.1.3 and Annex C.
***** next change *****
15.2A.1.3	Test purpose
1)	To verify that the ME forwards the RAND and AUTN received in 5G authentication challenge data within AUTHENTICATION REQUEST message to the USIM.
2)	To verify that the ME sends AUTHENTICATION RESPONSE message contains the calculated RES* in response to AUTHENTICATION REQUEST message.
3)	To verify that the ME stores 5G NAS security context parameters when entering state 5GMM-DEREGISTERED, consisting of KAMF with the associated key set identifier in EF5GS3GPPNSC on the USIM if where service n°122 is "available".
4)	To verify that the ME stores the KAUSF, KSEAF for 3GPP access, KSEAF for non-3GPP access, SOR counter and UE parameter update in EF5GAUTHKEYS on the USIM if where service n°123 is "available" and service n°133 is "available".
[bookmark: _Toc146300389][…]
***** next change *****
15.2A.1.5	Acceptance criteria
1)	After step a) the ME shall read EFUST, EF5GS3GPPNSC and EF5GAUTHKEYS.
2)	During step c) the UE shall indicate within the REGISTRATION REQUEST for the NAS key set identifier that no key is available.
3)	In step d) the ME forwards the RAND and AUTN received in AUTHENTICATION REQUEST message to the USIM.
4)	During step e) the UE sends an AUTHENTICATION RESPONSE message contains:
Authentication response parameter:	16 octets RES* value calculated according to 3GPP TS 24.501 [42]
5)	In step e) the UE shall send SECURITY MODE COMPLETE message.
6)	After step e) if service n°133 is "available", the ME updates the EF5GAUTHKEYS as shown below.
EF5GAUTHKEYS (5G authentication keys)
Logically:
KAUSF:								32 bytes, value not checked
KSEAF for 3GPP access:			32 bytes, value not checked
KSEAF for non-3GPP access:		32 bytes, all values set to 'FF'
SOR counter:						2 bytes, value not checked
UE parameter update counter:	2 bytes, value not checked
Coding:

	Coding:
	B1
	B2
	B3
	Bx
	Bx+1
	Bx+2
	B3x+3
	..

	Hex
	80
	L1
	Xx
	..
	81
	L2
	xx
	..

	Coding:
	By+1
	By+2
	By+3
	Bz
	Bz+1
	Bz+2
	Bz+3
	

	Hex
	83
	L3
	Xx
	..
	84
	L4
	xx
	..

	Byte
	B1
	B2
	B3
	..
	B35
	B36
	B37
	..

	Hex
	80
	20
	xx
	xx
	81
	20
	xx
	xx

	
	B69
	B70
	B71
	..
	B103
	B104
	B105
	B106

	
	82
	20
	FF
	FF
	83
	02
	xx
	xx

	
	B107
	B108
	B109
	B110

	
	84
	02
	xx
	xx



7)	After step h) the ME updates EF5GS3GPPNSC as shown below.
EF5GS3GPPNSC (5GS 3GPP Access NAS Security Context)
Logically:
5GS NAS Security Context:
ngKSI:								00
KAMF:									value not checked
Uplink NAS count:					any value
Downlink NAS count:				any value
Identifiers of selected NAS integrity
and encryption algorithms:		any value
Identifiers of selected EPS NAS
integrity and encryption algorithms
for use after mobility to EPS:	any value
Coding:

	Coding:Byte
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	Bx

	Hex
	A0
	xx
	80
	01
	00
	81
	xx
	xx
	…
	xx


[bookmark: _Toc130991033]***** next change *****
15.2.5	Authentication procedure for multiple registrations 3GPP access 5G AKA - Authentication is successful in different PLMNs
[bookmark: _Toc146300423][…]
***** next change *****
15.2.5.2	Conformance requirement
1)	The UE shall support the 5G AKA based primary authentication and key agreement procedure.
2)	The USIM shall support multiple records of NAS security context storage for multiple registration (i.e. service n°136 is "available").
2)	The ME shall forward the RAND and AUTN received in AUTHENTICATION REQUEST message to the USIM.
3)	The ME shall compute RES* from RES according to Annex A.4 3GPP TS 33.501 [41] and return it in AUTHENTICATION RESPONSE message.
4)	As a result of the first successful authentication procedure in a PLMN (PLMN 1 over 3GPP access), if service n°122 is "available", the 5G 3GPP access NAS security context parameters shall be stored on the USIM in the first record of the EF5GS3GPPNSC.
65)	As a result of the second successful authentication procedure in another PLMN (PLMN 2 over 3GPP access) if service n°122 and service n°136 is "available", the 5G 3GPP access NAS security context parameters of the PLMN 2 shall be stored on the USIM in the first record of the EF5GS3GPPNSC. The second record of the EF5GS3GPPNSC contains the 5G 3GPP access NAS security context parameters of the PLMN 1.
Reference:
-	3GPP TS 31.102 [4], clauses 4.4.11.2, 4.4.11.3, 4.4.11.4, 4.4.11.5 and 4.4.11.6;
-	3GPP TS 33.501 [41], clause 6.1.3.2 and 6.3.2;
-	3GPP TS 24.501 [42], clause 4.4.2.1, 4.4.2.5, 5.4.1.3 and Annex C.
***** next change *****
15.2.5.3	Test purpose
1)	To verify that the ME stores 5G 3GPP access NAS security context parameters when entering state 5GMM-DEREGISTERED, consisting of KAMF with the associated key set identifier in the first record of the EF5GS3GPPNSC on the USIM if service n°122 is "available".
2)	To verify that the ME takes into use the information from the stored 5G 3GPP access NAS security context to protect the registration request over 3GPP access in a different PLMN.
3)	To verify that the ME stores 5G 3GPP access NAS security context parameters of a different PLMN when entering state 5GMM-DEREGISTERED, consisting of KAMF with the associated key set identifier in the second record of the EF5GS3GPPNSC on the USIM. if servicen°122 and service n°136 is "available".
[bookmark: _Toc146300427][…]
***** next change *****
15.2.5.5	Acceptance criteria
1)	After step a) the ME shall read EFUST, EF5GS3GPPNSC and EF5GAUTHKEYS.
2)	During step c) the UE shall indicate within the REGISTRATION REQUEST for the NAS key set identifier that no key is available.
3)	In step d) the ME forwards the RAND and AUTN received in AUTHENTICATION REQUEST message to the USIM.
4)	During step e) the UE sends an AUTHENTICATION RESPONSE message contains:
Authentication response parameter:	16 octets RES* value calculated according to 3GPP TS 24.501 [42]
5)	In step e) the UE shall send SECURITY MODE COMPLETE message.
6)	After step e) if service n°133 is "available", the ME updates the EF5GAUTHKEYS as shown below.
EF5GAUTHKEYS (5G authentication keys)
Logically:
KAUSF:								32 bytes, value not checked
KSEAF for 3GPP access:			32 bytes, value not checked
KSEAF for non-3GPP access:		32 bytes, all values set to 'FF'
SOR counter:						2 bytes, value not checked
UE parameter update counter:	2 bytes, value not checked
Coding:

	Byte
	B1
	B2
	B3
	Bx
	Bx+1
	Bx+2
	Bx+3
	..
	By

	Hex
	80
	L1
	xx
	..
	81
	L2
	xx
	..
	xx

	
	By+1
	By+2
	By+3
	Bz
	Bz+1
	Bz+2
	Bz+3
	..
	Bxx

	
	83
	L3
	xx
	..
	84
	L4
	xx
	..
	xx

	Byte
	B1
	B2
	B3
	..
	B35
	B36
	B37
	..

	Hex
	80
	20
	xx
	xx
	81
	20
	xx
	xx

	
	B69
	B70
	B71
	..
	B103
	B104
	B105
	B106

	
	82
	20
	FF
	FF
	83
	02
	xx
	xx

	
	B107
	B108
	B109
	B110

	
	84
	02
	xx
	xx



7)	After step h) the ME updates EF5GS3GPPNSC as shown below.
EF5GS3GPPNSC (5GS 3GPP Access NAS Security Context)
Logically:
5GS NAS Security Context first record:
ngKSI:								000
KAMF:									value not checked
Uplink NAS count:					any value
Downlink NAS count:				any value
Identifiers of selected NAS integrity
and encryption algorithms:		any value
Identifiers of selected EPS NAS
integrity and encryption algorithms
for use after mobility to EPS:	any value
Coding:

	Coding:Byte
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	Bx

	Hex
	A0
	xx
	80
	01
	00
	81
	xx
	xx
	…
	xx



5GS NAS Security Context second record:
ngKSI:								007 	(no key available)
KAMF:									value not checked
Uplink NAS count:					any value
Downlink NAS count:				any value
Identifiers of selected NAS integrity
and encryption algorithms:		any value
Identifiers of selected EPS NAS
integrity and encryption algorithms
for use after mobility to EPS:	any value
PLMN:								any value
Coding:
	Coding:Byte
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	Bx

	Hex
	A0
	xx
	80
	0701
	0007
	81
	xx
	xx
	…
	xx



8)	During step j) the ME shall read EFUST, EFLOCI, EF5GS3GPPNSC and EF5GAUTHKEYS. The UE shall indicate within the REGISTRATION REQUEST for the NAS key set identifier the value '000'.
9)	In step k) the ME forwards the RAND and AUTN received in AUTHENTICATION REQUEST message to the USIM.
10)	During step m) the UE sends an AUTHENTICATION RESPONSE message contains:
Authentication response parameter:	16 octets RES* value calculated according to 3GPP TS 24.501 [42]
11)	In step m) the UE shall send SECURITY MODE COMPLETE message.
12)	After step m) if service n°133 is "available", the ME updates the EF5GAUTHKEYS as shown below.
EF5GAUTHKEYS (5G authentication keys)
Logically:
KAUSF:								32 bytes, value not checked
KSEAF for 3GPP access:			32 bytes, value not checked
KSEAF for non-3GPP access:		32 bytes, all values set to 'FF'
SOR counter:						2 bytes, value not checked
UE parameter update counter:	2 bytes, value not checked
Coding:

	Byte
	B1
	B2
	B3
	Bx
	Bx+1
	Bx+2
	Bx+3
	..
	By

	Hex
	80
	L1
	xx
	..
	81
	L2
	xx
	..
	xx

	
	By+1
	By+2
	By+3
	Bz
	Bz+1
	Bz+2
	Bz+3
	..
	Bxx

	
	83
	L3
	xx
	..
	84
	L4
	xx
	..
	xx

	Byte
	B1
	B2
	B3
	..
	B35
	B36
	B37
	..

	Hex
	80
	20
	xx
	xx
	81
	20
	xx
	xx

	
	B69
	B70
	B71
	..
	B103
	B104
	B105
	B106

	
	82
	20
	FF
	FF
	83
	02
	xx
	xx

	
	B107
	B108
	B109
	B110

	
	84
	02
	xx
	xx




13)	After step p) the ME updates EF5GS3GPPNSC as shown below.
EF5GS3GPPNSC (5GS 3GPP Access NAS Security Context)
Logically:
5GS NAS Security Context first record
ngKSI:								001
KAMF:									value not checked
Uplink NAS count:					any value
Downlink NAS count:				any value
Identifiers of selected NAS integrity
and encryption algorithms:		any value
Identifiers of selected EPS NAS
integrity and encryption algorithms
for use after mobility to EPS:	any value
[bookmark: _Hlk158716855]Coding:

	Coding:Byte
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	Bx

	Hex
	A0
	xx
	80
	01
	0001
	81
	xx
	xx
	…
	xx



5GS NAS Security Context second record:
ngKSI:	000
KAMF:	value not checked
Uplink NAS count:	any value
Downlink NAS count:	any value
Identifiers of selected NAS integrity
and encryption algorithms:	any value
Identifiers of selected EPS NAS
integrity and encryption algorithms
for use after mobility to EPS:	any value
PLMN:	244/083

	Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	…
	B58

	Hex
	A0
	xx
	80
	01
	00
	81
	xx
	xx
	…
	86

	
	B59
	B60
	B61

	
	42
	34
	80



***** end of changes *****

