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15.2A.1	Authentication procedure for 5G AKA - Authentication is successful
[…]
***** editorial change *****
15.2A.1.1	Definition and applicability
The purpose of the 5G AKA based primary authentication and key agreement procedure is to provide mutual authentication between the UE and the network and to agree on the keys KAUSF, KSEAF and KAMF. The UE and the AMF shall support the 5G AKA based primary authentication and key agreement procedure.
The 5G NAS security context parameters from a full native 5G NAS security context shall be stored on the USIM if the corresponding file is present on the USIM as specified in 3GPP TS  31.102 [4]. If the corresponding file is not present on the USIM, this 5GMM parameters is stored in a non-volatile memory in the ME together with the SUPI from the USIM.
The EF5GS3GPPNSC contains the 5GS 3GPP access NAS security context as defined in 3GPP TS 24.501 [42], consisting of KAMF with the associated key set identifier, the UE security capabilities, and the uplink and downlink NAS COUNT values. This file shall contain one record.
The EF5GAUTHKEYS contains KAUSF and KSEAF that are generated on the ME using CK and IK as part of AKA procedures as described in 3GPP TS 33.501 [41]. If service n°133 is "available" in EFUST, the EF5GAUTHKEYS also contains SOR counter and UE parameter update counter associated with the key KAUSF as described in 3GPP TS 33.501 [41] and 3GPP TS 31.102 [4].
[…]
***** editorial change *****
15.2A.1.5	Acceptance criteria
1)	After step a) the ME shall read EFUST, EF5GS3GPPNSC and EF5GAUTHKEYS.
2)	During step c) the UE shall indicate within the REGISTRATION REQUEST for the NAS key set identifier that no key is available.
3)	In step d) the ME forwards the RAND and AUTN received in AUTHENTICATION REQUEST message to the USIM.
4)	During step e) the UE sends an AUTHENTICATION RESPONSE message contains:
Authentication response parameter:	16 octets RES* value calculated according to 3GPP TS 24.501 [42]
5)	In step e) the UE shall send SECURITY MODE COMPLETE message.
6)	After step e) if service n°133 is "available", the ME updates the EF5GAUTHKEYS as shown below.
EF5GAUTHKEYS (5G authentication keys)
Logically:
KAUSF:	value not checked
KSEAF:	value not checked
SOR counter:	2 bytes, value not checked
UE parameter update counter:	2 bytes, value not checked
Coding:

	Coding:Byte
	B1
	B2
	B3
	Bx
	Bx+1
	Bx+2
	Bx+3
	..
	By

	Hex
	80
	L1
	Xx
	..
	81
	L2
	xx
	..
	xx

	[bookmark: _GoBack]Coding:
	By+1
	By+2
	By+3
	Bz
	Bz+1
	Bz+2
	Bz+3
	..
	Bxx

	Hex
	83
	L3
	Xx
	..
	84
	L4
	xx
	..
	xx



7)	After step h) the ME updates EF5GS3GPPNSC as shown below.
EF5GS3GPPNSC (5GS 3GPP Access NAS Security Context)
Logically:
5GS NAS Security Context:
ngKSI:	00
KAMF:	value not checked
Uplink NAS count:	any value
Downlink NAS count:	any value
Identifiers of selected NAS integrity
and encryption algorithms:	any value
Identifiers of selected EPS NAS
integrity and encryption algorithms
for use after mobility to EPS:	any value
Coding:

	Coding:Byte
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	Bx

	Hex
	A0
	xx
	80
	01
	00
	81
	xx
	xx
	…
	xx


***** end of changes *****
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