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******First Change ***

3.8	Applicability table
Table B.1: Applicability of tests
	Item
	Description
	Tested feature defined in Release
	Test sequence(s)
	R99 ME
	Rel-4 ME
	Rel-5 ME
	Rel-6 ME
	Rel-7 ME
	Rel-8 ME
	Rel-9 ME
	Rel-10 ME
	Rel-11 ME
	Rel-12 ME
	Rel-13 ME
	Rel-14-ME
	Rel-15 ME
	Rel-16 ME
	Network Dependency
	Support
	Additional test case execution recommendation

	1
	UE identification by short IMSI
	R99
	5.1.1
	M
	M
	M
	M
	M
	C049
	C049
	C049
	C049
	C049
	C049
	C049
	C049
	C049
	UMTS System Simulator or System Simulator only
	
	AER005

	…
	…
	..
	..
	..
	..
	..
	..
	..
	..
	..
	..
	..
	..
	..
	..
	..
	..
	..
	
	

	176
	SUCI calculation by USIM when SUPI is changed - SUPI Type NAI
	Rel-16
	5.6.4
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	C059
	NG-SS
	
	

	17x
	SUCI calculation by ME using Profile A - SUPI Type in NAI format
	Rel-16
	5.6.x
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	C059
	NG-SS
	
	

	17y
	SUCI calculation by ME using Profile B - SUPI Type in NAI format
	Rel-16
	5.6.y
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	C059
	NG-SS
	
	



Table B.1: Applicability of tests (continued)
	C001
	(NOT A.1/3) AND A.1/4
	--  (NOT O_UTRAN) AND O_GERAN

	…
	…..
	…..

	C056
	IF A.1/43 AND A.1/44 THEN M ELSE N/A
	--  pc_5GC AND pc_NR

	C057
	IF A.1/43 AND A.1/44 AND A.1/31 THEN M ELSE N/A
	--  pc_5GC AND pc_NR AND O_Display

	C058
	IF A.1/43 AND A.1/44 AND A.1/45 THEN M ELSE N/A
	--  pc_5GC AND pc_NR AND O_URSP_by_USIM

	C059
	IF A.1/43 AND A.1/44 AND A.1/46 THEN M ELSE N/A
	--  pc_5GC AND pc_NR AND O_SUPI_NAI

	O.1
	IF C002 THEN "Expected Sequence A" M ELSE IF C001 THEN "Expected Sequence B" M
	

	..
	..
	…

	..
	..
	…

	NOTE 1:	Definition of applicability for this test case is FFS.
NOTE 2:	For Rel‑13, if the UE supports NB-IoT, this test case shall be verified by accessing the NB System Simulator (NB-SS).
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******Second Change ***
[bookmark: _Toc125441609]5.6	Handling subscription identifier privacy for 5G - SUPI type in NAI format
…..
[bookmark: _Toc125441618]5.6.x	UE identification by SUCI during initial registration – SUCI calculation by ME using profile A
[bookmark: _Toc125441619]5.6.x.1	Definition and applicability
If the operator's decision is that the ME shall calculate the SUCI, the Home Network Operator shall provision a list of the Protection Scheme Identifiers that the operator allows in the USIM. The list of Protection Scheme Identifiers in the USIM may contain one or more Protection Scheme Identifiers in order of their priority. The ME shall read the SUCI calculation information from the USIM, including the SUPI, the Home Network Public Key, the Home Network Public Key Identifier, and the list of Protection Scheme Identifiers. The ME shall select the protection scheme from its supported schemes that has the highest priority in the list obtained from the USIM.
[bookmark: _Toc125441620]5.6.x.2	Conformance requirement
1)	SUCI calculation procedure shall be performed by the ME if Service n°124 is "available" and Service n°125 is not "available" in EFUST
2)	SUPI is available in EFSUPI_NAI if Service n°130 is "available" in EFUST
3)  A subscriber identifier is in the form of a SUPI in NAI format 
4)  The SUPI may contain:
- a NSI, used for private networks as defined in TS 22.261 [43] or
- a GLI and an operator identifier of the 5GC operator, used for supporting FN-BRGs, as further described in TS 23.316 [55] or
- a GCI and an operator identifier of the 5GC operator, used for supporting FN-CRGs and 5G-CRG, as further described in TS 23.316 [55].
5)  As part of the SUCI calculation performed by the ME, the ME performs the reading procedure for EFSUCI_Calc_Info.

6)  The ME shall calculate the SUCI using the ECIES scheme profile A if highest priority of the protection schemes listed in the USIM is the ECIES scheme profile A.

Reference:
-	3GPP TS 31.102 [4], clauses 4.4.11.10, 4.4.11.11, 5.3.48 and 7.5.
-	3GPP TS 33.501 [41], clauses 6.12.1, 6.12.2 and Annex C.
-	TS 23.003 [19], clauses 2.2A, 2.2B, 28.2, 28.7.2, 28.7.3, 28.15.2 and 28.15.5.
-	3GPP TS 24.501 [42], clause 5.5.1.2, 5.5.1.2.4. 
[bookmark: _Toc125441621]5.6.x.3	Test purpose
[bookmark: _Toc125441622]1)	To verify that the READ EFSUCI_Calc_Info, EFRouting_Indicator and EFSUPI_NAI commands are performed correctly by the ME.
2)	To verify that the terminal performs SUCI calculation procedure using the profile with the highest priority (i.e. ECIES scheme profile A and the Home Network Public Key).
5.6.x.4	Method of test
[bookmark: _Toc125441623]5.6.x.4.1	Initial conditions
The NG-SS transmits on the BCCH, with the following network parameters:
-	TAI (MCC/MNC/TAC):	244/083/000001.
-	Access control:	unrestricted.
[bookmark: MCCQCTEMPBM_00000198]The NG-SS shall be configured with Home Network Private Key for profile A:
	[bookmark: MCCQCTEMPBM_00000657]Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8

	Hex
	C5
	3C
	22
	20
	8B
	61
	86
	0B

	
	B9
	B10
	B11
	B12
	B13
	B14
	B15
	B16

	
	06
	C6
	2E
	54
	06
	A7
	B3
	30

	
	B17
	B18
	B19
	B20
	B21
	B22
	B23
	B24

	
	C2
	B5
	77
	AA
	55
	58
	98
	15

	
	B25
	B26
	B27
	B28
	B29
	B30
	B31
	B32

	
	10
	D1
	28
	24
	7D
	38
	BD
	1D



5G-NR UICC – non-IMSI SUPI Type is configured with:

EFSUCI_Calc_Info (Subscription Concealed Identifier Calculation Information EF)
Logically:	
Protection Scheme Identifier List data object
Protection Scheme Identifier 1 – ECIES scheme profile A
Key Index 1: 1
Protection Scheme Identifier 2 – ECIES scheme profile B
Key Index 2: 2
Protection Scheme Identifier 3 – null-scheme
Key Index 3: 0
Home Network Public Key List data object
Home Network Public Key 1 Identifier: 30
Home Network Public Key 1:
-	5A 8D 38 86 48 20 19 7C 33 94 B9 26 13 B2 0B 91 63 3C BD 89 71 19 27 3B F8 E4 A6 F4 EE C0 A6 50
Home Network Public Key 2 Identifier: 27
Home Network Public Key 2:
-	04 72 DA 71 97 62 34 CE 83 3A 69 07 42 58 67 B8 2E 07 4D 44 EF 90 7D FB 4B 3E 21 C1 C2 25 6E BC D1 5A 7D ED 52 FC BB 09 7A 4E D2 50 E0 36 C7 B9 C8 C7 00 4C 4E ED C4 F0 68 CD 7B F8 D3 F9 00 E3 B4
EFSUPI_NAI (SUPI as Network Access Identifier)
Logically:	 verylongusername1@3gpp.com
SUPI Type: NSI
Username: verylongusername1 
[bookmark: MCCQCTEMPBM_00000202]Realm: 3gpp.com
	[bookmark: MCCQCTEMPBM_00000659]Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8

	Hex






	80
	1A
	76
	65
	72
	79
	6C
	6F

	
	B9
	B10
	B11
	B12
	B13
	B14
	B15
	B16

	
	6E
	67
	75
	73
	65
	72
	6E
	61

	
	B17
	B18
	B19
	B20
	B21
	B22
	B23
	B24

	
	6D
	65
	31
	40
	33
	67
	70
	70

	
	B25
	B26
	B27
	B28
	B29
	B30
	B31
	B32

	
	2E
	63
	6F
	6D
	
	
	
	


[bookmark: MCCQCTEMPBM_00000051]
[bookmark: _Toc125441624]5.6.x.4.2	Procedure
a)	The UE is switched on.
b)	The UE sends REGISTRATION REQUEST to the NG-SS indicating the 5GS registration type IE as "initial registration" and 5GS mobile identity information element type "SUCI".
c)	Upon reception of REGISTRATION ACCEPT message with a 5G-GUTI, the UE sends REGISTRATION COMPLETE message to the NG-SS.
[bookmark: _Toc125441625]5.6.x.5	Acceptance criteria
1)	After step a) the ME shall read EFSUPI_NAI, EFUST, EFRouting_Indicator and EFSUCI_Calc_Info.
2)	After step b) the UE shall include the SUCI NAI in the 5GS mobile identity IE in the REGISTRATION REQUEST.
SUPI format:	1
The NAI format for the SUCI takes the form:
type1.rid17.schid1.hnkey30.ecckey<ECC ephemeral public key>.cip< encryption of "verylongusername1"  >.mac<MAC tag value>@3gpp.com
where,
SUPI Type:	1
Home Network Identifier:	3gpp.com
Routing indicator:	17
Protection scheme id:	01
Home network public key Id:	30
Scheme output:	ECC ephemeral public key, encryption of "verylongusername1" and MAC tag value
Example with test data from 3GPP TS 33.501 [43] Annex C:
type1.rid17.schid1.hnkey30.ecckey977D8B2FDAA7B64AA700D04227D5B440630EA4EC50F9082273A26BB678C92222.cip8E358A1582ADB15322C10E515141D2039A.mac12E1D7783A97F1AC@3gpp.com


******Third Change ***

[bookmark: _Toc125441626]5.6.y	UE identification by SUCI during initial registration – SUCI calculation by USIM using profile B
[bookmark: _Toc125441627]5.6.y.1	Definition and applicability
If the operator's decision is that the ME shall calculate the SUCI, the Home Network Operator shall provision a list of the Protection Scheme Identifiers that the operator allows in the USIM. The list of Protection Scheme Identifiers in the USIM may contain one or more Protection Scheme Identifiers in order of their priority. The ME shall read the SUCI calculation information from the USIM, including the SUPI, the Home Network Public Key, the Home Network Public Key Identifier, and the list of Protection Scheme Identifiers. The ME shall select the protection scheme from its supported schemes that has the highest priority in the list obtained from the USIM.
[bookmark: _Toc125441628]5.6.y.2	Conformance requirement
1)	SUCI calculation procedure shall be performed by the ME if Service n°124 is "available" and Service n°125 is not "available" in EFUST
2)	SUPI is available in EFSUPI_NAI if Service n°130 is "available" in EFUST
3)  A subscriber identifier is in the form of a SUPI in NAI format 
4)  The SUPI may contain:
- a NSI, used for private networks as defined in TS 22.261 [43] or
- a GLI and an operator identifier of the 5GC operator, used for supporting FN-BRGs, as further described in TS 23.316 [55] or
- a GCI and an operator identifier of the 5GC operator, used for supporting FN-CRGs and 5G-CRG, as further described in TS 23.316 [55].

5)  As part of the SUCI calculation performed by the ME, the ME performs the reading procedure for EFSUCI_Calc_Info.

6)  The ME shall calculate the SUCI using the ECIES scheme profile B if highest priority of the protection schemes listed in the USIM is the ECIES scheme profile B.

Reference:
-	3GPP TS 31.102 [4], clauses 4.4.11.10, 4.4.11.11, 5.3.48 and 7.5.
-	3GPP TS 33.501 [41], clauses 6.12.1, 6.12.2 and Annex C.
-	TS 23.003 [19], clauses 2.2A, 2.2B, 28.2, 28.7.2, 28.7.3, 28.15.2 and 28.15.5.
-	3GPP TS 24.501 [42], clause 5.5.1.2, 5.5.1.2.4. 
[bookmark: _Toc125441629]5.6.y.3	Test purpose
[bookmark: _Toc125441630]1)	To verify that the READ EFSUCI_Calc_Info, EFRouting_Indicator and EFSUPI_NAI commands are performed correctly by the ME.
2)	To verify that the terminal performs SUCI calculation procedure using the profile with the highest priority (i.e. ECIES scheme profile B and the Home Network Public Key).
5.6.y.4	Method of test
[bookmark: _Toc125441631]5.6.y.4.1	Initial conditions
The NG-SS transmits on the BCCH, with the following network parameters:
-	TAI (MCC/MNC/TAC):	244/083/000001.
-	Access control:	unrestricted.
The default 5G-NR UICC – non-IMSI SUPI Type is used and installed into the Terminal.
[bookmark: MCCQCTEMPBM_00000203]The NG-SS shall be configured with Home Network Private Key for profile B: 
	[bookmark: MCCQCTEMPBM_00000660]Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8

	Hex
	F1
	AB
	10
	74
	47
	7E
	BC
	C7

	
	B9
	B10
	B11
	B12
	B13
	B14
	B15
	B16

	
	F5
	54
	EA
	1C
	5F
	C3
	68
	B1

	
	B17
	B18
	B19
	B20
	B21
	B22
	B23
	B24

	
	61
	67
	30
	15
	5E
	00
	41
	AC

	
	B25
	B26
	B27
	B28
	B29
	B30
	B31
	B32

	
	44
	7D
	63
	01
	97
	5F
	EC
	DA



5G-NR UICC – non-IMSI SUPI Type is configured with:
EFSUPI_NAI (SUPI as Network Access Identifier)
Logically:	 verylongusername1@3gpp.com
SUPI Type: NSI
Username: verylongusername1 
[bookmark: MCCQCTEMPBM_00000207]Realm: 3gpp.com
	[bookmark: MCCQCTEMPBM_00000662]Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8

	Hex






	80
	1A
	76
	65
	72
	79
	6C
	6F

	
	B9
	B10
	B11
	B12
	B13
	B14
	B15
	B16

	
	6E
	67
	75
	73
	65
	72
	6E
	61

	
	B17
	B18
	B19
	B20
	B21
	B22
	B23
	B24

	
	6D
	65
	31
	40
	33
	67
	70
	70

	
	B25
	B26
	B27
	B28
	B29
	B30
	B31
	B32

	
	2E
	63
	6F
	6D
	
	
	
	



[bookmark: _Toc125441632]5.6.y.4.2	Procedure
a)	The UE is switched on.
b)	The UE sends REGISTRATION REQUEST to the NG-SS indicating the 5GS registration type IE as "initial registration" and 5GS mobile identity information element type "SUCI".
c)	Upon reception of REGISTRATION ACCEPT message with a 5G-GUTI, the UE sends REGISTRATION COMPLETE message to the NG-SS.
[bookmark: _Toc125441633]5.6.y.5	Acceptance criteria
1)	After step a) the ME shall read EFSUPI_NAI, EFUST, EFRouting_Indicator and EFSUCI_Calc_Info.
2)	After step b) the UE shall include the SUCI (coded below) in the 5GS mobile identity IE in the REGISTRATION REQUEST.
SUPI format:	1
The NAI format for the SUCI takes the form:
type1.rid17.schid2.hnkey27.ecckey<ECC ephemeral public key>.cip< encryption of "verylongusername1"  >.mac<MAC tag value>@3gpp.com
where,
SUPI Type:	1
Home Network Identifier:	3gpp.com
Routing indicator:	17
Protection scheme id:	02
Home network public key Id:	27
Scheme output:	ECC ephemeral public key, encryption of "verylongusername1" and MAC tag value
Example with test data from 3GPP TS 33.501 [43] Annex C:	Comment by Stanley M: 23.003 - Section 
28.7.3 fortheSchemeOutputforEllipticCurveIntegratedEncryptionSchemeProfileAandProfileB:  type<supi type>.rid<routing indicator>.schid<protection scheme id>.hnkey<home network public key id>.ecckey<ECC ephemeral public key value>.cip<ciphertext value>.mac<MAC tag value>

type1.rid17.schid2.hnkey27.ecckey03759BB22C563D9F4A6B3C1419E543FC2F39D6823F02A9D71162B39399218B244B.cipBE22D8B9F856A52ED381CD7EAF4CF2D525.mac3CDDC61A0A7882EB@3gpp.com 

******end of Changes ***

