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1. Introduction
The aim on this document is to introduce the test plan of Method GBA_U_Cipher_init.
2. Reason for Change
Since Classes and Interfaces of GBA_U_APIs are defined, the corresponding testing methods should be studied.
3. Proposal
It is proposed to agree the following changes to 3GPP TS 31.822 v0.1.0.
New section 6 is added to define the test methods of GBA_U_APIs from clause5, and new section 5.1.1 is added to define the test methods of GBA_U_Cipher_init from clause 5.1.2.2 .
* * * First Change * * * *
6	Test plan
6.1	package uicc.usim.gba
6.1.1	Interface GBA_U_Cipher_init
6.1.1.1          Method GBA_U_Cipher_init
Test Area Reference: Api_ GBA_U_Cipher_init
 6.1.1.1.1           Conformance requirement 
The method with following header shall be compliant to its definition in the API. 
public  Class cipher.inti()
6.1.1.1.1.1         Normal execution
CRRN1: the method is successful if the appropriate parameters are input in the mode of MODE_ENCRYPT.
CRRN2:  the method is successful if the appropriate parameters are input in the mode of MODE_DECRYPT.
6.1.1.1.1.2        Parameter errors 
CRRP1: in the mode of MODE_ENCRYPT, if an input parameter is not valid, an exception shall be thrown.
CRRP2: in the mode of MODE_DECRYPT, if an input parameter is not valid, an exception shall be thrown.
CRRP3: if theMode parameter is not valid, an exception shall be thrown.

6.1.1.1.1.3       Context errors
CRRC1: in the mode of MODE_ENCRYPT, if the AID of app which calls the method is not included in the EF of Access Control to GBA_U_APIs , an exception shall be thrown.
CRRC2:  in the mode of MODE_ENCRYPT, if the nafID is not included in the EF of Access Control to GBA_U_APIs, an exception shall be thrown.
CRRC3: in the mode of MODE_ENCRYPT, if the nafID is not corresponding to the app which calls the method, an exception shall be thrown
CRRC4: in the mode of MODE_ENCRYPT, neither the  nafID nor the AID of app which calls the method is included in the EF of Access Control to GBA_U_APIs,  an exception shall be thrown
CRRC5: in the mode of MODE_ENCRYPT, if AUTHENTICATE command in GBA security context (Bootstrapping Mode and ) is not executed before the method is called, an exception shall be thrown.
 CRRC6: in the mode of MODE_DECRYPT, if the AID of app which calls the method is not included in the EF of Access Control to GBA_U_APIs , an exception shall be thrown.
CRRC7:  in the mode of MODE_DECRYPT, if the nafID is not included in the EF of Access Control to GBA_U_APIs, an exception shall be thrown.
CRRC8: in the mode of MODE_DECRYPT, if the nafID is not corresponding to the app which calls the method, an exception shall be thrown
CRRC9: in the mode of MODE_DECRYPT, neither the  nafID nor the AID of app which calls the method is included in the EF of Access Control to GBA_U_APIs,  an exception shall be thrown
CRRC10: in the mode of MODE_DECRYPT, if AUTHENTICATE command in GBA security context (Bootstrapping Mode and ) is not executed before the method is called, an exception shall be thrown.
6.1.1.1.2        Test area files
Test Applet:  Test_Api_GBA_Test_01.java
Cap File:  Api_GBA_Test_01.cap
6.1.1.1.3        Test coverage
	CRR number  
	 Test case number

	N1
	1

	N2
	2

	P1
	3 to 8

	P2
	9 to 14

	P3
	15

	C1
	16

	C2
	17

	C3
	18

	C4
	19

	C5
	20

	C6
	21

	C7
	22

	C8
	23

	C9
	24

	C10
	25


  













6.1.1.1.4       Test procedure
	ID
	Description
	API Expectation
	APDU Expectation

	0
	The content of EF for Access Control to GBA_U_APIs include NAF_ID1 and the AID of app1, which means NAF_ID1 is corresponding to app1.
	
	

	
	Normal execution
	
	

	1
	 Execute GBA_U Procedure with NAF_ID1 and select app1, call init()  method with correct parameters in the mode of MODE_ENCRYPT.
	Returns 0x9000
	

	2
	 Execute GBA_U Procedure with NAF_ID1 and select app1, call init() method with correct parameters in the mode of MODE_DECRYPT.
	Returns 0x9000
	

	
	Parameter errors
	
	

	3
	Execute GBA_U Procedure with NAF_ID1 and select app1, call init() method with Invalid nafID in the mode of MODE_ENCRYPT.
	Returns 0x9002
	

	4
	Execute GBA_U Procedure with NAF_ID1 and select app1, call init() method with Invalid nafOff in the mode of MODE_ENCRYPT.
	Returns 0x9003
	

	5
	Execute GBA_U Procedure with NAF_ID1 and select app1, call init() method with Invalid nafLen in the mode of MODE_ENCRYPT.
	Returns 0x9004
	

	6
	Execute GBA_U Procedure with NAF_ID1 and select app1, call init() method with Invalid bArray in the mode of MODE_ENCRYPT.
	Returns 0x9006
	

	7
	Execute GBA_U Procedure with NAF_ID1 and select app1, call init() method with Invalid bOff in the mode of MODE_ENCRYPT.
	Returns 0x9007
	

	8
	Execute GBA_U Procedure with NAF_ID1 and select app1, call init() method with Invalid bLen in the mode of MODE_ENCRYPT.
	Returns 0x9008
	

	9
	Execute GBA_U Procedure with NAF_ID1 and select app1, call init() method with Invalid nafID in the mode of MODE_DECRYPT.
	Returns 0x9001
	

	10
	Execute GBA_U Procedure with NAF_ID1 and select app1, call init() method with Invalid nafOff in the mode of MODE_DECRYPT.
	Returns 0x9002
	

	11
	Execute GBA_U Procedure with NAF_ID1 and select app1, call init() method with Invalid nafLen in the mode of MODE_DECRYPT.
	Returns 0x9003
	

	12
	Execute GBA_U Procedure with NAF_ID1 and select app1, call init() method with Invalid bArray in the mode of MODE_DECRYPT.
	Returns 0x9004
	

	13
	Execute GBA_U Procedure with NAF_ID1 and select app1, call init() method with Invalid bOff in the mode of MODE_DECRYPT.
	Returns 0x9006
	

	14
	Execute GBA_U Procedure with NAF_ID1 and select app1, call init() method with Invalid bLen in the mode of MODE_DECRYPT.
	Returns 0x9007
	

	15
	Execute GBA_U Procedure with NAF_ID1 and select app1, call init() method with Invalid theMode.
	Returns 0x9008
	

	
	Context errors
	
	

	16
	Execute GBA_U Procedure with NAF_ID1 and select app2, call init() method with NAF_ID1 in the mode of MODE_ENCRYPT.
	Returns 0x9001
	

	17
	Execute GBA_U Procedure with NAF_ID2 and select app1, call init() method with NAF_ID2 in the mode of MODE_ENCRYPT.
	Returns 0x9001
	

	18
	Execute GBA_U Procedure with NAF_ID1 and select app2, call init() method with NAF_ID2 in the mode of MODE_ENCRYPT.
	Returns 0x9001
	

	19
	Execute GBA_U Procedure with NAF_ID2 and select app1, call init() method with NAF_ID1 in the mode of MODE_ENCRYPT.
	Returns 0x9001
	

	20
	Select app1, call init() method with NAF_ID1 in the mode of MODE_ENCRYPT.
	Returns 0x9001
	

	21
	Execute GBA_U Procedure with NAF_ID1 and select app2, call init() method with NAF_ID1 in the mode of MODE_DECRYPT.
	Returns 0x9001
	

	22
	Execute GBA_U Procedure with NAF_ID2 and select app1, call init() method with NAF_ID2 in the mode of MODE_DECRYPT.
	Returns 0x9001
	

	23
	Execute GBA_U Procedure with NAF_ID1 and select app2, call init() method with NAF_ID2 in the mode of MODE_DECRYPT.
	Returns 0x9001
	

	24
	Execute GBA_U Procedure with NAF_ID2 and select app1, call init() method with NAF_ID1 in the mode of MODE_DECRYPT.
	Returns 0x9001
	

	25
	Select app1, call init() method with NAF_ID1 in the mode of MODE_DECRYPT.
	Returns 0x9001
	



* * * End of Changes * * * *

