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***** first change *****
3.3	Abbreviations
For the purposes of the present document, the following abbreviations apply:
2G	2nd Generation
3G	3rd Generation
3GPP	3rd Generation Partnership Project
5G	5th Generation
ACC	Access Class
ACL	APN Control List
ACM	Accumulated Call Meter
ACMmax	ACM maximal value
ACT	Access Technology
ADF	Application Dedicated File
AoC	Advice of Charge
AoCC	Advice of Charge Charging
APN	Access Point Name
ASME	Access Security Management Entity
ATR	Answer To Reset
BCCH	Broadcast Control Channel
BCD	Binary Coded Decimal
BDN	Barred Dialling Number
CCI	Capability / Configuration1 Identifier
CCI2	Capability / Configuration(2) Identifier
CCM	Current Call Meter
CK	Cipher key
CN	Core Network
CS	Circuit switched
CSG	Closed Subscriber Group
DF	Dedicated File
EPC	Evolved Packet Core
E-USS	Evolved Universal System Simulator
E-UTRA	Evolved UTRA
EF	Elementary File
eFDD	evolved Frequency Division Duplex
EMM	EPS Mobility Management
EMMI	Electrical Man Machine Interface
EPS	Evolved Packet System
eTDD	evolved Time Division Duplex
Ext n	Extension n
FDD	Frequency Division Duplex
FDN	Fixed Dialling Number
FPLMN	Forbidden PLMN
GSM	Global System for Mobile communications
HNB	Home NodeB
HeNB	Home eNodeB
HPLMN	Home PLMN
ICC	Integrated Circuit Card
ID	Identifier
IEC	International Electrotechnical Commission
IK	Integrity key
IMSI	International Mobile Subscriber Identity
ISO	International Organization for Standardization
KSI	Key Set Identifier
LAC	Location Area Code
LAI	Location Area Information
LSB	Least Significant Bit
MCC	Mobile Country Code
MCS	Mission Critical Services
MF	Master File
MM	Multimedia Message
MMI	Man Machine Interface
MMS	Multimedia Messaging Service
MNC	Mobile Network Code
MPS	Multimedia Priority Service
MS	Mobile Station
MSB	Most Significant Bit
NAS	Non Access Stratum
NB-IoT	Narrow Band Internet of Things
NB-SS	Narrow Band System Simulator
NG-RAN	Next Generation Radio Access Network
NG-SS	Next Generation System Simulator
NPI	Numbering Plan Identifier
OFM	Operational Feature Monitor
OSI	Open System Interconnection
P1	Parameter 1
P2	Parameter 2
P3	Parameter 3
PIN	Personal Identification Number
PLMN	Public Land Mobile Network
PS	Packet switched
RACH	Random Access Channel
RFU	Reserved for Future Use
RRC	Radio Resource Control
SFI	Short File Identifier
SIB	System Information Block
SM	Short Message
SMS	Short Message Service
SS	System Simulator (GSM)
SUCI	Subscription Concealed Identifier 
SUPI	Subscription Permanent Identifier 
TAI	Tracking Area Identity
TDD	Time Division Duplex
TE	Terminal Equipment
TLV	Tag Length Value
TMSI	Temporary Mobile Subscriber Identity
TON	Type Of Number
UAC	Unified Access Control
UE	User Equipment
URSP	UE Route Selection Policy
USIM	Universal Subscriber Identity Module
USS	UMTS System Simulator
UTRA	Universal Terrestrial Radio Access
UTRAN	UMTS Terrestrial Radio Access Network
VPLMN	Visitor PLMN
***** Next change *****


[bookmark: _Toc10738251][bookmark: _Toc20396085][bookmark: _Toc29397667][bookmark: _Toc29398789][bookmark: _Toc36648799][bookmark: _Toc36654587][bookmark: _Toc44960858][bookmark: _Toc50982499][bookmark: _Toc50984670][bookmark: _Toc57111938][bookmark: _Toc99614437]3.8	Applicability table
Table B.1: Applicability of tests
	Item
	Description
	Tested feature defined in Release
	Test sequence(s)
	R99 ME
	Rel-4 ME
	Rel-5 ME
	Rel-6 ME
	Rel-7 ME
	Rel-8 ME
	Rel-9 ME
	Rel-10 ME
	Rel-11 ME
	Rel-12 ME
	Rel-13 ME
	Rel-14-ME
	Rel-15 ME
	Rel-16 ME
	Network Dependency
	Support
	Additional test case execution recommendation

	1
	UE identification by short IMSI
	R99
	5.1.1
	M
	M
	M
	M
	M
	C049
	C049
	C049
	C049
	C049
	C049
	C049
	C049
	C049
	UMTS System Simulator or System Simulator only
	
	AER005

	2
	UE identification by short IMSI using 2 digit MNC
	R99
	5.1.2
	M
	M
	M
	M
	M
	C049
	C049
	C049
	C049
	C049
	C049
	C049
	C049
	C049
	UMTS System Simulator or System Simulator only
	
	AER005

	
	…
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	171
	Support for URSP by ME
	Rel-16
	16.1.2
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	C058
	NG-SS
	
	

	172
	Support of signalled URSP
	Rel-16
	16.1.3
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	C058
	NG-SS
	
	

	173
	SUCI calculation by ME using null scheme - SUPI Type in NAI format
	Rel-16
	5.6.13.18
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	CxxxC059
	NG-SS
	
	

	xxx
	SUCI calculation by USIM using Profile A - SUPI Type in NAI format
	Rel-16
	5.6.x
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	C059
	NG-SS
	
	


Table B.1: Applicability of tests (continued)
	C001
	(NOT A.1/3) AND A.1/4
	--  (NOT O_UTRAN) AND O_GERAN

	C002
	A.1/1 AND A.1/3
	-- O_CS AND O_UTRAN 

	C003
	A.1/3 AND A.1/4
	--  O_UTRAN AND O_GERAN

	C004

….
	IF (C001 OR C002) THEN M ELSE N/A
	--  ((NOT O_UTRAN) AND O_GERAN) OR (O_CS AND O_UTRAN)

	C057
	IF A.1/43 AND A.1/44 AND A.1/31 THEN M ELSE N/A
	--  pc_5GC AND pc_NR AND O_Display

	C058
	IF A.1/43 AND A.1/44 AND A.1/45 THEN M ELSE N/A
	--  pc_5GC AND pc_NR AND O_URSP_by_USIM

	C059

	IF A.1/43 AND A.1/44 AND A.1/46xx THEN M ELSE N/A
	--  pc_5GC AND pc_NR AND O_SUPI_NAI

	O.1
	IF C002 THEN "Expected Sequence A" M ELSE IF C001 THEN "Expected Sequence B" M
	

	AER001
	IF (A.1/20 OR A.1/21) AND ((A.1/3 OR A.1/4) AND (NOT A.1/18) THEN R ELSE A
	--  (pc_eFDD OR pc_eTDD) AND (O_UTRAN OR O_GERAN) AND (NOT O_Speech_Calls)

	….
	
	



***** Next change *****
[bookmark: _Toc114676040]4.10	Definition of 5G-NR UICC – non-IMSI SUPI Type
The 5G-NR – non-IMSI SUPI Type test cases require a different configuration than the one described in clause 4.1. For that purpose, a default 5G-NR UICC – non-IMSI SUPI Type is defined. In general, the values of the 5G-NR UICC – non-IMSI SUPI Type are identical to the 5G-NR default UICC, with the following exceptions:
USIM AID value shall follows the PIX coding for '3GPP USIM (non-IMSI SUPI Type)' from ETSI TS 101 220 [54] annex E.
***** Next change *****
[bookmark: _Toc114676043]4.10.3	EFSUPI_NAI (SUPI as Network Access Identifier)
This file shall be available.
SUPI type is GCI.
Logically:	 00-00-5E-00-53-00@5gc.mnc012.mcc345.3gppnetwork.org
[bookmark: MCCQCTEMPBM_00000124]Username: 00-00-5E-00-53-00
Realm:  5gc.mnc012.mcc345.3gppnetwork.org
	[bookmark: MCCQCTEMPBM_00000615]Realm:  5gc.mnc012.mcc345.3gppnetwork.orgCoding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8

	Hex






	8230
	3033
	302D
	3030
	2D30
	302D
	3035
	2D45

	
	B9
	B10
	B11
	B12
	B13
	B14
	B15
	B16

	
	352D
	4530
	2D30
	302D
	3035
	2D33
	352D
	3330

	
	B17
	B18
	B19
	B20
	B21
	B22
	B23
	B24

	
	2D30
	3040
	3035
	4067
	3563
	672E
	636D
	2E6E

	
	B25
	B26
	B27
	B28
	B29
	B30
	B31
	B32

	
	6D63
	6E30
	6331
	3032
	312E
	326D
	2E63
	6D63

	
	B33
	B34
	B35
	B36
	B37
	B38
	B39
	B40

	
	6333
	6334
	3335
	342E
	3533
	2E67
	3370
	6770

	
	B41
	B42
	B43
	B44
	B45
	B46
	B47
	B48

	
	706E
	7065
	6E74
	6577
	746F
	7772
	6F6B
	722E

	
	B49
	B50
	B51
	B52
	B53
	B54
	B55
	B56

	
	6B6F
	2E72
	676F
	72
	67
	
	
	



***** Next change *****

[bookmark: _Toc114676404]5.6	Handling subscription identifier privacy for 5G - SUPI type in NAI format
***** Next change *****
[bookmark: _Toc99614635][bookmark: _Toc114676412]5.6.1.5	Acceptance criteria
1)	After step a) the ME shall read EFSUPI_NAI, EFRouting_Indicator and EFSUCI_Calc_Info.
2)	In step b) the UE shall include the SUCI as coded below in the 5GS mobile identity IE in the REGISTRATION REQUEST.
SUPI format:	31
Routing indicator:	17
Protection scheme id:	00
Home network public key Id:  0
Scheme output:	00-00-5E-00-53-00@5gc.mnc012.mcc345.3gppnetwork.org 
***** Next change *****


[bookmark: _Toc29397918][bookmark: _Toc29399040][bookmark: _Toc36649050][bookmark: _Toc36654838][bookmark: _Toc44961108][bookmark: _Toc50982749][bookmark: _Toc50984920][bookmark: _Toc57112186][bookmark: _Toc114676234][bookmark: _Toc114676405]5.6.x	UE identification by SUCI during initial registration – SUCI calculation by USIM using profile A
[bookmark: _Toc29397919][bookmark: _Toc29399041][bookmark: _Toc36649051][bookmark: _Toc36654839][bookmark: _Toc44961109][bookmark: _Toc50982750][bookmark: _Toc50984921][bookmark: _Toc57112187][bookmark: _Toc114676235]5.6.x.1	Definition and applicability
[bookmark: _Toc29397920][bookmark: _Toc29399042][bookmark: _Toc36649052][bookmark: _Toc36654840][bookmark: _Toc44961110][bookmark: _Toc50982751][bookmark: _Toc50984922][bookmark: _Toc57112188]If the operator's decision, indicated by the USIM, is that the USIM shall calculate the SUCI, then the USIM shall not give to the ME any parameter for the calculation of the SUCI including the Home Network Public Key Identifier, the Home Network Public Key, and the Protection Scheme Identifier. If the ME determines that the calculation of the SUCI, indicated by the USIM, shall be performed by the USIM, the ME shall delete any previously received or locally cached parameters for the calculation of the SUCI including the Routing Indicator, the Home Network Public Key Identifier, the Home Network Public Key and the Protection Scheme Identifier.
[bookmark: _Toc114676236]5.6.x.2	Conformance requirement
1)	SUCI calculation procedure shall be performed by the USIM if Service n°124 is "available" and Service n°125 is "available" in EFUST
2)	SUPI is available in EFSUPI_NAI if Service n°130 is "available" in EFUST
3)  A subscriber identifier is in the form of a SUPI in NAI format 
4)  The SUPI may contain:
- a NSI, used for private networks as defined in TS 22.261 [43] or
- a GLI and an operator identifier of the 5GC operator, used for supporting FN-BRGs, as further described in TS 23.316 [55] or
- a GCI and an operator identifier of the 5GC operator, used for supporting FN-CRGs and 5G-CRG, as further described in TS 23.316 [55].

5) The ME shall use the GET IDENTITY command in SUCI context to retrieve the SUCI calculated by the USIM.

6) This GET IDENTITY command shall be as per 7.5.2 in 3GPP TS 31.102 [4].

7)  The USIM shall calculate the SUCI using the ECIES scheme profile A.

Reference:
-	3GPP TS 31.102 [4], clauses 4.4.11.10, 4.4.11.11, 5.3.48 and 7.5.
-	3GPP TS 33.501 [41], clauses 6.12.1, 6.12.2 and Annex C.
-	TS 23.003 [19], clauses 2.2A, 2.2B, 28.2, 28.7.2, 28.7.3, 28.15.2 and 28.15.5.
-	3GPP TS 24.501 [42], clause 5.5.1.2, 5.5.1.2.4. 
[bookmark: _Toc29397921][bookmark: _Toc29399043][bookmark: _Toc36649053][bookmark: _Toc36654841][bookmark: _Toc44961111][bookmark: _Toc50982752][bookmark: _Toc50984923][bookmark: _Toc57112189][bookmark: _Toc114676237]5.6.x.3	Test purpose
1)	To verify that the GET IDENTITY command is performed correctly by the ME.
2)	To verify that the ME includes the SUCI received from the USIM within GET IDENTITY response in the 5GS mobile identity IE.
[bookmark: _Toc29397922][bookmark: _Toc29399044][bookmark: _Toc36649054][bookmark: _Toc36654842][bookmark: _Toc44961112][bookmark: _Toc50982753][bookmark: _Toc50984924][bookmark: _Toc57112190][bookmark: _Toc114676238]5.6.x.4	Method of test
[bookmark: _Toc44961113][bookmark: _Toc50982754][bookmark: _Toc50984925][bookmark: _Toc57112191][bookmark: _Toc114676239]5.6.x.4.1	Initial conditions
The NG-SS transmits on the BCCH, with the following network parameters:
-	TAI (MCC/MNC/TAC):	244/083/000001.
-	Access control:	unrestricted.
The default 5G-NR UICC – non-IMSI SUPI Type is used and installed into the Terminal.
[bookmark: MCCQCTEMPBM_00000142]The NG-SS shall be configured with Home Network Private Key for profile A:
	[bookmark: MCCQCTEMPBM_00000622]Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8

	Hex
	C5
	3C
	22
	20
	8B
	61
	86
	0B

	
	B9
	B10
	B11
	B12
	B13
	B14
	B15
	B16

	
	06
	C6
	2E
	54
	06
	A7
	B3
	30

	
	B17
	B18
	B19
	B20
	B21
	B22
	B23
	B24

	
	C2
	B5
	77
	AA
	55
	58
	98
	15

	
	B25
	B26
	B27
	B28
	B29
	B30
	B31
	B32

	
	10
	D1
	28
	24
	7D
	38
	BD
	1D


EFUST (USIM Service Table)
Settings from clause 4.10.1 of the present document apply with the following changes:
[bookmark: MCCQCTEMPBM_00000122]Logically:	
	Service n°125:
	
	SUCI calculation by the USIM
	available



[bookmark: MCCQCTEMPBM_00000123]
	Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8

	Binary:
	xxxx xx1x
	xxxx xxxx
	xxxx 1x00
	xxxx x1xx
	xxxx xx11
	xxxx xxxx
	xxxx xxxx
	xxxx xxxx

	
	B9
	B10
	B11
	
	B16
	B17
	
	

	
	xxxx xxxx
	xxxx xxxx
	xx11 xxxx
	.....
	xxx1 111x
	xxxx xx1x
	
	



5G-NR UICC– non-IMSI SUPI Type is configured with:

Protection Scheme Identifier : ECIES scheme profile A
Key Index:	1
Home Network Public Key Identifier:	30
[bookmark: MCCQCTEMPBM_00000144]Home Network Public Key:
	[bookmark: MCCQCTEMPBM_00000623]Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8

	Hex
	5A
	8D
	38
	86
	48
	20
	19
	7C

	
	B9
	B10
	B11
	B12
	B13
	B14
	B15
	B16

	
	33
	94
	B9
	26
	13
	B2
	0B
	91

	
	B17
	B18
	B19
	B20
	B21
	B22
	B23
	B24

	
	63
	3C
	BD
	89
	71
	19
	27
	3B

	
	B25
	B26
	B27
	B28
	B29
	B30
	B31
	B32

	
	F8
	E4
	A6
	F4
	EE
	C0
	A6
	50


EFSUCI_Calc_Info (Subscription Concealed Identifier Calculation Information EF):	Not available to the ME.
[bookmark: _Toc29397924][bookmark: _Toc29399046][bookmark: _Toc36649056][bookmark: _Toc36654844][bookmark: _Toc44961114][bookmark: _Toc50982755][bookmark: _Toc50984926][bookmark: _Toc57112192][bookmark: _Toc114676240]5.6.x.4.2	Procedure
[bookmark: _Toc29397925][bookmark: _Toc29399047][bookmark: _Toc36649057][bookmark: _Toc36654845][bookmark: _Toc44961115][bookmark: _Toc50982756][bookmark: _Toc50984927][bookmark: _Toc57112193]a)	The UE is switched on.
b)	The UE sends REGISTRATION REQUEST to the NG-SS indicating the 5GS registration type IE as "initial registration" and 5GS mobile identity information element type "SUCI".
c)	Upon reception of REGISTRATION ACCEPT message with a 5G-GUTI, the UE sends REGISTRATION COMPLETE message to the NG-SS.
[bookmark: _Toc114676241]5.6.x.5	Acceptance criteria
1)	After step a) the ME shall send GET IDENTITY command with Identity Context in P2 as SUCI (0x01) to the 5G-NR UICC
2)	After step b) the UE shall include the SUCI (coded below) in the 5GS mobile identity IE in the REGISTRATION REQUEST.
SUPI format:	3
Home Network Identifier:	246/081
Routing indicator:	17
Protection scheme id:	01
Home network public key Id:	30
Scheme output:	SUCI in NAI format
type3.rid17.schid1.hnkey30.ecckeyB2E92F836055A255837DEBF850B528997CE0201CB82ADFE4BE1F587D07D8457D.cipFB333894D64B32FC547EC42EAE2A8D029511EE87158E772630B436A0E7178BF846FE58C3485131648365EAAAA31442616B38C1.mac BF0C65EDF46C385D@5gc.mnc012.mcc345.3gppnetwork.org
***** End of  change *****




