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[bookmark: foreword][bookmark: _Toc16164]Foreword
[bookmark: spectype3]This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall		indicates a mandatory requirement to do something
shall not	indicates an interdiction (prohibition) to do something
The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.
The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.
should		indicates a recommendation to do something
should not	indicates a recommendation not to do something
may		indicates permission to do something
need not	indicates permission not to do something
The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.
can		indicates that something is possible
cannot		indicates that something is impossible
The constructions "can" and "cannot" are not substitutes for "may" and "need not".
will		indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
will not		indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
might	indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
might not	indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
In addition:
is	(or any other verb in the indicative mood) indicates a statement of fact
is not	(or any other negative verb in the indicative mood) indicates a statement of fact
The constructions "is" and "is not" do not indicate requirements.
[bookmark: introduction][bookmark: scope][bookmark: _Toc30931]
1	Scope
The present document studies the GBA_U based APIs.
[bookmark: references][bookmark: _Toc419]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2] [2 3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic bootstrapping architecture".
[3] 
…
[bookmark: definitions][bookmark: _Toc12426]3	Definitions of terms, symbols and abbreviations
[bookmark: _Toc18177]3.1	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
3GPP	3rd Generation Partnership Project


[bookmark: clause4][bookmark: _Toc23684]4	Application Scenarios
[bookmark: _Toc2551]4.1      Scenario 1: C-V2X certificate provisioning
Some typical application scenarios that could leverage GBA for C-V2X certificate provisioning are provided below.
[bookmark: _Toc3482]4.1.1    Bootstrapping and Enrolment 
Bootstrapping is the first step to prepare C-V2X devices (e.g., OBU, RSU) into a ready state for V2X communication operations before they can be used in V2X ecosystem. In this procedure, elementary security-critical information including Certificate Authority (CA) information pertaining to the C-V2X PKI system and their certificates, key pairs and corresponding Enrolment Certificates (EC) shall be provided to the Security Element (SE) of C-V2X devices to enable them to further apply for authorisation certificates. 
Bootstrapping can be performed during the production process or in the field. C-V2X devices are equipped with USIM card/eSIM access to an Enrolment CA (ECA) server through 4G/5G cellular networks to obtain the security-critical information. As there are no pre-configured security credentials in C-V2X devices initially, ECA servers have no way to identify, authenticate and authorise C-V2X devices, so GBA, which is able to bootstrap and establish application layer security associations based on cellular network identifiers (International Mobile Subscriber Identity (IMSI) and Mobile Subscriber ISDN number (MSISDN)) and authentication vectors derived by pre-existing shared root keys, can be leveraged by ECA to authenticate C-V2X devices. 
After obtaining the information (e.g., Vehicle Identification Number (VIN), OBU/RSU ID) that is required to be bound to an enrolment certificate, a C-V2X device initiates a GBA procedure and is authenticated by the GBA platform in a cellular network through the Authentication and Key Agreement (AKA) mechanism in order to access the ECA server. If successful, the USIM and GBA platform will generate a specific GBA session key and provide it to the upper-layer certificate management application of the C-V2X device and the ECA server respectively. With this session key, the C-V2X device can set up an end-to-end secure communication tunnel in the application layer to the ECA server and apply for an enrolment certificate by sending an EC request message which offers the necessary information and enrolment certificate public key that is locally generated. 
On receiving the EC request, the ECA server verifies the message and signs an enrolment certificate for the C-V2X device if the request is authorised, and then transmits the signed enrolment certificate and related security-critical information to the C-V2X device through the secure tunnel. After securely storing these credentials in the SE, the bootstrapping and enrolment procedure is complete.
[bookmark: _Toc7411]4.1.2     C-V2X Authorization Certificate Application
An enrolled C-V2X device needs to apply for authorization certificates with the request messages signed by the enrolment certificate before it can securely communicate with other C-V2X devices.
To apply for authorization certificates, C-V2X devices need to securely access and communicate with the Authorization CA (ACA) server. One way to achieve this is to use the USIM and cellular network security GBA capability to provide symmetric session keys to establish end-to-end secure tunnels in the application layer. Afterwards, C-V2X devices can generate key pairs in the local SEs and interact with ACA servers to apply for and download authorization certificates through these tunnels, which can ensure the security of messages.

Figure1: C-V2X communication 
In the case of the GBA_U mechanism, the USIM card  needs to support  internal APIs, which implements cryptography operation based on Ks_int_NAF, to provide symmetric session keys to establish end-to-end secure tunnels in the application layer.
[bookmark: _Toc9615]4.2	Scenario 2: Security protection for smart door lock
The smart door lock remotely controls the unlocking of the door lock through the door lock management platform. The user needs to apply to the management platform for unlocking permission (key acquisition) before unlocking. The door lock or the platform side verifies that the key is correct and then the door lock is opened.
In this  scenario, the data in the door lock, such as authentication data, door lock password and other sensitive data, need to be protected to avoid data leakage. Important data such as unlocking instructions and unlocking passwords also need to be protected during uploading and distributing to prevent tampering and theft, which may result in the door lock being illegally controlled. With the internal APIs of Ks_int_NAF as above,  it could implement cryptography operation for the  scenario.
Furthermore, when the door lock device is connected to the management platform, the Ks_int_NAF distributed from the GBA_U can also generate identity data for the door lock such as MAC, which is used for the identity verification of the door lock device by the management platform, so as to avoid the forgery of the device identity; similarly, the door lock before unlocking, the device can also authenticate the platform or the user through the verification capability provided by the USIM using Ks_int_NAF to ensure the security of unlocking.

Figure2: Smart door lock architecture  

[bookmark: _Toc6002]5      Key Issues
[bookmark: _Toc20371]5.1    Key Issues1: Support for GBA_U_APIs 
Since the Ks_int_NAF is derived from the Long Term Key of the UICC, and the GBA mechanism is highly recognized, the APIs for Ks_int_NAF should be defined, so other applications could use the Ks_int_NAF for security purpose. 
[bookmark: _Toc11012]6      Solutions
[bookmark: _Toc17831]6.1    Solution1:  Classes and Interfaces of GBA_U_APIs 
The USIM GBA_U_APIs consists of the package uicc.usim.gba, which includes cipher and signature two classes.
Table 6.1: GBA_U API
	CLASS Summary
	Method Summary
	Description

	cipher
	init
	Initializes the Cipher object with the appropriate Ks_int_NAF Key and algorithm specific parameters.

	
	update
	Generates encrypted/decrypted output from input data

	
	doFinal
	Generates encrypted/decrypted output from all/last input data

	signature
	init
	Initializes the Signature object with the appropriate Ks_int_NAF Key and algorithm specific parameters

	
	update
	Accumulates a signature of the input data

	
	sign
	Generates the signature of all/last input data

	
	verify
	Verifies the signature of all/last input data against the passed in signature.
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