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	Reason for change:
	As per reply LS C6-200618 for the GSMA LS (TSG eSIMTEST meeting #29) a new version of TCs will be required for Black Box tesing where the test system is unable to verify ME read EFIMSI, EFRouting_Indicator and EFSUCI_Calc_Info , using READ APDUs.This CR proposes the new TC 5.3.7A and the changes need for Black Box testing of the test case 5.3.7A, a new variant of the existing test case 5.3.7.

	
	

	Summary of change:
	Proposed changes compared to 5.3.7:

a) Test System is to update files EFIMSI and EFRouting_Indicator with random values choosen by the Test System at TC initialization time (see below for how Test System chooses the values).
b) Test System shall update the files with different values x and y each time the TC is executed.
c) All the data related to SUCI calculation by USIM in the Test profile shall be updated with `FF` and shall not be updated during the test initialization.  
d) Test system to confirm if SUPI and RI received in SUCI matches with what Test System has upated and NULL protection scheme has been used in SUCI as no valid data was updated in EFSUCI_Calc_Info. If it is, that implicitly confirms ME read all three files EFIMSI, EFRouting_Indicator and EFSUCI_Calc_Info from the UICC.

Updating the EFs:

1. EFIMSI shall be updated with 24608135793579x and last digit x will be chosen by the Test system and x will be a random digit between 0 – 9 (instead of fixed digit `3` as in TC 5.3.7). 
2. EFRouting_Indicator shall be updated with 1y and y will be a random digit between 0 – 9 (instead of fixed digit `7` as in TC 5.3.7). 
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3.7	Table of optional features
Support of several features is optional or release dependent for the terminal equipment. However, if an ME states conformance with a specific 3GPP release, it is mandatory for the ME to support all mandatory functions of that release, as stated in table A.1 with the exception of the functions:
-	"Support of ACL"; and
-	"Support of local phonebook";
The supplier of the implementation shall state the support of possible options in table A.1.
Table A.1: Options


	[bookmark: _Hlk51766557]Item
	Option
	Status
	Support
	Mnemonic

	1
	Support of CS
	O
	
	O_CS

	
	……..
	
	
	

	43
	UE supports 5G Core Network
	O
	
	pc_5GC

	44
	Support of NR access
	O
	
	pc_NR

	
	……
	
	
	

	C001	If terminal is 3G terminal then M else N/A
C002	If terminal is 2G terminal then M else O
C003	If Higher priority PLMN selector with Access Technology service is implemented according to Rel-6 or later then O else M
C004	If (A.1/18 is supported) AND (A.1/31 is supported) AND (A.1/32 is supported) AND (terminal is implemented according to Rel-6 or later) then M, else O
C005	If ((A.1/11 is NOT supported) OR (terminal is implemented according to R99)) then N/A else if terminal is implemented according to Rel-4 then O else M 
C006	void

NOTE 1:	The support of this feature was made optional by CR#0214. See conditions in TS 31.102 [4]
NOTE 2:	The support of this feature was made optional by CR#0200.



	Item
	Description
	Tested feature defined in Release
	Test sequence(s)
	R99 ME
	Rel-4 ME
	Rel-5 ME
	Rel-6 ME
	Rel-7 ME
	Rel-8 ME
	Rel-9 ME
	Rel-10 ME
	Rel-11 ME
	Rel-12 ME
	Rel-13 ME
	Rel-14-ME
	Rel-15 ME
	Network Dependency
	Support
	Additional test case execution recommendation

	
	……………….

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	AER005

	130
	UE recognising the priority order of the Operator controlled PLMN selector list when accessing E-UTRAN in NB-S1 mode
	Rel-14
	7.3.5
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	C046
	C046
	NB System Simulator
	
	

	137
	SUCI calculation by the ME using null scheme – missing parameters for subscription identifier privacy support by the USI
	Rel-15
	5.3.1
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	C056
	NG-SS
	
	AER0xx

	[bookmark: _Hlk51766283][bookmark: _Hlk51766219][bookmark: _Hlk51766079]137a
	SUCI calculation by the ME using null scheme – missing parameters for subscription identifier privacy support by the USI
	Rel-15
	5.3.1A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	C056
	NG-SS
	
	AER0yy



Table B.1: Applicability of tests (continued)
	C001
	(NOT A.1/3) AND A.1/4
	--  (NOT O_UTRAN) AND O_GERAN

	C002
	A.1/1 AND A.1/3
	-- O_CS AND O_UTRAN 

	C003
	A.1/3 AND A.1/4
	--  O_UTRAN AND O_GERAN

	........
	
	

	C056
	IF A.1/43 AND A.1/44 THEN M ELSE N/A
	--  pc_5GC AND pc_NR

	......
	
	

	AER010
	The value of eDRX (eDRX_V) and PTW (PTW_V) parameters shall be provided by the UE manufacturer and shall be set to a value suitable for executing the test cases.
	

	AER0xx
	TC is optional if Test System supports Black Box testing as in Annex X
	

	AER0yy
	TC is mandatory if Test System supports Black Box testing as in Annex X
	




[bookmark: _Toc29397887][bookmark: _Toc29399009][bookmark: _Toc36649019][bookmark: _Toc36654807][bookmark: _Toc44961077][bookmark: _Toc50982718]5.3.7A	SUCI calculation by the ME using null scheme – missing parameters for subscription identifier privacy support by the USIM
[bookmark: _Toc29397888][bookmark: _Toc29399010][bookmark: _Toc36649020][bookmark: _Toc36654808][bookmark: _Toc44961078][bookmark: _Toc50982719]5.3.7A.1	Definition and applicability
If the operator's decision is that ME shall calculate the SUCI, the home network operator shall provision a list of the Protection Scheme Identifiers that the operator allows in the USIM. The list of Protection Scheme Identifiers in the USIM may contain one or more Protection Scheme Identifiers in order of their priority. The ME shall read the SUCI calculation information from the USIM, including the SUPI, the Home Network Public Key, the Home Network Public Key Identifier, and the list of Protection Scheme Identifiers. The ME shall select the protection scheme from its supported schemes that has the highest priority in the list obtained from the USIM.
The ME shall calculate the SUCI using the null-scheme if one or more parameters (i.e. Home Network Public Key, Protection Scheme Identifier) required for the calculation of the SUCI are not provisioned in the USIM.
[bookmark: _Toc29397889][bookmark: _Toc29399011][bookmark: _Toc36649021][bookmark: _Toc36654809][bookmark: _Toc44961079][bookmark: _Toc50982720]5.3.7A.2 	Conformance requirement
1)	SUCI calculation procedure shall be performed by the ME if Service n°124 is "available" and Service n°125 is not "available" in EFUST
2)	As part of the SUCI calculation performed by the ME, the ME shall perform reading procedure on EFSUCI_Calc_Info and EFRouting_Indicator.
3)	The ME shall calculate the SUCI using the null-scheme if no Protection Scheme Identifier is provisioned in the USIM or if there is no Home Network Public Key configured in the USIM for the highest priority protection scheme configured in the USIM that the ME supports.
Reference:
-	3GPP TS 31.102 [4], subclauses 4.4.11.8, 4.4.11.11, 5.3.47 and 5.3.51;
- 	3GPP TS 33.501 [41], subclause Annex C;
-	3GPP TS 24.501 [42], subclause 5.5.1.2.2.
[bookmark: _Toc29397890][bookmark: _Toc29399012][bookmark: _Toc36649022][bookmark: _Toc36654810][bookmark: _Toc44961080][bookmark: _Toc50982721]5.3.7A.3	Test purpose
1)	To verify that the READ EFUST, EFIMSI, EFSUCI_Calc_Info and EFRouting_Indicator commands are performed correctly by the ME.
2)	To verify that the ME performs SUCI calculation procedure using null-scheme.
[bookmark: _Toc29397891][bookmark: _Toc29399013][bookmark: _Toc36649023][bookmark: _Toc36654811][bookmark: _Toc44961081][bookmark: _Toc50982722]5.3.7A.4	Method of test
[bookmark: _Toc29397892][bookmark: _Toc29399014][bookmark: _Toc36649024][bookmark: _Toc36654812][bookmark: _Toc44961082][bookmark: _Toc50982723]5.3.7A.4.1	Initial conditions
The NG-SS transmits on the BCCH, with the following network parameters:
-	TAI (MCC/MNC/TAC):	244/083/000001.
-	Access control:	unrestricted.
Test System shall update the UICC Elementary Files where necessary using any procedure supported by the Test System (Refer to Annex X for details on Black Box testing).
A UICC containing the default 5G-NR UICC defined in clause 4.9 is used with the following exception:
EFIMSI
Logically:	24608135793579x
· Test System shall update EFIMSI with 24608135793579x, where x is any random digit between 0 – 9 and it shall be different every time the test case is initialized.

	Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9

	Hex
	08
	29
	64
	80
	31
	75
	39
	75
	x9



EFRouting_Indicator
Logically:	
Routing Indicator: 1y where y is a random digit between 0 - 9
	Coding:
	B1
	B2
	B3
	B4

	Hex
	y1
	FF
	FF
	FF



Test System to update EFRouting_Indicator with above data and y shall be different every time the test case is initialized.
[bookmark: _Toc29397893][bookmark: _Toc29399015][bookmark: _Toc36649025][bookmark: _Toc36654813][bookmark: _Toc44961083]EFSUCI_Calc_Info (Subscription Concealed Identifier Calculation Information EF)
The USIM does not have any Protection Scheme Identifiers configured, or
The USIM does not have the Home Network Public Key configured for the highest priority protection scheme configured in the USIM that the ME supports.
Logically:	
null

	Coding:
	B1
	B2
	B3
	B4
	B5
	B6

	Hex
	A0
	02
	01
	01
	A1
	00



[bookmark: _Toc50982724]5.3.7A.4.2	Procedure
a)	The UE is switched on.
b)	The UE sends REGISTRATION REQUEST to the NG-SS indicating the 5GS registration type IE as "initial registration" and 5GS mobile identity information element type "SUCI".
c)  Upon reception of REGISTRATION ACCEPT message with a 5G-GUTI, the UE sends REGISTRATION COMPLETE message to the NG-SS. 
[bookmark: _Toc29397894][bookmark: _Toc29399016][bookmark: _Toc36649026][bookmark: _Toc36654814][bookmark: _Toc44961084][bookmark: _Toc50982725]5.3.7A.5	Acceptance criteria
1) After step a) the ME shall read EFIMSI, EFUST, EFSUCI_Calc_Info and EFRouting_Indicator
NG-SS shall verify below using the SUCI received from ME.

IMSI : 24608135793579x
Routing Indicator: 1y  
Protection Scheme Identifier  – null-scheme
x and y shall be matched with what Test System updated and the Protection Scheme Identifier shall be matched (no Protection Schemes) with what updated in the USIM during TC initialization.

2) After step b) the UE shall include the SUCI as coded below in the 5GS mobile identity IE in the REGISTRATION REQUEST. 
SUPI format:	0
Home Network Identifier:	246/081
Routing indicator:	17
Protection scheme id:	00
Home network public key Id:	0
Scheme output: 	357935793

