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	Reason for change:
	As per reply LS C6-200618 for the GSMA LS (TSG eSIMTEST meeting #29) a new version of TCs will be required for Black Box tesing where the test system is unable to verify ME read EFUST,, for example the case where ME has a removable/embedded eSIM or iSIM and unable to connect a SIM Simulator.This CR proposes the new TC 15.2.2A and the changes need for 15.2.2A compared to the existing TC 15.2.2.

	
	

	Summary of change:
	Objectives of the changes are, 
· to introduce TC 15.2.2A with same Conformance Requirements, Test Purpose and Acceptance Criterias as in the TC 15.2.2.  
· to confirm,if the ME has read the files EFUST. 
· to verify that ME forwards the RAND and AUTN received in AUTHENTICATION REQUEST message to the USIM.
Proposed changes compared to 15.2.2:

a) Test System is to update service no 124 in EFUST to be available or not randomly choosen by the Test system at TC initialization time.
b) The NG-SS is configured with Home Network Private Key as following:
	Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8

	Hex
	F1
	AB
	10
	74
	47
	7E
	BC
	C7

	
	B9
	B10
	B11
	B12
	B13
	B14
	B15
	B16

	
	F5
	54
	EA
	1C
	5F
	C3
	68
	B1

	
	B17
	B18
	B19
	B20
	B21
	B22
	B23
	B24

	
	61
	67
	30
	15
	5E
	00
	41
	AC

	
	B25
	B26
	B27
	B28
	B29
	B30
	B31
	B32

	
	44
	7D
	63
	01
	97
	5F
	EC
	DA



c) NG-SS to verify at REGISTRATION the ME uses NULL scheme when service no 124 is set to not available and ME uses scheme type B when service no 124 is set to available.

Note: 
UICC will have EF-SUCI_Calc_Info for SUCI calculation by ME using protection scheme type B and EF-Routing_indicator with fixed data as in the Default UICC. 


	
	

	Consequences if not approved:
	MEs and Test Systems supporting only Black Box testing with a removable/embedded eSIM or iSIMs will not be able to verify all the 5G 31.121 TCs.
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3.7	Table of optional features
Support of several features is optional or release dependent for the terminal equipment. However, if an ME states conformance with a specific 3GPP release, it is mandatory for the ME to support all mandatory functions of that release, as stated in table A.1 with the exception of the functions:
-	"Support of ACL"; and
-	"Support of local phonebook";
The supplier of the implementation shall state the support of possible options in table A.1.
Table A.1: Options


	[bookmark: _Hlk51766557]Item
	Option
	Status
	Support
	Mnemonic

	1
	Support of CS
	O
	
	O_CS

	
	……..
	
	
	

	43
	UE supports 5G Core Network
	O
	
	pc_5GC

	44
	Support of NR access
	O
	
	pc_NR

	
	……
	
	
	

	C001	If terminal is 3G terminal then M else N/A
C002	If terminal is 2G terminal then M else O
C003	If Higher priority PLMN selector with Access Technology service is implemented according to Rel-6 or later then O else M
C004	If (A.1/18 is supported) AND (A.1/31 is supported) AND (A.1/32 is supported) AND (terminal is implemented according to Rel-6 or later) then M, else O
C005	If ((A.1/11 is NOT supported) OR (terminal is implemented according to R99)) then N/A else if terminal is implemented according to Rel-4 then O else M 
C006	void

NOTE 1:	The support of this feature was made optional by CR#0214. See conditions in TS 31.102 [4]
NOTE 2:	The support of this feature was made optional by CR#0200.



	Item
	Description
	Tested feature defined in Release
	Test sequence(s)
	R99 ME
	Rel-4 ME
	Rel-5 ME
	Rel-6 ME
	Rel-7 ME
	Rel-8 ME
	Rel-9 ME
	Rel-10 ME
	Rel-11 ME
	Rel-12 ME
	Rel-13 ME
	Rel-14-ME
	Rel-15 ME
	Network Dependency
	Support
	Additional test case execution recommendation

	
	……………….

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	AER005

	130
	UE recognising the priority order of the Operator controlled PLMN selector list when accessing E-UTRAN in NB-S1 mode
	Rel-14
	7.3.5
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	C046
	C046
	NB System Simulator
	
	

	131
	UE identification by SUCI during initial registration – SUCI calculation by ME using null scheme
	Rel-15
	5.3.1
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	C056
	NG-SS
	
	

	[bookmark: _Hlk51766283][bookmark: _Hlk51766219][bookmark: _Hlk51766079]132
	UE identification by SUCI during initial registration – SUCI calculation by ME using profile B or profile A
	Rel-15
	5.3.2
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	C056
	NG-SS
	
	AER0xx

	132a
	UE identification by SUCI during initial registration – SUCI calculation by ME using profile B or profile A
	Rel-15
	5.3.2A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	C0xx
	NG-SS
	
	AER0yy

	158
	Authentication procedure for 5G-AKA – Authentication is successful - GSM UICC
	Rel-15
	15.2.2
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	C056
	NG-SS
	
	AER0xx

	158a
	Authentication procedure for 5G-AKA – Authentication is successful - GSM UICC
	Rel-15
	15.2.2A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	C056
	NG-SS
	
	AER0yy



Table B.1: Applicability of tests (continued)
	C001
	(NOT A.1/3) AND A.1/4
	--  (NOT O_UTRAN) AND O_GERAN

	C002
	A.1/1 AND A.1/3
	-- O_CS AND O_UTRAN 

	C003
	A.1/3 AND A.1/4
	--  O_UTRAN AND O_GERAN

	........
	
	

	C056
	IF A.1/43 AND A.1/44 THEN M ELSE N/A
	--  pc_5GC AND pc_NR

	C0xx
	IF A.1/43 AND A.1/44 AND A.1/nn THEN M ELSE N/A
	--  pc_5GC AND pc_NR AND O_GSMA_TS48_eUICC_Support

	.......
	
	

	AER010
	The value of eDRX (eDRX_V) and PTW (PTW_V) parameters shall be provided by the UE manufacturer and shall be set to a value suitable for executing the test cases.
	

	AER0xx
	TC is optional if Test System supports Black Box testing as in Annex X
	

	AER0yy
	TC is mandatory if Test System supports Black Box testing as in Annex X
	




[bookmark: _Toc50983745][bookmark: _Toc50983746]15.2.2A	Authentication procedure for 5G AKA – Authentication is successful - GSM UICC 
15.2.2.1	Definition and applicability
The purpose of the 5G AKA based primary authentication and key agreement procedure is to provide mutual authentication between the UE and the network and to agree on the keys KAUSF, KSEAF and KAMF. The UE and the AMF shall support the 5G AKA based primary authentication and key agreement procedure.
The 5G NAS security context parameters from a full native 5G NAS security context shall be stored on the USIM if the corresponding file is present on the USIM as specified in 3GPP TS 31.102 [4]. If the corresponding file is not present on the USIM, this 5GMM parameters is stored in a non-volatile memory in the ME together with the SUPI from the USIM.
During the authentication procedure if the USIM computes a Kc (i.e. GPRS Kc) from CK and IK using conversion function c3 as described in TS 33.102 [45], and sends it to the ME, then the ME shall ignore such GPRS Kc and not store the GPRS Kc on USIM or in ME.
[bookmark: _Toc50983747]15.2.2.2 	Conformance requirement
1) 	The ME shall ignore the GPRS Kc and not store the GPRS Kc on USIM or in ME if the USIM computes a Kc (i.e. GPRS Kc) from CK and IK using conversion function c3 as described in TS 33.102 [45].
2)	If Service n°122 and Service n°123 are not available on the USIM, the 5GS 3GPP access NAS security context parameters and the 5G authentication keys shall be stored in the non-volatile memory of the ME.
Reference:
-	3GPP TS 33.501 [41], subclause 6.1.3.1;
-	3GPP TS 24.501 [42], subclause 5.4.1.2 and Annex C.
[bookmark: _Toc50983748]15.2.2.3	Test purpose
1)	To verify that the ME will ignore the GPRS Kc and will not store the GPRS Kc on USIM or in ME when the USIM computes a Kc (i.e. GPRS Kc) from CK and IK.
2)	To verify that the ME stores the 5GS 3GPP access NAS security context parameters and the 5G authentication keys inside the ME non-volatile memory when Service n°122 and Service n°123 are not available on the USIM.
[bookmark: _Toc50983749]15.2.2.4	Method of test
[bookmark: _Toc50983750]15.2.2.4.1	Initial conditions
The NR-SS transmits on the BCCH, with the following network parameters:
-	TAI (MCC/MNC/TAC):	244/083/000001.
-	Access control:	unrestricted.
The NG-SS shall be configured with Home Network Private Key as following:
	Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8

	Hex
	F1
	AB
	10
	74
	47
	7E
	BC
	C7

	
	B9
	B10
	B11
	B12
	B13
	B14
	B15
	B16

	
	F5
	54
	EA
	1C
	5F
	C3
	68
	B1

	
	B17
	B18
	B19
	B20
	B21
	B22
	B23
	B24

	
	61
	67
	30
	15
	5E
	00
	41
	AC

	
	B25
	B26
	B27
	B28
	B29
	B30
	B31
	B32

	
	44
	7D
	63
	01
	97
	5F
	EC
	DA



Note: 
Home Network Private Key to be used if Test System updates UST Service n°124 as available 

[bookmark: _Hlk51602983]Test System shall update the UICC Elementary Files where necessary using any procedure supported by the Test System (Refer to Annex X for details on Black Box testing).
A UICC containing the default 5G-NR UICC defined in clause 4.9 is used with the following exception:
[bookmark: _Hlk4002484]EFUST
Logically:	
User controlled PLMN selector available
Fixed dialling numbers available	
The GSM Access available
The Group Identifier level 1 and level 2 not available
Service n 33 (Packed Switched Domain) shall be set to '1'
Enabled Services Table available
EPS Mobility Management Information available
Allowed CSG Lists and corresponding indications available
5GS Mobility Management Information available
5G Security Parameters available
Subscription identifier privacy support available or not available depend on y
SUCI calculation by USIM not available

Test System shall update EFUST with Service no 124 as y, where y is chosen randomly (available / not available) at TC initialization.


	Byte:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8

	Binary:
	xxxx xx1x
	xxxx xxxx
	xxxx 1x00
	xxxx x1xx
	xxxx xx11
	xxxx xxxx
	xxxx xxxx
	xxxx xxxx

	
	B9
	B10
	B11
	
	B16
	
	
	

	
	xxxx xxxx
	xxxx xxxx
	xx11 xxxx
	.....
	xxx0 y11x
	
	
	



Test System shall update SQN record #1 in the USIM required for Authentication with:

	Coding:
	B1
	B2
	B3
	B4
	B5
	B6

	Hex
	00
	00
	00
	aa
	bb
	cc



· NG-SS shall choose ‘aa bb cc’ as per the Annex C.2.2 in 3GPP 33.102. The SQN used in AUTN shall be the corresponding to the SQN updated in the USIM.
· All the remaining SQN records in the USIM shall be set to zero.

[bookmark: _Toc50983751]15.2.2.4.2	Procedure
a)	Bring up Cell A and the UE is switched on.
b)	The UE sends REGISTRATION REQUEST to NG-SS. Further NG-SS responds with REGISTRATION REJECT (cause: Roaming not allowed in this tracking area), and then UE is switched off.
c)	The UE is switched on.
d)	Upon reception of an RRCSetupRequest message from the UE, NG-SS transmits an RRCSetup message to the UE followed by reception of an RRCSetupComplete message from the UE.
e)	After receipt of a REGISTRATION REQUEST message from the UE during registration, the NG-SS initiates the 5G AKA authentication procedure and sends 5G-AKA-Challenge message in the AUTHENTICATION REQUEST message, uses:
[bookmark: _Hlk10553173]ngKSI:
NAS key set identifier:	'000' 
TSC:		'0'
Authentication parameter RAND (5G authentication challenge):	128 bits value
Authentication parameter AUTN (5G Authentication challenge).	128 bits value 
f)	Using the 5G authentication challenge data received in AUTHENTICATION REQUEST message the ME pass the RAND and AUTN to the USIM, the USIM calculates the response parameter KC (i.e. GPRS Kc) from CK and IK using conversion function c3.
g)	Upon reception of AUTHENTICATION RESPONSE message from the UE, the NG-SS sends a SECURITY MODE COMMAND message. The UE sends a SECURITY MODE COMPLETE message.
h)	The NG-SS sends a REGISTRATION ACCEPT message contains: 
5G-GUTI: 	24408300010266436587
TAI:	42 34 80 00 00 01
i)	The UE sends a REGISTRATION COMPLETE message.
j)	The UE is switched off or the UE's radio interface is switched off to perform the DEREGISTRATION procedure, then the NG-SS sends the RRCRelease message.
k)	he UE is switched on.
l)	The UE sends REGISTRATION REQUEST message, indicates the 5GS mobile identity information element type "5G-GUTI"
m)	The NG-SS transmits a SECURITY MODE COMMAND message using the last calculated KAMF indicated by the ngKSI to activate NAS security to activate NAS security.
n)	The NG-SS sends REGISTRATION ACCEPT to the UE with:
5G-GUTI:	24408300010266436555
TAI:	42 34 80 00 00 01
o)	The UE sends a REGISTRATION COMPLETE message.
p)	The UE is switched off or the UE's radio interface is switched off to perform the DEREGISTRATION procedure.
[bookmark: _Toc50983752]15.2.2.5	Acceptance criteria
1)	After step c) the ME shall read EFUST.
NG-SS shall verify below using the SUCI received from ME at power up REGISTRATION.

If Test System has chosen y as service no 124 in EFUST available at TC initialization
· Protection Scheme Identifier – ECIES scheme profile B 
Else
· Protection Scheme Identifier – Null scheme
2)	During step e) the UE shall indicate within the REGISTRATION REQUEST for the NAS key set identifier that no key is available.
[bookmark: _Hlk9940797]3)	In step f) the ME forwards the RAND and AUTN received in AUTHENTICATION REQUEST message to the USIM.
· Verify AUTS is not received in AUTHENTICATION RESPONSE 
Note:  SQN received in AUTN is acceptable and does not generate a Sync Failure by the USIM.
4)	During step g) the UE sends an AUTHENTICATION RESPONSE message contains:
Authentication response parameter:	16 octets RES* value calculated according to 3GPP TS 24.501 [42].
5)	During steps g) to i) the ME does not store GPRS Kc on the USIM.
6)	In step l) the UE shall indicate in the REGISTRATION REQUEST that NAS key set identifier is set to '000' and TSC is set to '0' and uses the 5GS mobile identity information element type "5G-GUTI" with value:
5G-GUTI:	24408300010266436587.
7)	After step m) the UE shall send SECURITY MODE COMPLETE message.


