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***********                            Start Modification ************
13.1
The Framework functions

The framework provides the essential capabilities that allow OSA applications to make use of the service capabilities in the network. The framework shall support the ability for applications to access SCFs in another network.

There are three distinct features that comprise the framework: Trust and Security Management, Service Registration and Discovery functions and Integrity Management.

13.1.1
Trust and Security Management 

The trust and security management feature provides the necessary mechanisms which define the security parameters in which client applications may access the network. This includes the availability of a framework initial access point through which all client applications are authenticated and  authorised and the ability to allow the signing of on-line service level agreements between the client applications and the framework. 

13.1.1.1
Authentication 

Authentication is used to verify the identity of an entity (user, network, and application).

Three types of authentication are distinguished:

· User-Network Authentication:


Before a user can access her subscribed applications, the user has to be authenticated by the network that provides access to the application. This allows the network to check to what applications the user has subscribed to. User-network authentication is handled within the network and therefore outside the scope of the OSA .

· Application-Network Authentication:


Before an application can use the capabilities from the network, a service agreement has to be established between the application and the network. Establishment of such a service agreement starts with the mutual authentication between application and network. If a service agreement already exists, modification might be needed or a new agreement might supersede the existing.

· User-Application Authentication:


Before a user can use an application or perform other activities (e.g. modifying profile data) the application must authenticate the user. When the network already authenticates the user, authentication is not needed anymore. When the network is transparent and the user accesses an application directly, authentication is needed between user and application. This is outside the scope of the OSA.

13.1.1.2
Authorisation

Authorisation is the activity of determining what an authenticated entity (user, network, and application) is allowed to do.

NOTE:
Authentication must therefore precede authorisation.

Two types of authorisation are distinguished:

· Application-Network Authorisation:


Verifies what non-framework functions the application is allowed to use. Once an application has been authorised to use one, more or all  non-framework functions no further authorisation is required as long as the "allowed" non-framework functions are used.

· User-Application Authorisation:


The application verifies what actions the user is allowed to perform (e.g. deactivation of functionality, modification of application data). This is transparent to the network and therefore outside the scope of the present document.

13.1.1.X
Policy for service capability features access and usage
The framework shall provide functions to manage and enforce policies on the access and usage of service capability features requested by the OSA Applications, in addition to the policies implemented by the Service Capability Features themselves (e.g. through policy-enabled Service Capability Features). Examples of such policies are: number of application requests for a specified period, frequency of application requests, check on syntax correctness and validity in term of lifetime for parameters, check if the requestor (OSA Application and/or subscriber) is in arrears.
***********             End  Modification ************
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