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1
Decision/action requested

We propose to add the parameter for identifying the entity requesting the operation to ParlayX Terminal Location Web Service to handle priovacy requirement.

2
References

ETSI ES 202 391-9: "Open Service Access (OSA); Parlay X 2 Web Services; Part 9: Terminal Location".
3
Rationale

Terminal Location is very sensitive information for one’s privacy. Although the operations requesting terminal location in the recent specification of Parlay X Terminal Location Web Service describe the privacy error within policy exception, these operations don’t comment on the identity who requests terminal location. To handle this privacy requirement, the operations may include the requester parameter and then the results of these operations may be dependent on this parameter.

4
Detailed proposal

Following figure shows the requirements of application level authentication for privacy.
<1> Use Case 

[image: image1.emf]Bob

’

s daughter : A

Bob

’

s boss : B

Bob

’

s friend : C

Bob

Requests to block all 

excepting his family  

1

2 3

4

GetLocation(A, Bob)

GetLocation(B, Bob)

Or

GetLocation(C, Bob)

Response(Bob

’

s location)

5 PolicyException(PrivacyError)

Parlay X GW

Results of the operationsare 

dependent on the entity 

requesting the operations.

Mobile Network


<Figure 1> Parlay X application based on the user privacy

Figure 1 shows the application that provides the requestors with terminal’s location based on the owner’s preference. At the first step, bob requests that all excepting his family are prevented from seeing his location. At the next step, if his daughter requests his location, she can get his location. But other people including his friend B and his boss C may be rejected from getting his location. The result of these operations may be dependent on terminal owner’s preference. Following figure shows the sequence diagram of this scenario.
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<Figure 2> Sequence Diagram of the application based on privacy

We propose anyURI type for showing the identity of the requestor for guaranteeing uniqueness of identity. There are several alternatives to request blocking, for example, Bob can request blocking trough off-line to network operator. If bob doesn’t request blocking, all requestors may have his location.
Parameter Definition

Parameterization of requester information is shown as follows:

Terminal Location API

· GetLocation(Requester, Address, RequestedAccuracy, AcceptableAccuracy)
· GetTerminalDistance(Requester, Address, Latitude, Longitude)
· GetLocationForGroup(Requester, Addresses, RequestedAccuracy, AcceptableAccuracy)

· StartGeographicalNotification(Requester, Reference, Addresses, Latitude, Longitude, Radius, Criteria, CheckImmediate, Frequency, Duration. Count)

· StartPeriodicNotification(Requester, Reference, Addresses, RequestedAccuracy, Frequency, Duration)

   Parameter : Requestor
	Name
	Type
	Description

	Requester
	xsd :anyURI
	Identity who requests the operation
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