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1. Introduction
<Introduction part (optional)>
2. Reason for Change
< Explain the reason for change (mandatory)>
3. Conclusions
<Conclusion part (optional)>
4. Proposal
It is proposed to agree the following changes to 3GPP TS29.526 v0.1.0.

* * * First Change * * * *
[bookmark: _Toc510696607][bookmark: _Toc35971398][bookmark: _Toc36812129][bookmark: _Toc510696584][bookmark: _Toc35971376][bookmark: _Toc36812107]6.1.3	Resources
[bookmark: _Toc510696608][bookmark: _Toc35971399][bookmark: _Toc36812130]6.1.3.1	Overview
This clause will describe the structure for the Resource URIs and the resources and methods used for the service.
Example:


Figure 6.1.3.1-1: Resource URI structure of the <xyz > API
The structure of the Resource URIs of the Nnssaaf_NSSAA service is shown in Figure 6.1.3.1-1


Figure 6.1.3.1-1: Resource URI structure of the NSSAA API
Table 6.1.3.1-1 provides an overview of the resources and applicable HTTP methods.
Table 6.1.3.1-1: Resources and methods overview
	Resource name
	Resource URI
	HTTP method or custom operation
	Description

	<Resource name>
	<relative URI below root>
	GET
	<Operation executed by GET>

	
	
	PUT
	<Operation executed by PUT>

	
	
	PATCH
	<Operation executed by PATCH>

	
	
	POST
	<Operation executed by POST>

	
	
	DELETE
	<Operation executed by DELETE>

	
	
	Custom operation
	<Operation executed by custom operation>



[bookmark: _Toc510696609][bookmark: _Toc35971400][bookmark: _Toc36812131]Table 6.1.3.1-1: Resources and methods overview
	Resource name
	Resource URI
	HTTP method or custom operation
	Description

	slice-authentications
(Collection)
	/v1/slice-authentications
	POST
	Initiate the slice-specific authentication and authorization process by providing inputs related to the UE and a specific slice.

	slice-authentication
(Document)
	/v1/slice-authentications/{authCtxId}

	PUT
	Put the UE response from the EAP process.

	
	
	DELETE
	DELETE the slice authentication context.



6.1.3.2	Resource: <resource 1>slice-authentications (Collection)
Where <resource 1> is to be replaced by the resource name, e.g. PduSession.
[bookmark: _Toc510696610][bookmark: _Toc35971401][bookmark: _Toc36812132]6.1.3.2.1	Description
This clause will specify what the resource represents or what it is used for.
[bookmark: _Toc35971402][bookmark: _Toc36812133][bookmark: _Toc510696612]This resource represents a collection of the slice-authentication resources generated by the NSSAAF.
6.1.3.2.2	Resource Definition
This clause will describe the Resource URI and the supported resource variables.
Resource URI: {apiRoot}/<apiName>nnssaaf-nssaa/{apiVersion}/xxxslice-authentications
This resource shall support the resource URI variables defined in table 6.1.3.2.2-1.
Table 6.1.3.2.2-1: Resource URI variables for this resource
	Name
	Data type
	Definition

	apiRoot
	string
	See clause 6.1.1

	apiVersion
	string
	See clause 6.1.1

	<name>
	<type>
	<definition>



[bookmark: _Toc35971403][bookmark: _Toc36812134]6.1.3.2.3	Resource Standard Methods
The following clauses will specify the standard methods supported by the resource.
It will describe, for each method, the use of the method, the URI query parameters supported by the method, request and response data structures and response codes, and if applicable, HTTP headers specific to the operation.
[bookmark: _Toc510696613][bookmark: _Toc35971404][bookmark: _Toc36812135]6.1.3.2.3.1	< method 1 >POST
This clause will specify the meaning of the method applied on the resource.
This method shall support the URI query parameters specified in table 6.1.3.2.3.1-1.
Table 6.1.3.2.3.1-1: URI query parameters supported by the <method 1>POST method on this resource
	Name
	Data type
	P
	Cardinality
	Description
	Applicability

	<name> or n/a
	<type> or <leave empty>
	<M, C or O>
	0..1 or 1 or 0..N or 1..N or <leave empty>
	<only if applicable>
	

	n/a
	
	
	
	
	



This method shall support the request data structures specified in table 6.1.3.2.3.1-2 and the response data structures and response codes specified in table 6.1.3.2.3.1-3.
Table 6.1.3.2.3.1-2: Data structures supported by the <method 1>POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	"<type>" or "array(<type>)" or "map(<type>)" or n/a
	"M", "C" or "O"
	"0..1", "1", or "M..N", or <leave empty>
	<only if applicable>

	SliceAuthInfo
	M
	1
	Contains the GPSI, S-NSSAI, and EAP ID Response from the UE, etc.



Table 6.1.3.2.3.1-3: Data structures supported by the <method 1>POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	"<type>" or "array(<type>)" or "map(<type>)" or n/a
	"M", "C" or "O"
	"0..1", "1", or "M..N", or <leave empty>
	<list applicable codes with name from the applicable RFCs>
	<Meaning of the success case>
or
<Meaning of the error case with additional statement regarding error handling>

	SliceAuthContext
	M
	1
	201 Created
	This case indicates the corresponding resource has been created by the NSSAAF for the requested slice-specific authentication and authorization, and further EAP process is required.
The HTTP response shall include a "Location" header that contains the resource URI of the created resource.

	ProblemDetails
	O
	0..1
	400 Bad Request
	This case represents the failure to start slice-specific authentication and authorization because of input parameter error.

	ProblemDetails
	O
	0..1
	403 Forbidden
	This case represents when the UE or the slice is not allowed to be authenticated.
The "cause" attribute may be used to indicate one of the following application errors:
- SLICE_AUTH_REJECTED

	ProblemDetails
	O
	0..1
	404 Not Found
	This case represents the user or user context is not found.
The "cause" attribute may be used to indicate one of the following application errors:
- CONTEXT_NOT_FOUND
- USER_NOT_FOUND

	ProblemDetails
	O
	0..1
	504 Gateway Time out
	This case represents network error or remote peer (i.e. AAA-S) error, e.g. not reachable, no response and time out.
The "cause" attribute may be used to indicate one of the following application errors:
- NETWORK_FAILURE
- UPSTREAM_SERVER_ERROR
- TIME_OUT_REQUEST

	NOTE:	The manadatory HTTP error status code for the <method 1>POST method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] also apply.



Table 6.1.3.2.3.1-4: Headers supported by the <e.g. GET>POST method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	<header name> 
	<data type>
e.g. string
	"M", "C" or "O"
	"0..1", "1", "1..N",  "1..N", or <leave empty>
	<description>

	n/a
	
	
	
	



Table 6.1.3.2.3.1-5: Headers supported by the <e.g. 200>201 response code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	
<header name> 
	
<data type>
e.g. string
	"M", "C" or "O"
	
"0..1", "1", "1..N",  "1..N", or <leave empty>
	<description>

	Location
	URI
	M
	1
	URI of created resource for the slice authentication context.
The URI structure is defined in clause 6.1.3.3.1.



Table 6.1.3.2.3.1-6: Links supported by the 200 201 Response Code on this endpoint
	Name
	Resource name
	HTTP method or custom operation
	Link parameter(s)
	Description

	<link name>
e.g. search
	<resource 1>
e.g. Stored Search (Document)
	<method 1>
e.g. GET
	<parameter>
e.g. searchId
	<description of the link>

	n/a
	
	
	
	



[bookmark: _Toc510696614][bookmark: _Toc35971405][bookmark: _Toc36812136]6.1.3.2.3.2	< method 2 >
And so on if there are more than two methods supported by the resource. Same structure as in clause 6.1.3.2.3.1.
[bookmark: _Toc510696615][bookmark: _Toc35971406][bookmark: _Toc36812137]6.1.3.2.4	Resource Custom Operations
The following clauses will specify the custom operations supported by the resource.
It will describe, for each custom operation, the use and the URI of the operation, the HTTP method on which it is mapped, request and response data structures and response codes, and if applicable, HTTP headers specific to the operation.
[bookmark: _Toc510696616][bookmark: _Toc35971407][bookmark: _Toc36812138]There is no Resource Custom Operations in the current version of this API.
6.1.3.2.4.1	Overview
[bookmark: _Toc510696617]Table 6.1.3.2.4.1-1: Custom operations
	Operation name
	Custom operaration URI
	Mapped HTTP method
	Description

	<custom operation name>
	<custom operation URI>
	e.g.POST
	<Operation executed by Custom operation>

	
	
	
	



[bookmark: _Toc35971408][bookmark: _Toc36812139]6.1.3.2.4.2	Operation: < operation 1 >
This clause will specify the meaning of the operation applied on the resource.
[bookmark: _Toc510696618][bookmark: _Toc35971409][bookmark: _Toc36812140]6.1.3.2.4.2.1	Description
This sublause will describe the custom operation and what it is used for, and the custom operation's URI.
[bookmark: _Toc510696619][bookmark: _Toc35971410][bookmark: _Toc36812141]6.1.3.2.4.2.2	Operation Definition
This clause will specify the custom operation and the HTTP method on which it is mapped.
This operation shall support the request data structures specified in table 6.1.3.2.4.2.2-1 and the response data structure and response codes specified in table 6.1.3.2.4.2.2-2.
Table 6.1.3.2.4.2.2-1: Data structures supported by the <e.g. POST> Request Body on this resource
	Data type
	P
	Cardinality
	Description

	"<type>" or "array(<type>)" or "map(<type>)"
	"M", "C" or "O"
	"0..1", "1", or "M..N", or <leave empty>
	<only if applicable>



Table 6.1.3.2.4.2.2-2: Data structures supported by the <e.g. POST> Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	"<type>" or "array(<type>)" or "map(<type>)"
	"M", "C" or "O"
	"0..1", "1" or "M..N", or <leave empty>
	<list applicable codes with name from the applicable RFCs>
	<Meaning of the success case>
or
<Meaning of the error case with additional statement regarding error handling>

	NOTE:	The manadatory HTTP error status code for the <e.g. POST> method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] also apply.



[bookmark: _Toc510696620][bookmark: _Toc35971411][bookmark: _Toc36812142]6.1.3.2.4.3	Operation: < operation 2 >
And so on if there are more than two operations supported by the resource. Same structure as in clause 6.1.3.2.4.1.
[bookmark: _Toc510696621][bookmark: _Toc35971412][bookmark: _Toc36812143]6.1.3.3	Resource: <resource 2>slice-authentication (Document)
And so on if there are more than two resources supported by the service. Same structure as in clause 6.1.3.2.
[bookmark: _Toc25270678][bookmark: _Toc34310333][bookmark: _Toc510696622][bookmark: _Toc35971413][bookmark: _Toc36812144]6.1.3.3.1	Description
The sub-resource "slice-authentication" is generated by the NSSAAF. This subresource should not persist after the slice-specific authentication and authorization process finishes.
6.1.3.3.2	Resource Definition
Resource URI: {apiRoot}/nnssaaf-nssaa/{apiVersion}/slice-authentications/{authCtxId}
This resource shall support the resource URI variables defined in table 6.1.3.3.2-1.
Table 6.1.3.3.2-1: Resource URI variables for this resource
	Name
	Data type
	Definition

	apiRoot
	string
	See clause 6.1.1

	apiVersion
	string
	See clause 6.1.1

	authCtxId
	string
	The slice authentication context ID, which is of data type SliceAuthCtxId defined in clause 6.1.6.3.2.



6.1.3.3.3	Resource Standard Methods
6.1.3.3.3.1	PUT
This method shall support the URI query parameters specified in table 6.1.3.3.3.1-1.
Table 6.1.3.3.3.1-1: URI query parameters supported by the PUT method on this resource
	Name
	Data type
	P
	Cardinality
	Description
	Applicability

	n/a
	
	
	
	
	



This method shall support the request data structures specified in table 6.1.3.3.3.1-2 and the response data structures and response codes specified in table 6.1.3.3.3.1-3.
Table 6.1.3.3.3.1-2: Data structures supported by the PUT Request Body on this resource
	Data type
	P
	Cardinality
	Description

	SliceAuthConfirmationData
	M
	1
	Contains the EAP message generated by the UE and provided to the AMF.



Table 6.1.3.3.3.1-3: Data structures supported by the PUT Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	SliceAuthConfirmationResponse
	M
	1
	200 OK
	This case indicates that the NSSAAF has performed the slice-specific authentication. The response body shall contain the result of the slice-specific authentication and authorization.

	ProblemDetails
	O
	0..1
	400 Bad Request
	This case represents a slice-specific authentication failure because of input parameter error. This indicates that the NSSAAF was not able to process the slice-specific authentication.

	ProblemDetails
	O
	0..1
	403 Forbidden
	This case represents when the UE or the slice is not allowed to be authenticated.
The "cause" attribute may be used to indicate one of the following application errors:
- SLICE_AUTH_REJECTED

	ProblemDetails
	O
	0..1
	404 Not Found
	This case represents the UE or UE related context is not found.
The "cause" attribute may be used to indicate one of the following application errors:
- CONTEXT_NOT_FOUND
- USER_NOT_FOUND

	ProblemDetails
	O
	0..1
	504 Gateway Time out
	This case represents network error or remote peer (i.e. AAA-S) error, e.g. not reachable, no response when time out.
The "cause" attribute may be used to indicate one of the following application errors:
- NETWORK_FAILURE
- UPSTREAM_SERVER_ERROR
- TIMED_OUT_REQUEST

	NOTE:	The mandatory HTTP error status code for the PUT method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] also apply.



Table 6.1.3.3.3.1-4: Headers supported by the PUT method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



Table 6.1.3.3.3.1-5: Headers supported by the 200 response code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



Table 6.1.3.3.3.1-6: Links supported by the 200 Response Code on this endpoint
	Name
	Resource name
	HTTP method or custom operation
	Link parameter(s)
	Description

	n/a
	
	
	
	



6.1.3.3.3.2	DELETE
This method shall support the URI query parameters specified in table 6.1.3.3.3.2-1.
Table 6.1.3.3.3.2-1: URI query parameters supported by the DELETE method on this resource
	Name
	Data type
	P
	Cardinality
	Description
	Applicability

	n/a
	
	
	
	
	



This method shall support the request data structures specified in table 6.1.3.3.3.2-2 and the response data structures and response codes specified in table 6.1.3.3.3.2-3.
Table 6.1.3.3.3.2-2: Data structures supported by the DELETE Request Body on this resource
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	



Table 6.1.3.3.3.2-3: Data structures supported by the DELETE Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	n/a
	
	
	204 No Content
	The resource is deleted and no content is returned.

	ProblemDetails
	O
	0..1
	400 Bad Request
	This case represents a slice-specific authentication failure because of input parameter error. This indicates that the NSSAAF was not able to confirm the slice-specific authentication.

	ProblemDetails
	O
	0..1
	404 Not Found
	This case represents the UE or UE related context is not found.
The "cause" attribute may be used to indicate one of the following application errors:
- CONTEXT_NOT_FOUND
- USER_NOT_FOUND

	NOTE:	The mandatory HTTP error status code for the DELETE method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] also apply.



Table 6.1.3.3.3.2-4: Headers supported by the DELETE method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



Table 6.1.3.3.3.2-5: Headers supported by the 204 response code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



Table 6.1.3.3.3.2-6: Links supported by the 204 Response Code on this endpoint
	Name
	Resource name
	HTTP method or custom operation
	Link parameter(s)
	Description

	n/a
	
	
	
	



6.1.3.3.4	Resource Custom Operations
There is no Resource Custom Operations in the current version of this API.
6.1.4	Custom Operations without associated resources
[bookmark: _Toc510696623][bookmark: _Toc35971414][bookmark: _Toc36812145]6.1.4.1	Overview
This clause will specify custom operations without any associated resource (i.e. RPC) supported by this API.
There is no Custom Operation in the current version of this API.
Table 6.1.4.1-1: Custom operations without associated resources
	Custom operation URI
	Mapped HTTP method
	Description

	<custom operation URI>
	e.g.POST
	<Operation executed by Custom operation>

	
	
	



[bookmark: _Toc510696624][bookmark: _Toc35971415][bookmark: _Toc36812146]6.1.4.2	Operation: <operation 1>
Where <operation 1> is to be replaced by the name of the custom operation, e.g. Authentication_Information_Request.
It will describe, for each custom operation, the use and the URI of the operation, the HTTP method on which it is mapped, request and response data structures and response codes, and if applicable, HTTP headers specific to the operation.
[bookmark: _Toc510696625][bookmark: _Toc35971416][bookmark: _Toc36812147]6.1.4.2.1	Description
This sublause will describe the custom operation and what it is used for, and the custom operation's URI.
[bookmark: _Toc510696626][bookmark: _Toc35971417][bookmark: _Toc36812148]6.1.4.2.2	Operation Definition
This clause will specify the custom operation and the HTTP method on which it is mapped.
This operation shall support the response data structures and response codes specified in tables 6.1.4.2.2-1 and 6.1.4.2.2-2.
Table 6.1.4.2.2-1: Data structures supported by the <e.g. POST> Request Body on this resource
	Data type
	P
	Cardinality
	Description

	"<type>" or "array(<type>)" or "map(<type>)"
	"M", "C" or "O"
	"0..1", "1", or "M..N", or <leave empty>
	<only if applicable>



Table 6.1.4.2.2-2: Data structures supported by the <e.g. POST> Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	"<type>" or "array(<type>)" or "map(<type>)"
	"M", "C" or "O"
	"0..1", "1" or "M..N", or <leave empty>
	<list applicable codes with name from the applicable RFCs>
	<Meaning of the success case>
or
<Meaning of the error case with additional statement regarding error handling>

	NOTE:	The manadatory HTTP error status code for the <e.g. POST> method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] also apply.



[bookmark: _Toc510696627][bookmark: _Toc35971418][bookmark: _Toc36812149]6.1.4.3	Operation: < operation 2>
And so on if there are more than one custom operations supported by the service. Same structure as in clause 6.1.4.2.
[bookmark: _Toc510696628][bookmark: _Toc35971419][bookmark: _Toc36812150]6.1.5	Notifications
[bookmark: _Toc510696629][bookmark: _Toc35971420][bookmark: _Toc36812151]6.1.5.1	General
This clause will specify the use of notifications and corresponding protocol details if required for the specific service. When notifications are supported by the API, it will include a reference to the general description of notifications support over the 5G SBIs specified in TS 29.500 / TS 29.501.
[bookmark: _Toc510696630]Notifications shall comply to clause 6.2 of 3GPP TS 29.500 [4] and clause 4.6.2.3 of 3GPP TS 29.501 [5].
Table 6.1.5.1-1: Notifications overview
	Notification
	Resource URI
	HTTP method or custom operation
	Description
(service operation)

	<notification 1>
e.g. Status Change Notification

	< Resource URI >
e.g. {StatusCallbackUri}
	
e.g POST
	
e.g. Notify Event 

	Re-authentication Notification
	{reauthNotifUri}
(NF Service Consumer provided callback reference)
	POST
	Re-authentication Notification

	Revocation Notification
	{revocNotifUri}
(NF Service Consumer provided callback reference)
	POST
	Revocation Notification



[bookmark: _Toc35971421][bookmark: _Toc36812152]6.1.5.2	<notification 1>Re-authentication Notification
[bookmark: _Toc532994455][bookmark: _Toc35971422][bookmark: _Toc36812153][bookmark: _Toc510696631]6.1.5.2.1	Description
The Event Notification is used by the NF service producer to report one or several observed Events to a NF service consumer that has subscribed to such Notifications via the Individual Notification Subscription Resource.
[bookmark: _Toc532994456][bookmark: _Toc35971423][bookmark: _Toc36812154]The Re-authentication Notification is used by the NSSAAF to trigger the NF Service Consumer (i.e. the AMF) to re-initiate slice-specific authentication and authorization for a given UE.
6.1.5.2.2	Target URI
The Notification URI "{notifUrireauthNotifUri}" shall be used with the resource URI variables defined in table 6.1.5.2.2-1.
Table 6.1.5.2.2-1: Resource URI variables for this resource
	Name
	Definition

	notifUri
	String formatted as URI with the Notification Uri

	reauthNotifUri
	String formatted as URI which carries the re-authentication notification URI.



[bookmark: _Toc532994457][bookmark: _Toc35971424][bookmark: _Toc36812155]6.1.5.2.3	Standard Methods
[bookmark: _Toc532994458][bookmark: _Toc35971425][bookmark: _Toc36812156]6.1.5.2.3.1	POST
This method shall support the request data structures specified in table 6.1.5.2.3.1-1 and the response data structures and response codes specified in table 6.1.5.2.3.1-1.
Table 6.1.5.2.3.1-2: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	"<type>" or "array(<type>)" or "map(<type>)"
	"M", "C" or "O"
	"0..1", "1", or "M..N", or <leave empty>
	<only if applicable>

	SliceAuthReauthNotification
	M
	1
	SliceAuthReauthNotification which carries the re-authentication notification for a given UE.



Table 6.1.5.2.3.1-3: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response codes
	Description

	"<type>" or "array(<type>)" or "map(<type>)"
	"M", "C" or "O"
	"0..1", "1" or "M..N", or <leave empty>
	<list applicable codes with name from the applicable RFCs>
	<Meaning of the success case>
or
<Meaning of the error case with additional statement regarding error handling>

	n/a
	
	
	
	

	NOTE:	The mandatory HTTP error status codes for the POST method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] also apply.



[bookmark: _Toc35971426][bookmark: _Toc36812157][bookmark: _GoBack]6.1.5.3	<notification 2>Revocation Notification
And so on if there are more than one notifications supported by the service. Same structure as in clause 6.1.5.2.
6.1.5.3.1	Description
The Revocation Notification is used by the NSSAAF to trigger the NF Service Consumer (i.e. the AMF) to revoke the slice-specific authentication and authorization result for a given UE.
6.1.5.3.2	Target URI
The Notification URI "{revocNotifUri}" shall be used with the resource URI variables defined in table 6.1.5.3.2-1.
Table 6.1.5.3.2-1: Resource URI variables for this resource
	Name
	Definition

	revocNotifUri
	String formatted as URI which carries the revocation notification URI.



6.1.5.3.3	Standard Methods
6.1.5.3.3.1	POST
This method shall support the request data structures specified in table 6.1.5.3.3.1-1 and the response data structures and response codes specified in table 6.1.5.3.3.1-2.
Table 6.1.5.3.3.1-1: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	SliceAuthRevocNotification
	M
	1
	SliceAuthNotification which carries the revocation notification for a given UE.



Table 6.1.5.3.3.1-2: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response codes
	Description

	n/a
	
	
	
	

	NOTE:	The mandatory HTTP error status codes for the POST method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] also apply.



* * * End of Changes * * * *
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