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	Reason for change:
	1) The authority in requests sent using HTTPS shall contain an FQDN and not individual IP addresses: the FQDN is used to set the Server Name Indication (SNI) during the TLS handshake and IPv4/IPv6 addresses are not permitted in SNI. See clause 3 of RFC 6066 and CR 29.510 #0156 (C4-191531).

2) Procedures defined for indirect communication with TLS should support the flexibility to allow deployments of SCP with an SCP apiPrefix string, i.e. with the SCP application logic not necessarily starting from the top root of the path hierarchy. 

3) Requirements in clause 6.10.2.4 on how to set the ":path" pseudo-header result in repeating the apiPrefix of the NF service producer in the request URI sent in the request from the NF service consumer to the SCP while this is already included in the 3gpp-Sbi-Target-apiRoot header:

"
-	":path" including the path and query components of the target URI as specified in clause 6.1.4.
"
Clause 6.1.4 specifies:

-	"path" includes the path and query components of the target URI. The path includes the optional deployment-specific string of the Resource URI or Custom operation URI "apiRoot" part.

4) The 3gpp-Sbi-Target-apiRoot header example in clause 5.2.3.2.4 is incomplete.


	
	

	Summary of change:
	In indirect communication with TLS between the NF and SCP, the NF service consumer includes in the request to the SCP: 

· the apiRoot of the SCP (including an optional SCP apiPrefix) in the request URI

· the apiRoot of the NF service producer (including an optional apiPrefix of the NF service producer) in the 3gpp-Sbi-Target-apiRoot header. 

  ":authority" is set to the FQDN of the SCP.

When forwarding the request, the SCP replaces its own apiRoot by the apiRoot of the NF service producer in the request URI.

An 3gpp-Sbi-Target-apiRoot header example is provided in clause 5.2.3.2.4.


	
	

	Consequences if not approved:
	TLS handshake failure if HTTP request targets an IP address of the SCP. 
Deployments of SCP with an SCP apiPrefix string are not supported.
apiPrefix of the NF service producer is sent twice in request to SCP.
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* * * First Change * * * *
[bookmark: _Toc19708941][bookmark: _Toc27745012]5.2.3.2.4	3gpp-Sbi-Target-apiRoot
The header contains the apiRoot of the target URI (see clause 4.4 of 3GPP TS 29.501 [5]) in a request sent to an SCP using HTTPS, when using Indirect Communication. It may also be used in a request sent to a SEPP using HTTPS (see clause 6.1.4.3.2).
The encoding of the header follows the ABNF as defined in IETF RFC 7230 [12].
3gpp-Sbi-Target-apiRoot header field  = "3gpp-Sbi-Target-apiRoot" ":" OWS scheme "://" authority ["/" prefix ]
scheme = "http" / "https"
authority = host [ ":" port ]
port = *DIGIT
prefix = token
An example is: 3gpp-Sbi-Target-apiRoot: https://udm2.5gc.mnc012.mcc345.3gppnetwork.org/a/b/c 

* * * Next Change * * * *
[bookmark: _Toc27745044]6.1.4.3.3	Use of 3gpp-Sbi-Target-apiRoot
When using the 3gpp-Sbi-Target-apiRoot header between the SEPP and NFs within the SEPP's PLMN, HTTP requests between the NFs and the SEPP shall be routed as specified in clause 6.10.2 for indirect communications, with the SEPP taking the role of the SCP.
When sending an HTTP request targeting a URI with an authority of a remote PLMN, NFs shall include the 3gpp-Sbi-Target-apiRoot header in the HTTP request, containing the apiRoot of the target URI in the remote PLMN, and shall set the authority apiRoot in the request URI to the apiRoot FQDN of the SEPP (or to the FQDNapiRoot of the SCP if the communication between the NF and SEPP goes through an SCP). The apiRoot of the SEPP (or SCP) may include an optional deployment-specific string of the SEPP (or SCP).
An SCP that receives an HTTP request targeting a URI with an authority of a remote PLMN shall route the HTTP request towards the SEPP as specified in clause 6.10.2 for indirect communications, i.e. the SCP shall forward the 3gpp-Sbi-Target-apiRoot header in the HTTP request it forwards to the SEPP, containing the apiRoot of the target URI in the remote PLMN, and it shall set the the authority apiRoot in the request URI to the FQDN apiRoot of the SEPP.  
The SEPP shall remove the 3gpp-Sbi-Target-apiRoot header and set the apiRoot of the request URI it forwards on the N32-f interface to the apiRoot received in the 3gpp-Sbi-Target-apiRoot header from the HTTP client.
If the SEPP receives an HTTP request from a NF with a request URI containing a telescopic FQDN and with a 3gpp-Sbi-Target-apiRoot header, the SEPP shall ignore the 3gpp-Sbi-Target-apiRoot header and route the request using the telescopic FQDN.
NOTE 1:	This is to address the case of a potentially malicious or misbehaving NF that would include the 3gpp-Sbi-Target-apiRoot header and a request URI containing a telescopic FQDN when communicating with the SEPP.
NOTE 2:	This solution does not require the SEPP to support TLS wildcard certificate for its domain name, nor the SEPP to modify URI attributes in HTTP request and response payloads with telescopic FQDNs.   
NOTE 3:	The communication between the NF and SEPP can be direct or go through an SCP.

* * * Next Change * * * *
[bookmark: _Toc19709013][bookmark: _Toc27745091]6.10.2	Routing Mechanism with SCP with TLS between NFs and SCP
[bookmark: _Toc19709017][bookmark: _Toc27745095]6.10.2.4	Pseudo-header setting
[bookmark: _Toc19709018]For Indirect Communication with or without delegated discovery, when sending a request to the SCP, the HTTP client shall set the pseudo-headers as follows:
-	":scheme"set to "https";
-	":authority" set to the FQDN or IP address of the SCP; 
-	":path" including the optional deployment-specific string of the SCP and the path and query components of the target URI excluding the optional deployment-specific string of the target URI as specified in clause 6.1.4. 
An HTTP client sending a notification or callback request cannot know whether the callback URI contains any deployment specific string or not. Accordingly, it shall behave assuming that there is no deployment specific string in the callback (i.e. target) URI. 
Additionally, for HTTP requests for which an HTTP client may cache responses (e.g. GET request), the HTTP client should include the cache key (ck) query parameter set to an implementation specific value that is bound to the target NF. See clause 6.10.2.6. 
The HTTP client shall include the apiRoot of an authority server for the target resource (including the optional deployment-specific string of the target URI), if available, in the 3gpp-Sbi-Target-apiRoot header (see clause 6.10.2.6).
When forwarding a request to the HTTP server, the SCP shall replace the apiRoot of the SCP received in the request URI of the incoming request by the apiRoot of the target NF service instance. If the 3gpp-Sbi-Target-apiRoot header was received in the request, the SCP shall use it as the apiRoot of the target NF service instance, if the SCP does not (re)select a different HTTP server, and regardless shall remove it from the forwarded request. The SCP shall set the pseudo-headers as specified in clause 6.1, with the following additions: 
-	the SCP shall modify the ":authority" HTTP/2 pseudo-header field to the FQDN or IP address of the target NF service instance. 
-	the SCP shall remove any optional deployment-specific string of the SCP in the ":path" HTTP/2 pseudo-header and add any optional deployment-specific string of the target URI; 
If the 3gpp-Sbi-Target-apiRoot header was received in the request, the SCP shall set the apiRoot of the request URI to the apiRoot received in the 3gpp-Sbi-Target-apiRoot header from the client, if the SCP does not (re)select a different HTTP server; 
-	the SCP shall remove the cache key query parameter, if this parameter was received in the request. 

EXAMPLE 1:	For indirect communication without delegated discovery, if the NF Service Consumer needs to send the request "GET https://example.com/a/b/c/nudm-sdm/v1/{supi}/nssai" to the NF Service Producer (represented by the FQDN "example.com" and where "a/b/c" is the apiPrefix of the NF service producer figured out from NRF discovery): 
-	the NF service consumer shall send the request "GET https://scp.com/1/2/3/nudm-sdm/v1/{supi}/nssai" to the SCP (where "1/2/3" is the "apiPrefix" of the SCP), with the "3gpp-sbi-target-apiRoot" header set to "https://example.com/a/b/c". 
-	the SCP shall send the request "GET https://example.com/a/b/c/nudm-sdm/v1/{supi}/nssai" to the NF Service Producer, without any "3gpp-sbi-target-apiRoot" header.
EXAMPLE 2:	For indirect communication, if the NF Service Producer needs to send a notification request "POST https://example.com/a/b/c/notification" to the NF Service Consumer (represented by the FQDN "example.com", i.e. the host part of the callback URI): 
-	the NF service producer shall send the request "POST https://scp.com/1/2/3/a/b/c/notification" to the SCP (where "1/2/3" is the "apiPrefix" of the SCP), with the "3gpp-sbi-target-apiRoot" header set to "https://example.com". 
-	the SCP shall send the request "POST https://example.com/a/b/c/notification" to the NF Service Producer, without any "3gpp-sbi-target-apiRoot" header.

* * * Next Change * * * *
[bookmark: _Toc27745097][bookmark: _Toc29803249]6.10.2.5	3gpp-Sbi-Target-apiRoot header setting
For Indirect Communication with or without delegated discovery, the HTTP client shall include a 3gpp-Sbi-Target-apiRoot header set to the apiRoot of an authority server for the target resource, if available, in requests it sends to the SCP. In particular:
-	for Indirect Communication without Delegated Discovery, a service request sent to the SCP to create a resource shall include a 3gpp-Sbi-Target-apiRoot header set to the apiRoot of the selected NF Service Producer, if the NF Service Consumer has selected a specific NF service instance;  
-	after a resource has been created, subsequent service requests sent to the SCP and targeting the resource shall include a 3gpp-Sbi-Target-apiRoot header set to the apiRoot received earlier from the NF Service Producer; 
-	notifications or callbacks sent via the SCP shall include the apiRoot of the notification or callback URI (i.e. "https" scheme, the fixed string "://" and authority (host and optional port) as defined in IETF RFC 3986 [14]).
When forwarding the request to the HTTP server, the SCP shall set the pseudo-headers as specified in clause 6.10.2.4.: 
-	remove the 3gpp-Sbi-Target-apiRoot header; and 
-	set the apiRoot of the request URI to the apiRoot received in the 3gpp-Sbi-Target-apiRoot header from the client, if the SCP does not (re)select a different HTTP server.   



* * * End of Changes * * * *

