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	Reason for change:
	For scenario the HPLMN UDM forms the steering of roaming information from the HPLMN indication that 'no change of the "Operator Controlled PLMN Selector with Access Technology" list stored in the UE is needed and thus no list of preferred PLMN/access technology combinations is provided' of Steering of Roaming feature:

1.we can read the current implementation in clause 5.3.1 of TS29.509:

NOTE:	If the Steering Information List is not available or HPLMN determines that no steering of the UE is required, a SOR transparent container information element with an HPLMN indication that 'no change of the "Operator Controlled PLMN Selector with Access Technology" list stored in the UE' protected by SoR-MAC-IAUSF and CounterSoR is still sent to the UE during registration. The Steering Information List In such a case, the NF Service Consumer shall send an empty list to the AUSF when consuming the Nausf_SoRProtection Service.
Problem1: The implementation is not consistent with solution in TS23.122 and TS24.501 (Annex C), the TS23.122 and TS24.501 (clause 9.11.3.51) mention that no list of preferred PLMN/access technology combinations is provided, but not provide an empty list.

2.And we can also get the definition of data model of SteeringContainer which is used to carry list of preferred PLMN/access technology combinations it 29.509 as below.

Table 6.2.6.2.5.-1: Definition of type SteeringContainer as a list of alternatives
	Data type
	Cardinality
	Description

	array(SteeringInfo)
	1..N
	List of PLMN/AccessTechnologies combinations.

	SecuredPacket
	1
	A secured packet containing one or more APDUs commands dedicated to Remote File Management.



Problem2: Neither SteeringContainer can be nullable, nor array(SteeringInfo) can carry a empty array, therefore the definition in Table 6.2.6.2.5.-1 cannot cover the an empty list mentioned above, and there is no definition to indicate that 'no change of the "Operator Controlled PLMN Selector with Access Technology" list stored in the UE' in SteeringContainer and in SorInfo too.

3. In clause 6.14 , 14.1.3, and A.17 of TS33.501 and , we can find that SoR header should be provided to AUSF to get SoR-MAC-IAUSF and CounterSoR , and SoR header is one input of SoR-MAC-IAUSF generation function. The HPLMN indication that 'no change of the "Operator Controlled PLMN Selector with Access Technology" list stored in the UE' is indicated in SoR header (see encoding of SoR header in clause 9.11.3.51 of 24.501).

Based on the information above, SOR header should be added in the Nausf_SoRProtection Service API.

	
	

	Summary of change:
	1. Add SOR header information into Protect service operation of Nausf_SoRProtection Service in clause 5.3.
2. Add SOR header in data mode SorInfo which is data type of request body of generate-sor-data service operation of Nausf_SoRProtection Service in clause 6.2.
3. Define data model of SOR header in cluase 6.2.
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*************************The start of changes*************************
[bookmark: _Toc25270647][bookmark: _Toc27741774]5.3.1	Service Description
The AUSF is acting as NF Service Producer. It provides SoRProtection service to the NF Service Consumer.
This service permits to provide the NF Service Consumer (e.g. UDM) with the SoR-MAC-IAUSF and CounterSoR to protect the the Steering Information List and SOR header from being tampered with or removed by the VPLMN.
NOTE:	If the Steering Information List is not available or HPLMN determines that no steering of the UE is required, a SOR transparent container information element with an HPLMN indication that 'no change of the "Operator Controlled PLMN Selector with Access Technology" list stored in the UE' shall be set in SOR header and no Steering Information List shall be contained, and the SOR header without Steering Information List protected by SoR-MAC-IAUSF and CounterSoR is still sent to the UE during registration. The Steering Information List In such a case, the NF Service Consumer shall send an empty list to the AUSF when consuming the Nausf_SoRProtection Service.
In option this service also allows to provide the NF Service Consumer (e.g. UDM) with the SoR-XMAC-IUE that allows the NF Service Consumer (e.g. UDM) to verify that the UE received the Steering Information List.
*************************Next change*************************
[bookmark: _Toc25270651][bookmark: _Toc27741778]5.3.2.2.1	General
The Protect service operation is used in the following procedures:
-	Procedure for steering of UE in VPLMN during registration (see clause 6.14.2.1 of 3GPP TS 33.501 [8]);
-	Procedure for steering of UE in VPLMN after registration (see clause 6.14.2.2 of 3GPP TS 33.501 [8]).
The NF Service Consumer (e.g. UDM) uses this service operation to request the AUSF to compute the SoR-MAC-IAUSF and the CounterSoR by providing Steering Information List. The NF Service Consumer (e.g. UDM) may also request the AUSF to compute the SoR-XMAC-IUE by providing the indication that an acknowledgement is requested from the UE.



Figure 5.3.2.2.1-1: Steering of UE in VPLMN
1.	The NF Service Consumer (e.g. UDM) shall send a POST request to the AUSF that was used to authenticate the UE. The payload of the body shall contain the Steering Information List, SOR header and the acknowledge indication.
2a.	On success, "200 OK" shall be returned. The payload body shall contain the requested security material necessary to protect the Steering of Roaming procedure.
2b.	On failure, one of the HTTP status code listed in table 6.2.7.3-1 shall be returned with the message body containing a ProblemDetails structure with the "cause" attribute set to one of the application error listed in Table 6.2.7.3-1. If the CounterSoR associated with the KAUSF of the UE, is about to wrap around, the AUSF shall use the "COUNTER-WRAP" cause.
*************************Next change*************************
[bookmark: _Toc25270750][bookmark: _Toc27741877]6.2.6.1	General
This clause specifies the application data model supported by the API.
Table 6.2.6.1-1 specifies the data types defined for the Nausf-SORProtection service based interface protocol.
Table 6.x.6.1-1: Nausf specific Data Types
	Data type
	Clause defined
	Description

	SorInfo
	6.2.6.2.2
	Contains the Steering Information

	SorSecurityInfo
	6.2.6.2.3
	Contains the material generated for securing of SoR. It contains at least the SoR-MAC-IAUSF and CounterSoR.

	SteeringInfo
	6.2.6.2.4
	Contains a combination of one PLMN identity and zero or more access technologies.

	SorMac
	6.2.6.3.2
	MAC value for protecting SOR procedure (SoR-MAC-IAUSF and SoR-XMAC-IUE)

	Countersor
	6.2.6.3.2
	CounterSoR

	AckInd
	6.2.6.3.2
	Contains indication whether the acknowledgement from UE is needed

	AccessTech
	6.2.6.3.3
	Access Technology



Table 6.2.6.1-2 specifies data types re-used by the Nausf-SORProtection service based interface protocol from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Nausf service based interface.
Table 6.2.6.1-2: Nausf re-used Data Types
	Data type
	Reference
	Comments

	PlmnId
	3GPP TS 29.571 [10]
	PLMN ID

	Bytes
	3GPP TS 29.571 [10]
	



*************************Next change*************************
[bookmark: _Toc25270753][bookmark: _Toc27741880]6.2.6.2.2	Type: SorInfo
Table 6.2.6.2.2-1: Definition of type SorInfo
	Attribute name
	Data type
	P
	Cardinality
	Description

	ackInd
	AckInd
	M
	1
	Contains the indication whether the acknowledgement from UE is needed.

	sorHeader
	SorHeader
	C
	0..1
	Contains the SoR header.

	steeringContainer
	SteeringContainer
	C
	0..1
	When present, this information contains the information needed to update the "Operator Controlled PLMN Selector with Access Technology" list stored in the USIM.
It may contain an array of preferred PLMN/AccessTechnologies combinations in priority order. The first entry in the array indicates the highest priority and the last entry indicates the lowest.
Or it may contain a secured packet.
If no change of the "Operator Controlled PLMN Selector with Access Technology" list stored in the USIM is needed then this attribute shall be absent.



*************************Next change*************************
[bookmark: _Toc25270759][bookmark: _Toc27741886]6.2.6.3.2	Simple data types
Table 6.2.6.3.2-1: Simple data types
	Type Name
	Type Definition
	Description

	SorMac
	string
	pattern: "^[A-Fa-f0-9]{32}$"

	CounterSor
	string
	pattern: "^[A-Fa-f0-9]{4}$"

	AckInd
	boolean
	true indicates that the SoR-XMAC-IUE shall be computed and returned in the response

	SecuredPacket
	string
	Contains a secure packet as specified in 3GPP TS 24.501 [20]. It is encoded using base64 and represented as a String.

	SorHeader
	Bytes
	String with format "byte", i.e. base64-encoded characters, encoding the "SOR header" in "SOR transparent container" (octet 4) IE as specified in clause 9.11.3.51 of 3GPP TS 24.501 [20].



*************************Next change*************************
[bookmark: _Toc25270809][bookmark: _Toc27741936]A.3	Nausf_SoRProtection API
openapi: 3.0.0
info:
  version: 1.0.2
  title: Nausf_SoRProtection Service
  description: |
    AUSF SoR Protection Service.
    © 2019, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.

externalDocs:
  description: 3GPP TS 29.509 V16.2.0; 5G System; Authentication Server Services
  url: 'http://www.3gpp.org/ftp/Specs/archive/29_series/29.509'

servers:
  - url: '{apiRoot}/nausf-sorprotection/v1'
    variables:
      apiRoot:
        default: https://example.com
        description: apiRoot as defined in clause 4.4 of 3GPP TS 29.501
security:
  - {}
  - oAuth2ClientCredentials:
      - nausf-sorprotection
paths:
  /{supi}/ue-sor:
    post:
      parameters:
        - name: supi
          in: path
          description: Identifier of the UE
          required: true
          schema:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'
      requestBody:
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/SorInfo'
        required: true
      responses:
        '200':
          description: SorSecurityInfo
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/SorSecurityInfo'
        '503':
          description: Service Unavailable
          content:
            application/problem+json:
              schema:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'
components:
  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '{nrfApiRoot}/oauth2/token'
          scopes:
            nausf-sorprotection: Access to the Nausf_SoRProtection API
  schemas:
    SorInfo:
      type: object
      properties:
        steeringContainer:
          $ref: '#/components/schemas/SteeringContainer'
        sorHeader:
          $ref: '#/components/schemas/SorHeader'
        ackInd:
          $ref: '#/components/schemas/AckInd'
      required:
        - ackInd
    SorSecurityInfo:
      type: object
      properties:
        sorMacIausf:
          $ref: '#/components/schemas/SorMac'
        counterSor:
          $ref: '#/components/schemas/CounterSor'
        sorXmacIue:
          $ref: '#/components/schemas/SorMac'
      required:
        - sorMacIausf
        - counterSor
    SteeringContainer:
      oneOf:
        - type: array
          items:
            $ref: 'TS29509_Nausf_SoRProtection.yaml#/components/schemas/SteeringInfo'
          minItems: 1
        - $ref: '#/components/schemas/SecuredPacket'
    SteeringInfo:
      type: object
      properties:
        plmnId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/PlmnId'
        accessTechList:
          type: array
          items:
            $ref: '#/components/schemas/AccessTech'
          minItems: 1
      required:
        - plmnId
    SorMac:
      type: string
      pattern: '^[A-Fa-f0-9]{32}$'
    CounterSor:
      type: string
      pattern: '^[A-Fa-f0-9]{4}$'
    AckInd:
      type: boolean
    SecuredPacket:
      type: string
      format: base64
    SorHeader:
      $ref: 'TS29571_CommonData.yaml#/components/schemas/Bytes'
    AccessTech:
      anyOf:
      - type: string
        enum:
        - NR
        - EUTRAN_IN_WBS1_MODE_AND_NBS1_MODE
        - EUTRAN_IN_NBS1_MODE_ONLY
        - EUTRAN_IN_WBS1_MODE_ONLY
        - UTRAN
        - GSM_AND_ECGSM_IoT
        - GSM_WITHOUT_ECGSM_IoT
        - ECGSM_IoT_ONLY
        - CDMA_1xRTT
        - CDMA_HRPD
        - GSM_COMPACT
      - type: string

*************************The end of changes*************************
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