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[bookmark: _Toc27745049]* * * First Change * * * *
[bookmark: _Toc19708921][bookmark: _Toc27744992]3.2	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
HTTP	Hypertext Transfer Protocol
SCP	Service Communication Proxy
SMP	SBI Message Priority
TCP	Transmission Control Protocol
OCI	Overload Control Information

* * * 2nd Change * * * *
6.4	Overload Control
[bookmark: _Toc19708972][bookmark: _Toc27745050]6.4.1	General
[bookmark: _GoBack]The overload control enables HTTP server to gracefully reduce its incoming signalling load by instructing HTTP clients to reduce sending traffic, which averts using resources of intermediate nodes in the network for signalling that would anyhow be discarded by the overloaded HTTP server.
The Overload Control Information (OCI) provides the percentage of signalling to be reduced by the HTTP client.
Service Based Interfaces use HTTP/2 over TCP for communication between the NF Services. TCP provides transport level congestion control mechanisms as specified in IETF RFC 5681 [16], which may be used for congestion control between two TCP endpoints (i.e., hop by hop). HTTP/2 also provides flow control mechanisms and limitation of stream concurrency, as specified in IETF RFC 7540 [7], that may be configured for connection level congestion control.
In addition to TCP and HTTP/2 congestion control mechanisms, end to end overload control shall be supported per NF service / API according to the below defined principles.
6.4.2	Overload Control based on HTTP status codes
6.4.2.1	General
An NF Service Producer may mitigate a potential overload status by sending the NF Service Consumer the following HTTP status codes as a response to requests received during, or close to reaching, an overload situation:
-	503 Service Unavailable;
-	429 Too Many Requests; or
-	307 Temporary Redirect
The first 2 status codes (503 and 429) are intended to inform the NF Service Consumer that the server cannot handle the current received traffic rate, so it shall abate the traffic sent to the NF Service Producer by throttling part of this traffic locally at the NF Service Consumer, or diverting it to an alternative destination (another NF Service Producer where an alternative resource exists) that is not overloaded. If possible, traffic diversion shall always be preferred to throttling; the result of the throttling is a permanent rejection of the transaction.
If the client needs to abate a certain part of the available traffic, it shall do it based on the determined priority of each message.
Depending on regional/national requirements and network operator policy, requests related to priority traffic and emergency shall be the last to be throttled by the client, and shall be exempted from throttling due to overload control up to the point where the required traffic reduction cannot be achieved without throttling the priority requests.
The last status code (307) is intended to inform the NF Service Consumer about the availability of other endpoints where the service offered by the NF Service Producer is available, so the NF Service Consumer does not need to discard traffic locally.
[bookmark: _Toc19708973][bookmark: _Toc27745051]6.4.2.2	HTTP Status Code "503 Service Unavailable"
This status code should be sent when the NF Service Producer undergoes an overload situation, and it needs to reject HTTP requests. The NF Service Producer may include detailed information about its status in the ProblemDetails JSON element, in the HTTP response body. Also, the HTTP header field "Retry-After" may be added in the response to convey an estimated time (in number of seconds) for the recovery of the service.
As for all 5xx status codes, this indicates a server-related issue (not limited to a specific client, or HTTP method), and it indicates that the server is incapable of performing the request.
Upon receipt of a "503 Service Unavailable" status code, the NF Service Consumer shall monitor the amount of rejected and timed-out traffic, in comparison to the accepted traffic by the NF Service Producer, and it shall abate (by divertion or throttling) the traffic sent to the NF Service Producer in such a way that the rate between accepted and rejected traffic improves with time, and eventually reaches a situation where the server accepts all requests once the overload status ceases at the server. The mechanism to achieve this is implementation-specific; Annex A contains a description of an example algorithm based on "adaptive throttling" of the traffic sent by the NF Service Consumer towards an NF Service Producer.
[bookmark: _Toc19708974][bookmark: _Toc27745052]6.4.2.3	HTTP Status Code "429 Too Many Requests"
This status code may be sent, if supported by the server, when the NF Service Producer detects that a given NF Service Consumer is sending excessive traffic which, if continued over time, may lead to (or may increase) an overload situation in the NF Service Producer.
How the NF Service Producer detects that the incoming traffic comes from a same NF Service Consumer, and therefore subject to a given traffic rate limit, is out of the scope of this specification. The HTTP header field "Retry-After" may be added in the response to indicate how long the NF Service Consumer has to wait before making a new request.
As for all 4xx status codes, this indicates a client-related issue (not limited to a specific HTTP method), and it indicates that the client seems to be misbehaving.
[bookmark: _Toc19708975][bookmark: _Toc27745053]6.4.2.4	HTTP Status Code "307 Temporary Redirect"
This status code should be sent when the NF Service Producer decides to redirect HTTP requests to another less loaded server, or HTTP/2 end point, to offload some part of the incoming traffic, with the goal to avoid entering (or to mitigate) an overload situation. The NF Service Producer shall not use it if it does not know the load status of the alternative server.
How the NF Service Producer becomes aware of the load levels of other servers or HTTP/2 end points is deployment-specific, and out of the scope of this specification. The URI for the temporary redirection shall be given by the Location header field of the response.
As for all 3xx status codes (redirection), this indicates a client-related action; the client shall be responsible of the detection of infinite redirection loops.

* * * End of Changes * * * *


