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1. Introduction
-
2. Reason for Change
Fill the relevant chapter for the service API of the Nhss_IMS_UEAU service.
3. Conclusions
-
4. Proposal
It is proposed to agree the following changes to 3GPP TS 29.562 v0.1.0.

[bookmark: _Toc18838112]* * * First Change * * * *
[bookmark: _Toc18838081][bookmark: _Toc18838124][bookmark: _Toc510696609][bookmark: _Toc18356522][bookmark: _Toc509928071][bookmark: _Toc11316132][bookmark: _Toc18838168]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".
[3]	3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[4]	3GPP TS 29.500: "5G System; Technical Realization of Service Based Architecture; Stage 3".
[5]	3GPP TS 29.501: "5G System; Principles and Guidelines for Services Definition; Stage 3".
[6]	3GPP TS 23.228: "IP Multimedia Subsystem (IMS); Stage 2".
[7]	3GPP TS 29.335: "User Data Repository Access Protocol over the Ud interface; Stage 3".
[8]	IETF RFC 7540: "Hypertext Transfer Protocol Version 2 (HTTP/2)".
[9]	OpenAPI Initiative, "OpenAPI 3.0.0 Specification", https://github.com/OAI/OpenAPI-Specification/blob/master/versions/3.0.0.md
[10]	IETF RFC 8259: "The JavaScript Object Notation (JSON) Data Interchange Format".
[11]	IETF RFC 7807: "Problem Details for HTTP APIs".
[12]	IETF RFC 6902: "JavaScript Object Notation (JSON) Patch".
[xx]	3GPP TS 23.003: "Numbering, addressing and identification".
[yy]	3GPP TS 33.203: "Access security for IP-based services".

* * * Next Change * * * *
6.3	Nhss_ imsUEAuthentication Service API
[bookmark: _Toc18838169]6.3.1	API URI
URIs of this API shall have the following root:
{apiRoot}/{apiName}/{apiVersion}/
where "apiRoot" is defined in clause 4.4.1 of 3GPP TS 29.501 [5], the "apiName" shall be set to "nhss-ims-ueau" and the "apiVersion" shall be set to "v1" for the current version of this specification.
[bookmark: _Toc18838170]6.3.2	Usage of HTTP
[bookmark: _Toc18838171]6.3.2.1	General
HTTP/2, as defined in IETF RFC 7540 [8], shall be used as specified in clause 5 of 3GPP TS 29.500 [4].
HTTP/2 shall be transported as specified in clause 5.3 of 3GPP TS 29.500 [4].
HTTP messages and bodies for the Nhss_imsUEAU service shall comply with the OpenAPI [9] specification contained in Annex A.3.
[bookmark: _Toc18838172]6.3.2.2	HTTP standard headers
[bookmark: _Toc18838173]6.3.2.2.1	General
The usage of HTTP standard headers shall be supported as specified in clause 5.2.2 of 3GPP TS 29.500 [4].
[bookmark: _Toc18838174]6.3.2.2.2	Content type 
The following content types shall be supported:
-	JSON, as defined in IETF RFC 8259 [10], signalled by the content type "application/json".
-	The Problem Details JSON Object (IETF RFC 7807 [11] signalled by the content type "application/problem+json"
-	JSON Patch, as defined in IETF RFC 6902 [12], signalled by the content type "application/json-patch+json"
[bookmark: _Toc18838175]6.3.2.3	HTTP custom headers
[bookmark: _Toc18838176]6.3.2.3.1	General
The usage of HTTP custom headers shall be supported as specified in clause 5.2.3 of 3GPP TS 29.500 [4].
[bookmark: _Toc18838177]6.3.3	Resources
6.3.3.1	Overview


Figure 6.3.3.1-1: Resource URI structure of the Nhss_imsUEAU API
Table 6.3.3.1-1 provides an overview of the resources and applicable HTTP methods.
Table 6.3.3.1-1: Resources and methods overview
	Resource name
(Archetype)
	Resource URI
	HTTP method or custom operation
	Description

	SecurityInformation
(Custom operation)
	/{impi}/security-information/generate-sip-auth-data
	generate-sip-auth-data (POST)
	The HSS takes the variable {impi} and, if applicable, fetches the corresponding SUPI. The HSS calculates a fresh authentication vector based on the received information and the stored security information, if IMS-AKA is selected. Otherwise, the HSS provides the corresponding authentication information.



[bookmark: _Toc11338717]6.3.3.2	Resource: SecurityInformation
[bookmark: _Toc11338718]6.3.3.2.1	Description
This resource represents the information that is needed together with the SIP authenticacion scheme to calculate a fresh authentication vector.
[bookmark: _Toc11338719]6.3.3.2.2	Resource Definition
Resource URI: {apiRoot}/nhss-ims-ueau/v1/{impi}/security-information
This resource shall support the resource URI variables defined in table 6.3.3.2.2-1.
Table 6.3.3.2.2-1: Resource URI variables for this resource
	Name
	Definition

	apiRoot
	See clause 6.3.1

	impi
	Represents the IMS Private Identity (see 3GPP TS 23.003 [xx] clause 13.3.

Pattern: "^(impi-.+|.+)$”



[bookmark: _Toc11338720]6.3.3.2.3	Resource Standard Methods
No Standard Methods are supported for this resource.
[bookmark: _Toc11338721]6.3.3.2.4	Resource Custom Operations
[bookmark: _Toc11338722]6.3.3.2.4.1	Overview
Table 6.3.3.2.4.1-1: Custom operations
	Custom operaration URI
	Mapped HTTP method
	Description

	/generate-sip-auth-data
	POST
	Select the authentication method and calculate a fresh AV if IMS-AKA is selected or provides corresponding authentication information.



[bookmark: _Toc11338723]6.3.3.2.4.2	Operation: generate-sip-auth-data
[bookmark: _Toc11338724]6.3.3.2.4.2.1	Description
This custom operation is used by the NF service consumer (S-CSCF) to request authentication information data for the IMPI from the HSS. The HSS calculates an authentication vector taking into account the information received from the NF service consumer (S-CSCF) and the current representation of this resource if IMS AKA is selected. For details see 3GPP TS 33.203 [yy].
[bookmark: _Toc11338725]6.3.3.2.4.2.2	Operation Definition
This operation shall support the request data structures specified in table 6.3.3.2.4.2.2-1 and the response data structure and response codes specified in table 6.3.3.2.4.2.2-2.
Table 6.3.3.2.4.2.2-1: Data structures supported by the POST Request Body on this resource 
	Data type
	P
	Cardinality
	Description

	SipAuthenticationInfoRequest
	M
	1
	Contains the SIP Authentication Scheme, the number of authentication items  and Resynchronization Information



Table 6.3.3.2.4.2.2-2: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	SipAuthenticationInfoResult
	M
	1
	200 OK
	Upon success, a response body containing the selected authentication method and an authentication vector if IMS AKA has been selected shall be returned. 

	ProblemDetails
	O
	0..1
	404 Not Found
	The "cause" attribute may be used to indicate the following application error:
- USER_NOT_FOUND

	ProblemDetails
	O
	[bookmark: _GoBack]0..1
	403 Forbidden
	The "cause" attribute may be used to indicate one of the following application errors:
- AUTHENTICATION_REJECTED
- UNSUPPORTED_SIP_AUTH_SCHEME

	NOTE:	In addition, common data structures as listed in table 6.1.7-1 are supported.



[bookmark: _Toc11338731]6.3.4	Custom Operations without associated resources 
In this release of this specification, no custom operations without associated resources are defined for the Nhss_imsUEAuthentication Service.
[bookmark: _Toc11338732]6.3.5	Notifications
In this release of this specification, no notifications are defined for the Nhss_imsUEAuthentication Service.
[bookmark: _Toc11338733]6.3.6	Data Model
[bookmark: _Toc11338734]6.3.6.1	General
This clause specifies the application data model supported by the API.
Table 6.3.6.1-1 specifies the structured data types defined for the Nhss_imsUEAU service API. 
Editor's Note:	The data types need to be described here.
[bookmark: _Toc11338749]6.3.7	Error Handling 
[bookmark: _Toc11338750]6.3.7.1	General
HTTP error handling shall be supported as specified in clause 5.2.4 of 3GPP TS 29.500 [4].
[bookmark: _Toc11338751]6.3.7.2	Protocol Errors
Protocol errors handling shall be supported as specified in clause 5.2.7 of 3GPP TS 29.500 [4].
[bookmark: _Toc11338752]6.3.7.3	Application Errors
The common application errors defined in the Table 5.2.7.2-1 in 3GPP TS 29.500 [4] may also be used for the Nhss_imsUEAuthentication service. The following application errors listed in Table 6.3.7.3-1 are specific for the Nhss_imsUEAuthentication service.
Table 6.3.7.3-1: Application errors
	Application Error
	HTTP status code
	Description

	AUTHENTICATION_REJECTED
	403 Forbidden
	The user cannot be authenticated with this authentication method

	USER_NOT_FOUND
	404 Not Found
	The user does not exist in the HPLMN

	UNSUPPORTED_SIP_AUTHENTICATION_SCHEME
	501 Not implemented
	The received SIP authentication scheme is not supported by HPLMN



* * * End of Changes * * * *
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